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Revision history

Chapter :

Rev Date Description
24 |20211007 ® CPUO and CPU1 usage - low power modes details added in Section 13.2 “General description”.
® |n Chapter 4 “LPC55S6x/LPC55S2x/LPC552x SYSCON” added Section 4.6.6.3.4 “Fractional
Divide operation”.

* ENVADJ value updated in Table 856 “USB PHY Receiver Control Register (RX, offset 0x20)”,
Table 857 “USB PHY Receiver Control Register (RX_SET, offset 0x24)”, and Table 858 “USB
PHY Receiver Control Register (RX_CLR, offset 0x28)”.

® Updated LOCK_REG name and description for bits 21:20, 19:18, and 17:16 in Table 183
“PRINCE configuration”.

® |n Section 4.5.69.1.5 “Spread spectrum control with the System PLL” added Table 127 “Modulator
input (spread spectrum enabled): md => Fjeco= (Md[32:25]dec + md[24:0)dec’2:25)F " and
Table 128 “Modulator input (spread spectrum disabled, only fractional => mc=0, mr=0): md =>
Felkeco = (Md[32:25]dec + md[24:0]dec*2:25) * F@j.

® Bit 21 Forced FS value and description updated in Table 834 “USB1 device command/status
register (DEVCMDSTAT, offset = 0x000)".

® ADC signal changed from ADCO_0 - ADCO_63 to ADCO_0 - ADCO_N in Table 723 “ADC signal
descriptions”, and added Table note "N is dependent on SoC configuration. Refer Table 725 “ADC
Inputs Selection & ADC programming” for details.”

® |n Table 745 “ADC command high buffer registers (CMDHJ1:15], offsets 0x104 to 0x174))” STS
field updated to minimum sampling time of ADCK cycles 3.5 seconds.

® |n Chapter 10 “LPC55S6x/LPC55S2x/LPC552x Protected Flash Region” added Section 10.4
“Firewall PFR pages”.

® |n Table 4 “Memory map overview” updated AHB port O function description to last 16 pages (10
KB) instead of last 17 pages (10 KB).

® Logic levels of the pins updated in Section 13.3.3 “Sleep-mode”, Section 13.3.4 “Deep-sleep
mode”, and Section 13.3.5 “Power-down mode”.

® USB1_CHRGx register removed from Table 847 “Register overview:
crr_d_ip_hs _usb2phy gf40nvrf (base address = 0x50038000)” as it is not supported by
LPC55S6x device.

® Footnote added for LOCK_ALL reset value in Table 145 “Debug Lock Enable
(DEBUG_LOCK EN, offset = 0xFAQ)”".

® Updated description of DISABLE_VIOLATION_ABORT in Table 965 “Secure control register
(MISC_CTRL_REG, offset = 0OxFFC)”.

® EP buffer address width changed to 16 bits in Figure 154 “Endpoint command/status list (see
Table 778)".

® Updated Device_idO register values in Table 153 “Device IDO0 register (DEVICE_IDO, offset =
OxFF8)".

® Added Section 11.5.12 “AUX_ BIAS” and AUX_BIAS module description in Table 275 “Register
overview: ANACTRL (base address = 0x50013000)”.

® |n Chapter 45 “LPC55S6x/LPC55S2x/LPC552x USB1 High-Speed PHY” removed registers
USB1_CHRG_DETECT, USB1_CHRG_DETECT_SET, USB1_CHRG_DETECT_TOG, and
USB1_CHRG_DET_STAT.

® In Chapter 4 “LPC55S6x/LPC55S2x/LPC552x SYSCON” added Section 4.5.70 “Functional
retention control register (FUNCRETENTIONCTRL)” and updated Table 38 “Register overview:
SYSCON (base address = 0x50000000)".

¢ |n Chapter 11 “LPC55S6x/LPC55S2x/LPC552x Analog control” added Section 11.5.1 “Various
Analog blocks configuration (like FRO 192MHz trimmings source ...) (ANALOG CTRL _CFG)’,
Section 11.5.6 “General Purpose ADC VBAT Divider branch control”, Section 11.5.11 “High Speed
Crystal Oscillator (12 MHz - 32 MHz) Voltage Source Supply Control register (LDO_ X032 M)”,
Section 11.5.13 “USB High Speed Phy Trim values”, and updated Section 11.5.7 “32 MHz crystal
oscillator control register”. Also, updated Table 275 “Register overview: ANACTRL (base address
= 0x50013000)".
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Chapter :

Revision history ...continued

Rev |Date Description
24 |20211007 ® |SP PNG ping packet Figure 43 “Host reads ping packet from target via SPI” updated.
® Description of DM-AP commands 0x02 and 0x03 updated in Section 51.5.7.1.1 “DM-AP
commands”.
®* PFR PUF key code updated in Table 179 “PUF key code storage area structure” and Table 180
“PUF key code format”.
¢ |ncluded CFPA memory bank details in Section 10.2 “General description” and added PFR
memory details in Table 272 “PFR memory table”.
® In Chapter 10 “LPC55S6x/LPC55S2x/LPC552x Protected Flash Region” added Figure 47
“Customer Development Lifecycle State”.
® |n Chapter 10 “LPC55S6x/LPC55S2x/LPC552x Protected Flash Region” added Section 10.4
“Firewall PFR pages”.
® Added 19:16 bits information in Table 332 “Parameter wakeup io_ctrl”.
® Added ADC channel 12, 13, and 26 connection and description in Table 725 “ADC Inputs
Selection & ADC programming” and Table 727 “ADC Specific channels”.
® Added information in Section 39.7.6 “Temperature sensor” that to use temperature sensor
maximum ADC input clock frequency is 6 MHz.
® Remark added in USB HS ISP mode in Table 175 “ISP download mode based on
DEFAULT_ISP_MODE bits (6:4, word 0 in CMPA)".
® SOCU_PIN [n] and SOCU_DFLT [n] details updated in Table 1081 “Access restriction levels”.
® Wakeup pin feature (power-down mode) details added in Table 8 “Connection of interrupt sources
to the NVIC”, Section 13.4 “Register description”, Section 13.4.10 “Wake-up I/O Control register”,
and Table 323 “Parameter wakeup interrupts”.
¢ Updated PFR address in Figure 13 “Protected Flash Region”.
® Flexcomm 9 removed in Section 1.2 “Features” as it is not used as ISP interface.
® Added Power configuration register 0, bit 19 PDEN_AUXBIAS provides power control to
BIAS_VREF_1V in Table 311 “Power configuration register 0 (PDRUNCFGO, offset = 0xB8)
(Reset by: PoR, pin reset, Brown Out Detectors reset, deep-power down reset, software reset)”.
* Added BIAS_VREF_IV for AUXBIAS in Table 294 “Peripheral reduced power modes”.
® Offset value of NVIC register updated in Table 9 “Register overview: NVIC (base address =
0xe000e100)”.
® Divide by 2 remark removed from Section 4.6.6.3.1 “Normal modes”, Figure 8 “PLL block diagram
showing typical operation”, and Figure 9 “PLLO block diagram showing spread spectrum and
fractional divide operation”.
® Updated benchmark values for Powerquad functions in Table 1049 “Convolution/Correlation/FIR
functions”, Table 1050 “Matrix Engine”, and Table 1051 “Register overview (base address 0x400A
6000)".
* SDIOCLKCTRL updated to write only register in Table 38 “Register overview: SYSCON (base
address = 0x50000000)".
® Secure boot address updated to 0x9E41C in Section 51.7.1.1 “Protocol Version (DCFG_VERY)”,
CMPA address updated to 0x9E450 — 0x9E46C in Section 51.7.1.2 “Root of Trust Identifier
(DCFG_ROTID)”, CC_SOCU_PIN word PFR address updated to 0x9E410 in Section 51.7.1.3
“Enforce UUID checking (DCFG_UUID)”, and updated CMPA.VENDOR_USAGE PFR address in
Section 51.7.1.5 “DCFG_VENDOR_USAGE”.
® Added description of CMPA and CFPA in Table "41.9.7 Glossary”.
® Register names CMDL, CMDH and TCTRL updated in Section 39.7.6 “Temperature sensor”.
® Added equation for PUDLY to calculate tADCSTUP in Section 39.7.3 “Power control”.
¢ Side Polarity details added in Table 726 “Differential Pairs”.
® Added a note in Chapter 43 “LPC55S6x/LPC55S2x/LPC552x USB1 High-Speed Host Controller”
MULT restriction in Table 829 “PTD bit definition”.
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Chapter :

Revision history ...continued

Rev

Date

Description

24

23

22

2.1

20211007

120210519

120210420

120200710

® |n Chapter 13 “LPC55S6x/LPC55S2x/LPC552x Power Management” added Section 13.4.1
“Power Management Controller FSM (Finite State Machines) status (STATUS)”, Section 13.4.3
“DCDC (first) control register [Reset by: PoR, Pin Reset, Brown Out Detectors Reset, Deep Power
Down Reset, Software Reset] (DCDCO0)”, Section 13.4.4 “DCDC (second) control register [Reset
by: PoR, Pin Reset, Brown Out Detectors Reset, Deep Power Down Reset, Software Reset]
(DCDC1)”, Section 13.4.5 “Power Management Unit (PMU) and Always-On domains LDO control
[Reset by: PoR, Pin Reset, Brown Out Detectors Reset, Deep Power Down Reset, Software
Reset] (LDOPMU)”, Section 13.4.7 “Analog References fast wake-up Control register [Reset by:
PoR]’, Section 13.4.8 “32 KHz Crystal oscillator (XTAL) control register [Reset by: PoR, Brown
Out Detectors Reset]”, Section 13.4.10 “Wake-up I/O Control register”, Section 13.4.14 “Dummy
Control bus to PMU [Reset by: PoR, Pin Reset, Brown Out Detectors Reset, Deep Power Down
Reset, Software Reset]”, and updated Section 13.4.2 “Reset control register”. Also, updated
Section 13.4 “Register description”.

® Note extended in Section 14.4.4.2 “Param1: sram_retention_ctrl” to read if the user application
uses power-down mode then it is recommended to configure SRAM_X2 to secure-privilege level.

® INSYNC bit and input value updated in Table 523 “SCT configuration register (CONFIG, offset =
0x000)".

® |n Figure 53 “SCTO input multiplexing” of Chapter 18 “LPC55S6x/LPC55S2x/LPC552x Input
Multiplexing (INPUTMUX)” updated SCTASYNCCLK PLL to read CGU SCTASYNCCLK.

® FRG maximum allowed output frequency updated in Section 4.5.49 “Fractional rate divider for
each Flexcomm Interface frequency”.

® Added Section 9.3.4 “runBootloader API” in Chapter 9 “LPC55S6x/LPC55S2x/LPC552x Flash
API”.
Added DICE information in Table 38 “Register overview: SYSCON (base address = 0x50000000)",
Section 4.5.74 “DICE register”, and Section 48.9 “DICE”.
Made RNG updates to Chapter 48 “LPC55S6x/LPC55S2x/LPC552x Security features”.

Added footnotes to the end of Table 888 “Register overview: AHB_Secure CTRL (base address =
0x500AC000)”, stating:
® Unlike other register tables, the base address noted for this function is the Secure address. This is
because these registers are configured by Secure code and Non-secure accesses are denied.

® For all reserved registers and reserved bits within address range 0x500ACOFO0 to 0xX500AC174,
value must be set to 1. See the SDK software platform for example code.

Includes various updates based on Documentation Issues including Section 39.6.12 “Trigger control
registers” update of FIFO_SEL_A/B and Section 4.5.61 “FMC configuration register” update of Flash
memory access time (FLASHTIM) values.

2.0

20200501

Includes various updates.

1.9

20191112

Includes IAP APls as attachment and other minor revisions and updates.

1.8

20191001

Updates Section 39.7.6 “Temperature sensor” with new details. Includes a new section for power APIs
Section 14.4.1 “POWER_SetVoltageForFreq (unit32_t system freq hz)”. Includes new content
Section 2.1.8 “RAM configuration”, a new description for DC-DC conversions in Section 14.4 “Power
related AP descriptions”, and miscellaneous other modifications and additions.

1.7

20190830

Include improvements for the Chapter 51 “Debug Subsystem” and other improvements and updates.

1.6

20190722

Minor updates. Added device revision 1B and LPC55S2x/LPC552x derivatives.

1.5

1.4
1.3

20190717

120190615
120190508

Updated device revision information, added description for TXIGNORE bit in the FIFO write data
register, updated SPI block diagram to include general controls.

Includes additional updates. Added support for 150 MHz CPU frequency.

Includes additional updates.
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Chapter :
Revision history ...continued
Rev |Date Description
1.2 20190503 |Incorporates miscellaneous updates and improvements.
11 20190322 | LPC55S6x/LPC55S2x/LPC552x User Manual
¢ Updated Ordering options table Table 2 “Ordering options”.
®* Made many updates to the Syscon chapter Chapter 4 “LPC55S6x/LPC55S2x/LPC552x
SYSCON”.
1.0 20190224 | Initial release. LPC55S6x/LPC55S2x/LPC552x User Manual.
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1.1 Introduction

1.2 Features

The LPC55S6x/LPC55S2x/LPC552x is an Arm Cortex®-M33 based micro-controller for
embedded applications. These devices include up to 320 kB of on-chip SRAM, up to 640
kB on-chip flash, high-speed and full-speed USB host and device interface with
crystal-less operation for full-speed, one SD/MMC/SDIO interface, five general-purpose
timers, one SCTimer/PWM, one RTC/alarm timer, one 24-bit Multi-Rate Timer (MRT), a
Windowed Watchdog Timer (WWDT), one high speed SPI (50 MHz), eight flexible serial
communication peripherals (each of which can be a USART, SPI, I12C, or I12S interface),
one 16-bit 1.0 Msamples/sec ADC capable of simultaneous conversions, temperature
sensor.

The Arm Cortex M33 provides a security foundation, offering isolation to protect valuable
IP and data with TrustZone® technology. It simplifies the design and software
development of digital signal control systems with the integrated digital signal processing
(DSP) instructions. To support security requirements, the LPC55S6x/LPC55S2x/LPC552x
also offers support for HASH, AES, RSA, UUID, DICE, dynamic encrypt and decrypt,
debug authentication, and TBSA compliance.

UM11126

The following features are provided by the LPC55S6x/LPC55S2x/LPC552x family of
parts. Depending on the processor, some features described here may or may not be
available as noted. See Section 1.9.1 “Ordering options” for complete details.

* ARM Cortex-M33 core (CPUQ, rOp3):
— Running at a frequency of up to 150 MHz (device revision 1B only).
— TrustZone, Floating Point Unit (FPU) and Memory Protection Unit (MPU).
— ARM Cortex M33 built-in Nested Vectored Interrupt Controller (NVIC).
— Integrated digital signal processing (DSP) instructions.
— Non-maskable Interrupt (NMI) input with a selection of sources.

— Serial Wire Debug with eight breakpoints and four watch points. Includes Serial
Wire Output for enhanced debug capabilities.

— System tick timer.

* ARM Cortex-M33 coprocessor (CPU1, rOp3):
— Running at a frequency of up to 150 MHz (device revision 1B only).

— The configuration of this instance does not include MPU, FPU, DSP, ETM, and
Trustzone.

— System tick timer.
* CASPER (not available on LPC552x) crypto co-processor that enables hardware

acceleration for various functions required for certain asymmetric cryptographic
algorithms, such as, Elliptic Curve Cryptography (ECC).

All information provided in this document is subject to legal disclaimers. © NXP B.V. 2021. All rights reserved.
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PowerQuad hardware accelerator for (fixed and floating point unit) CMSIS DSP
functions with support of software API faster execution of ARM CMSIS instruction set.

On-chip memory:
— Up to 640 kB on-chip flash program memory with flash accelerator and 512 byte
page erase and write.

— Up to 320 kB total SRAM consisting of 32 kB SRAM on Code Bus, 272 kB SRAM
on System Bus (272 kB is contiguous), and additional 16 kB USB SRAM on
System Bus which can be used by the USB interface or for general purpose use.

PRINCE (not available on LPC552x) module for real-time encryption of data being
written to on-chip flash and decryption of encrypted flash data during read to allow
asset protection, such as securing application code, and enabling secure flash
update.

On-chip ROM bootloader supports:
— Booting of images from on-chip flash.
— Supports CRC32 image integrity checking.

— Supports flash programming through In System Programming (ISP) commands
over following interfaces: USBO0/1 interfaces using HID class device, UART
interface (Flexcomm 0) with auto baud, SPI slave interfaces (Flexcomm 3) using
mode 3 (CPOL =1 and CPHA = 1), and 12C slave interface (Flexcomm 1)

— ROM API functions: Flash programming API, Power control API, and Secure
firmware update API using NXP Secure Boot file format, version 2.0 (SB2 files).

— Supports booting of images from PRINCE encrypted flash regions.

— Support NXP Debug Authentication Protocol version 1.0 (RSA-2048) and 1.1
(RSA-4096).

— Supports setting a sealed part to Fault Analysis mode through Debug
authentication.

Secure Boot support:

— Uses RSASSA-PKCS1-v1_5 signature of SHA256 digest as cryptographic
signature verification.

— Supports RSA-2048 bit public keys (2048 bit modulus, 32-bit exponent).
— Supports RSA-4096 bit public keys (4096 bit modulus, 32-bit exponent).
— Uses x509 certificate format to validate image public keys.

— Supports up to four revocable Root of Trust (RoT) or Certificate Authority keys,
Root of Trust (RoT) establishment by storing the SHA-256 hash digest of the
hashes of four RoT public keys in protected flash region (PFR).

— Supports anti-rollback feature using image key revocation and supports up to 16
Image key certificates revocations using Serial Number field in x509 certificate.

* Serial interfaces:

— Flexcomm Interface contains up to nine serial peripherals (Flexcomm Interface 0-7
and Flexcomm Interface 8). Each Flexcomm Interface (except Flexcomm 8, which
is dedicated for high-speed SPI) can be selected by software to be a USART, SPI,
I2C, and 12S interface. Each Flexcomm Interface includes a FIFO that supports

All information provided in this document is subject to legal disclaimers. © NXP B.V. 2021. All rights reserved.
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USART, SPI, and 12S. A variety of clocking options are available to each Flexcomm
Interface, including a shared fractional baud-rate generator, and time-out
feature.Flexcomm interfaces 0 to 7 each provide one channel pair of 12S.

I2C-bus interfaces support Fast-mode and Fast-mode Plus with data rates of up to
1Mbit/s and with multiple address recognition and monitor mode. Two sets of true
I2C pads also support high-speed mode (3.4 Mbit/s) as a slave.

USB 2.0 full speed host/device controller with on-chip PHY and dedicated DMA
controller supporting crystal-less operation in device mode using software library
example in technical note TN0O0063.

USB 2.0 high-speed host/device controller with on-chip high-speed PHY.

Digital peripherals:

DMAO controller with 23 channels and up to 22 programmable triggers, able to
access all memories and DMA-capable peripherals.

DMA1 controller with 10 channels and up to 15 programmable triggers, able to
access all memories and DMA-capable peripherals.

Secured digital input/output (SD/MMC and SDIO) card interface with DMA support.
SDIO with support for up to two cards. Supported card types are MMC, SDIO, and
CE-ATA. Supports SD2.0, and SDR25 (52MHz).

CRC engine block can calculate a CRC on supplied data using one of three
standard polynomials with DMA support.

Up to 64 General-Purpose Input/Output (GPIO) pins.

GPIO registers are located on the AHB for fast access. The DMA supports GPIO
ports.

Up to eight GPIOs can be selected as Pin Interrupts (PINT), triggered by rising,
falling or both input edges.

Two GPIO grouped interrupts (GINT) enable an interrupt based on a logical
(AND/OR) combination of input states.

I/0O pin configuration with support for up to 16 function options.

Programmable Logic Unit (PLU) to create small combinatorial and/or sequential
logic networks including state machines.

Security features:

ARM TrustZone enabled (not available on LPC552x).

AES-256 encryption/decryption engine with keys fed directly from PUF or a
software supplied key (not available on LPC552x).

Secure Hash Algorithm (SHA2) module supports secure boot with dedicated DMA
controller (not available on LPC552x).

Physical Unclonable Function (PUF) using dedicated SRAM for silicon fingerprint.
PUF can generate, store, and reconstruct key sizes from 64-bits to 4096-bits.
Includes hardware for key extraction (not available on LPC552x).

True Random Number Generator (TRNG).
128-bit unique device serial number for identification (UUID).
Secure GPIO.
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Timers:

Five 32-bit standard general purpose asynchronous timers/counters, which
support up to four capture inputs and four compare outputs, PWM mode, and
external count input. Specific timer events can be selected to generate DMA
requests.

One SCTimer/PWM with eight input and ten output functions (including 16 capture
and match registers). Inputs and outputs can be routed to or from external pins and
internally to or from selected peripherals. Internally, the SCTimer/PWM supports 16
captures/matches, 16 events, and 32 states.

32-bit Real-time Clock (RTC) with 1s resolution running in the always-on power
domain. Another timer in the RTC can be used for wake-up from all low power
modes including deep-power down, with 1ms resolution. The RTC is clocked by
the 32 kHz FRO or 32.768 kHz external crystal.

Multiple-channel multi-rate 24-bit timer (MRT) for repetitive interrupt generation at
up to four programmable, fixed rates.

Windowed Watchdog Timer (WWDT) with FRO 1 MHz as clock source.

The Micro-Tick Timer running from the watchdog oscillator can be used to wake-up
the device from sleep and deep-sleep modes. Includes 4 capture registers with pin
inputs.

42-bit free running OS Timer as continuous time-base for the system, available in

any reduced power modes. It runs on 32kHz clock source, allowing a count period
of more than four years.

Analog peripherals

16-bit ADC with five differential channel pair (or 10 single-ended channels), and
with multiple internal and external trigger inputs and sample rates of up to 1.0
MSamples/sec. The ADC supports simultaneous conversions on two ADC input
channels belonging to a differential pair.

Integrated temperature sensor connected to the ADC.
Comparator with five input pins and external or internal reference voltage.

Clock generation

Internal Free Running Oscillator (FRO). This oscillator provides a selectable 96
MHz output, and a 12 MHz output (divided down from the selected higher
frequency) that can be used as a system clock. The FRO is trimmed to +/- 2%
accuracy over the entire voltage and temperature range.

32 kHz FRO. The FRO is trimmed to +/- 2% accuracy over the entire voltage and
temperature range.

Internal low power oscillator (FRO 1 MHz) trimmed to +/- 15% accuracy over the
entire voltage and temperature range.

Crystal oscillator with an operating frequency of 12 MHz to 32 MHz. Option for
external clock input (bypass mode) for clock frequencies of up to 24 MHz.

Crystal oscillator with 32.768 kHz operating frequency. Option for external clock
input (bypass mode) for clock frequencies of up to 100 kHz.
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PLLO and PLL1 allows CPU operation up to the maximum CPU rate without the
need for a high-frequency external clock. PLLO and PLL1 can run from the internal
FRO 12 MHz output, the external oscillator, internal FRO 1 MHz output, or the
32.768 kHz RTC oscillator.

Clock output function with divider to monitor internal clocks.

Frequency measurement unit for measuring the frequency of any on-chip or
off-chip clock signal.

Each crystal oscillator has one embedded capacitor bank, where each can be used
as an integrated load capacitor for the crystal oscillators. Using APls, the capacitor
banks on each crystal pin can tune the frequency for crystals with a Capacitive
Load (CL), thus conserving board space and reducing costs.

* Power-saving modes and wake-up:

Integrated PMU (Power Management Unit) to minimize power consumption.

Reduced power modes: Sleep, deep-sleep with RAM retention, power-down with
RAM retention and CPUOQ retention, and deep power-down with RAM retention.

Configurable wake-up options from peripherals interrupts.

The Micro-Tick Timer running from the watchdog oscillator, and the Real-Time
Clock (RTC) running from the 32.768 kHz clock, can be used to wake-up the
device from sleep and deep-sleep modes.

Power-On Reset (POR).
Brown-Out Detectors (BOD) for VBAT_DCDC for forced reset or interrupt.

® Operating from internal DC-DC converter.

* Single power supply 1.8 Vto 3.6 V.

* JTAG boundary scan supported.

* QOperating temperature range —40 °C to +105 °C.
* Available in HLQFP100, HTQFP64, and VFBGA98 packages.

UM11126
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1.3 Block diagram
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; i | usB-HS Dev - excomm 0-4 1] >
AHB Matrix | registers registersl |registers| | engine
} I I I I { Flexcomm 5-7 111 |e>
]
i [usB-Fs Host| | Powerquad | | casPER | [usB-Hs Host |-| HS LSPI >
1 registers Registers Registers registers
}
|
i
I

PMU registers |

l«—] System Functions

<« 2x 32-bit timer (CTIMERO, 1) }«—>|
K ( ) 1/0 configuration le—>| 3x 32-bit timer (CTIMER2,3,4) 1>

[ GPIO group interrupts ]<—> I | PUF Key
[ Peripheral input muxes l«—  Multi-rate Timer | Wrapper le—]  Flash Controller registers |
] [UsB-PhRY

l«—>] Frequency Measurement Unit In AO Power Domain

— Analog Comparator Je— OS_Event_Timer

ANA Ctrl |<—>

i
WD_Osc Windowed Watchdog i VR
FRO1M Real Time Clock,
( ) MicroTick Timer RNG 7 Alarm & Wakeup clk (FRO/ 1>
! XTAL)
190307 1 |RTC time capture
Notes:
[1] : Each FlexComm includes USART, SPI, 12C and 12S functions. Flexcomms 0 to 7 each provide 1 channel-pair of 12S function.
Fig1. LPC55S6x Block diagram
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Serial Wire JTAG SDIO FS USB
Debug boundary scan interface bus CRYSTAL CLKIN CLKOUT VDD RST_n
t t [t 1t [
v y | v | v v
FPU [MPU| e, v v Clocks, PoR
Coprocessor interface with USB FS Power control, BoD
math function > Hash- Host/ DC-DC Converter, FRO
Arm 5 DMAO| |DMA1 SDIO AES Device LDOs, )
Cortex-M33 & & PHY system functions PLL
9 €
S 2
3 3
5 Flash Flash
:---"":n- -------------------------------------------- -1 _|PRINCE| interface | 512 KB
: ’
E E I SRAMX |
E : 32 KB SRAMO
: I SRAWT | 64 K8
: : 64KB SRAMZ
i i 64 KB
) )
i | SRAM4
| | 16 KB
1 1
i i | USB SRAM SRAM
! e T |_Interface 16 KB
1 1
i USB-FS D DMAO
| E registersev | registers |—| HS GPIO |<__>
i — ' SCTimer/ PWM et
: Multlayer : ISP-AP | [SDI0 | [CRC & T
! : USB-HS Dev - excomm 0-4 (1 —>
! AHB Matrix E | registers | registersl |registers| | engine |
! L 1 1 1 1 1 Flexcomm 5-7 (1] |e>
| i |USB-FSHost| | CASPER ||USB-HS Host |-| HS LSPI le—>
: : registers Registers registers
! L T T T I HAIPS Bridge
i , | Secure | | DMA1 | SHA-2/AES |
L e ] ) |HS GPIO| [registers [ |_regsters_| | ADC: 1Ms/s, 16b, 8-dif ch. _|&—
urred]
APB APB
bridge 0 bridge 1
| Secure GPIO Pin Interrupts le—|_ | B0 >
| GPIO Pin Interrupts |l _
— «—>] System Functions | ] PMU registers |
<« 2x 32-bit timer (CTIMERO, 1) J«—>|
e[ 1/0 configuration | le—>{ 3x 32-bit timer (CTIMER2,3,4) l¢«1>
| GPIO group interrupts le—>| PUF Key
- - l«—>|  Multi-rate Timer | Wrapper le—>| Flash Controller registers |
| Peripheral input muxes |« P ;
" USB-PHY | n ower Domain 1
1y Analog Comparator |‘_><—>| Frequency Measurement Unit | | e ! - !
ANA Gl . OS_Event_Timer !
WD(_)Osc Windowed Watchdog ! =  meaen
FRO1M Real Time Clock,
( ) MicroTick Timer RNG Pl Alarm & Wakeup [€17] 6K (FRO/ >
! 1L_XTAL)
190307 i [RTC time capture]«i
Fig2. LPC55S2x Block Diagram
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Serial Wire JTAG SDIO FS USB
Debug boundary scan interface bus CRYSTAL CLKIN CLKOUT VDD RST_n
4 A A " |
L2
y
FPU MPU| mece \ 3 Clocks, PoR
Coprocessor interface with USB FS Power control, BoD
math function DMAO DMA1 SOIO Host/ DC-DC Converter, FRO
Am Device LDOs, .
Cortex-M33 & PHY system functions PLL
3 £
S 2
° & Flash | Flash
o ity ittt il (uniuinininly R oot |_ interface | 512 KB
! i L ROM
| : SRAMX
l : 32K8 SRAND
: SRANT 64 K8
: : 64K8 SRANZ
| i 64 KB
E i SRAM4
| | 16 KB
: i USBSRAM | [ SRAM
i T T Interface 16 KB
i i [ussFs Dev] [ DMA
i L e registers |’| HS GPIO >
: " — ' I:: SCTimer /[ PWM__J«}>
| ultilayer !
! ; i |usBHsDev | | ISP-AP SDIO CRC Flexcomm 0-4 1] S
E AHB Matrix i registers registers | | registers engine by
! - : : : | Flexcomm5-7 1 >
! ! [UsBs Host USB-HS Host |-| HS LSPI >
! ! registers registers
| : ' y : . [APS Bridge|—|
i : Secure || DMA1 | SHA-2IAES |
R H HS GPIO| | registers registers | ADC: 1Msis, 16b, 8-diff ch. [€t—
1
APB APB
bridge 0 bridge 1
| Secure GPIO Pin Interrupts e fg 1
< > PLU le}>
| GPIO Pin Interrupts le—| :
-{ 2x 32-bit timer (CTIMERO, 1) I<—><_>I System Functions | e ——— !
<« 2x 32-bit timer ) —
| P10 group oot «—{ /0 configuration | le—>{ 3x 32-bit timer (CTIMER?2,3,4) |¢1>
[ Peripheral mput muxes | «—>  Multi-rate Timer | “le—[ Fiash Controlier registers |
- USBPAY :""MBEEWEFDB%QE""E
__,I Analog Comparator | <—>| Frequency Measurement Un|t| | |<—><_E_> p— :
WD_0sc |->[Windowed Watchdog ANA Ctr ] ——— |
0 ! - ' 32 kHz
(FRO1M) — |1 | Real Time Clock, |_|[!
MicroTick Timer RNG "7 Alarm & Wakeup [T CI%;'E)O/ T
190307 i RTC time capture j

LPC552x Block diagram
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1.4 Architectural overview

The Arm Cortex M33 includes two AHB-Lite buses, one system bus and one code and
bus. The Code AHB (C-AHB) interface is used for any instruction fetch and data access to
the Code region of the ARMv8-M memory map ([0x00000000 - 0x1FFFFFFF]). The
System AHB (S-AHB) interface is used for instruction fetch and data access to all other
regions of the ARMv8-M memory map ([0x20000000 - OxFFFFFFFF]).

The LPC55S6x/LPC55S2x/LPC552x uses a multi-layer AHB matrix to connect the Arm
Cortex M33 buses and other bus masters to peripherals in a flexible manner that
optimizes performance by allowing peripherals that are on different slave ports of the
matrix to be accessed simultaneously by different bus masters.

1.5 Arm Cortex-M33 TrustZone

The Arm Cortex-M33 is a general purpose, 32-bit microprocessor, which offers high
performance and very low power consumption. The Arm Cortex M33 offers many new
features, including a Thumb-2 instruction set, low interrupt latency, hardware multiply and
divide, interruptable/continuable multiple load and store instructions, automatic state save
and restore for interrupts, tightly integrated interrupt controller with wake-up interrupt
controller, and multiple core buses capable of simultaneous accesses.

A 3-stage pipeline is employed so that all parts of the processing and memory systems
can operate continuously. Typically, while one instruction is being executed, its successor
is being decoded, and a third instruction is being fetched from memory.

The Arm Cortex-M33 provides a security foundation, offering isolation to protect valuable
IP and data with TrustZone technology. It simplifies the design and software development
of digital signal control systems with the integrated digital signal processing (DSP)
instructions.

1.6 Arm Cortex-M33 integrated Floating Point Unit (FPU)

The FPU fully supports single-precision add, subtract, multiply, divide, multiply and
accumulate, and square root operations. It also provides conversions between fixed-point
and floating-point data formats, and floating-point constant instructions.

The FPU provides floating-point computation functionality that is compliant with the
ANSI/IEEE Std 754-2008, IEEE Standard for Binary Floating-Point Arithmetic, referred to
as the IEEE 754 standard.

1.7 Arm Cortex-M33 (CPU1)

UM11126

The LPC55S6x/LPC55S2x/LPC552x device includes a second instance of Cortex M33.
The configuration of this instance does not include MPU, FPU, DSP, ETM, Trustzone
(SECEXT), Secure Attribution Unit (SAU) or co-processor interface. It supports the same
debug levels and interrupt lines as the primary CPU.
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1.8 On-chip Static RAM

Information

The LPC55S6x/LPC55S2x/LPC552x support various configurations of SRAM with
separate bus master access for higher throughput and individual power control for
low-power operation. See the appropriate block diagram for more details.

1.9 Ordering information

Table 1.

Ordering information

Type number Package
Name , Description 'Version
LPC55S66JBD100 HLQFP100 plastic low profile quad flat package; 100 leads; body 14 x 14 x 0.5mm pitch SOT1570-3
LPC55S69JBD100 HLQFP100 plastic low profile quad flat package; 100 leads; body 14 x 14 x 0.5mm pitch SOT1570-3
LPC55S66JEV98 VFBGA98 thin fine-pitch ball grid array package; 98 balls; body 7° 7° 0.5 mm SOT1982-1
LPC55S69JEV98 VFBGA98 thin fine-pitch ball grid array package; 98 balls; body 7° 7 0.5 mm SOT1982-1
LPC55S66JBD64 HTQFP64  thin fine-pitch ball grid array package; 64 leads; body 10 x 10 x 0.5mm pitch SOT855-5
LPC55S69JBD64 HTQFP64 thin fine-pitch ball grid array package; 64 leads; body 10 x 10 x 0.5mm pitch SOT855-5
LPC55S28JBD100 HLQFP100 plastic low profile quad flat package; 100 leads; body 14 x 14 x 0.5mm pitch SOT1570-3
LPC55S26JBD100 HLQFP100 plastic low profile quad flat package; 100 leads; body 14 x 14 x 0.5mm pitch SOT1570-3
LPC55S28JEV98 VFBGA98 thin fine-pitch ball grid array package; 98 balls; body 7° 7° 0.5 mm SOT1982-1
LPC55S26JEV98 VFBGA98 thin fine-pitch ball grid array package; 98 balls; body 7° 7 0.5 mm SOT1982-1
LPC55S28JBD64 HTQFP64 thin fine-pitch ball grid array package; 64 leads; body 10 x 10 x 0.5mm pitch SOT855-5
LPC55S26JBD64 HTQFP64 thin fine-pitch ball grid array package; 64 leads; body 10 x 10 x 0.5mm pitch SOT855-5
LPC5528JBD100 HLQFP100 plastic low profile quad flat package; 100 leads; body 14 x 14 x 0.5mm pitch SOT1570-3
LPC5526JBD100 HLQFP100 plastic low profile quad flat package; 100 leads; body 14 x 14 x 0.5mm pitch SOT1570-3
LPC5528JEV98 VFBGA98 thin fine-pitch ball grid array package; 98 balls; body 7° 7 0.5 mm SOT1982-1
LPC5526JEV98 VFBGA98 thin fine-pitch ball grid array package; 98 balls; body 7* 7 0.5 mm SOT1982-1
LPC5528JBD64 HTQFP64 thin fine-pitch ball grid array package; 64 leads; body 10 x 10 x 0.5mm pitch SOT855-5
LPC5526JBD64 HTQFP64 thin fine-pitch ball grid array package; 64 leads; body 10 x 10 x 0.5mm pitch SOT855-5
1.9.1 Ordering options

Table 2.  Ordering options
Type number oy

f=

9 ()

z"- o § k-] g - é

= 9 > = E S o 2 &

2 > 3. ¢ g ¢ 2 5 w s <

Sy 5 §5 g & = 2 5 8 g O =z 4 o)

x Ea ¢ca 2 2 ¢ s 3 2 £ uw v 2 o =

SE £ g8 & S & e § £ E 2% 8 83 o
LPC55S66JBD100 1501 yes yes yes yes 256 144 vyes yes yes yes yes yes FS+HS 64
LPC55569JBD100 150 1 yes yes yes yes 640 320 yes yes yes yes yes yes FS+HS 64
LPC55S66JEV9I8 150 M yes yes yes yes 256 144 vyes yes yes yes yes yes FS+HS 64
LPC55S69JEV98 150 M yes yes yes yes 640 320 yes yes yes yes yes yes FS+HS 64
LPC55S66JBD64 150 M1 yes yes yes yes 256 144 vyes yes yes yes yes yes FS+HS 36
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Table 2.  Ordering options ...continued

Type number Fy

c

()

S S 0 5

o ( 3] -] S = =

= B 2 S 2 8 o £ o

=) ® ® 3 ¥ 0 é 2 € c u

o >~ T~ W X £ o S w o <

Og €8 |§5 | & = - |5 ¥ = O T

xz Ea 82 2z ¢ ¢ T 3 2 2 . ¥ Q2 m c

=S g2 62 & S e 6 £ o & T o > o
LPC55S69JBD64 1501 yes  yes yes yes 640 320 yes yes yes yes yes yes FS+HS 36
LPC55S28JBD100 150 yes - - yes 512 256 vyes - yes yes yes yes FS+HS 64
LPC55S26JBD100 150 yes - - yes 256 144 yes - yes yes yes yes FS+HS 64
LPC55S28JEV98 150 yes - - yes 512 256 vyes - yes yes yes yes FS+HS 64
LPC55S26JEV98 150 yes - - yes 256 144 yes - yes yes yes yes FS+HS 64
LPC55S28JBD64 150 yes - - yes 512 256 vyes - yes yes yes yes FS+HS 36
LPC55S26JBD64 150 yes - - yes 256 144 yes - yes yes yes yes FS+HS 36
LPC5528JBD100 150 yes - - - 512 256 - - - - - yes FS+HS 64
LPC5526JBD100 150 yes - - - 256 144 - - - - - yes FS+HS 64
LPC5528JEV98 150 yes - - - 512 256 - - - - - yes FS+HS 64
LPC5526JEV98 150 yes - - - 256 144 - - - - - yes FS+HS 64
LPC5528JBD64 150 yes - - - 512 256 - - - - - yes FS+HS 36
LPC5526JBD64 150 yes - - - 256 144 - - - - - yes FS+HS 36

[1]1 Device revision 1B operates at a maximum CPU frequency of up to 150 MHz. Device revision 0A operates
at a maximum CPU frequency of up to 100 MHz.
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2.1 General description

2.1.1 AHB multilayer matrix

The LPC55S6x/LPC55S2x/LPC552x uses a multi-layer AHB matrix to connect the CPU
buses and other bus masters to peripherals in a flexible manner that optimizes
performance by allowing peripherals that are on different slave ports of the matrix to be
accessed simultaneously by different bus masters. The device block diagram in Figure 1
shows details of the available matrix connections.

2.1.2 Memory Protection Unit (MPU)

CPUO has a memory protection unit (MPU) that provides fine grain memory control,
enabling applications to implement security privilege levels, separating code, data and
stack on a task-by-task basis. Such requirements are critical in many embedded
applications.

The MPU register interface is located on the CPU private peripheral bus.

2.1.3 TrustZone and system mapping on this device

The implementation of ARM TrustZone for CPUO involves using address bit 28 to divide
the address space into potential secure and non-secure regions. Address bit 28 is not
decoded in memory access hardware, so each physical location appears in two places on
whatever bus they are located on. Other hardware determines which kinds of accesses
(including non-secure callable) are actually allowed for any particular address.

Table 3 shows the overall mapping of the code and data buses for secure and non-secure
accesses to various device resources.

Remark: Address regions considered secure by TrustZone may also be accessible to
CPUT1 if it is assigned as a secure master and marked as secure by checker hardware.

Remark: In the peripheral description chapters of this manual, only the native
(non-secure) base address is noted, secure base addresses can be found in this chapter
or created by setting bit 28 in the address as needed.

Table 3. TrustZone and system general mapping

Start address End address  TrustZone, CPUO only |CPU bus CM-33 usage (both CPUs)

0x0000 0000 |OxOFFF FFFF [Non-secure Code Flash memory, Boot ROM, SRAM X.

0x1000 0000  Ox1FFF FFFF Secure ‘Code Same as above.

0x2000 0000 Ox2FFF FFFF Non-secure Data SRAM 0, SRAM 1, SRAM 2, SRAM 3, SRAM 4.
0x3000 0000  Ox3FFF FFFF Secure Data Same as above.

0x4000 0000 |Ox4FFF FFFF Non-secure Data AHB and APB peripherals.

0x5000 0000  OX5FFF FFFF Secure Data Same as above.

UM11126

[1] The size shown for peripherals spaces indicates the space allocated in the memory map, not the actual

space used by the peripheral or memory.
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Chapter 2: LPC55S6x/LPC55S2x/LPC552x Memory Map

Selected areas of secure regions may be marked as non-secure callable.

Links to specific memory map descriptions and tables:

* Section 2.1.5 “Memory map overview”

* Section 2.1.6 “APB peripherals”

® Section 2.1.7 “AHB peripherals”

Memory map overview

Table 4 gives a more detailed memory map as seen by the 2 Cortex-M33 (both CPUO and
CPU1). The purpose of the four address spaces for the shared RAMs is outlined at the
beginning of this chapter. The details of which shared RAM regions are on which AHB
matrix slave ports can be seen here.

Table 4. Memory map overview
AHB Non-secure Non-secure |Securestart Secureend |Function [
port start address end address |address address

0

'0x0300 0000

0x0000 0000

0x0009 FFFF

0x0301 FFFF

0x1000 0000

0x1300 0000

0x1009 FFFF

0x1301 FFFF

Flash memory, on CM33 code bus. The last 16 pages
(10 KB) are reserved on the 640 KB flash devices
resulting in 630 KB internal flash memory.

iBoot ROM, on CM33 code bus.

|0x2000 0000

0x0400 0000

0x0400 7FFF

0x2000 FFFF

0x1400 0000

0x3000 0000

0x1400 7FFF

0x3000 FFFF

SRAM X on CM33 code bus, 32 KB. SRAMX_0
(0x1400 0000 to 0x1400 OFFF) and SRAMX_1
(0x1400 4000 to 0x1400 4FFF) are used for Casper
(total 8 KB). If CPU retention used in power-down
mode, SRAMX_2 (0x1400 6000 to 0x1400 65FF) is
used (total 1.5 KB) by default in power API and this is
user configurable within SRAMX_2 and SRAMX_3.

'SRAM 0 on CM33 data bus, 64 KB.

'0x2002 0000

0x2001 0000

0x2001 FFFF
0x2002 FFFF

0x3001 0000
0x3002 0000

0x3001 FFFF
0x3002 FFFF

SRAM 1 on CM33 data bus, 64 KB.

'SRAM 2 on CM33 data bus, 64 KB.

ol b WON

|0x2004 0000

0x2003 0000

0x2003 FFFF
0x2004 3FFF

0x3003 0000
0x3004 0000

0x3003 FFFF
0x3004 3FFF

SRAM 3 on CM33 data bus, 64 KB.

SRAM 4 on CM33 data bus, 16 KB. Entire SRAM 4 is

used by PowerQuad when PowerQuad is enabled.

'0x4002 0000

0x4000 0000

0x4001 FFFF
0x4003 FFFF

0x5000 0000
0x5002 0000

0x5001 FFFF
0x5003 FFFF

AHB to APB bridge 0. See Section 2.1.6.

'AHB to APB bridge 1. See Section 2.1.6.

|0x4009 0000

0x4008 0000

0x4008 FFFF
0x4009 FFFF

0x5008 0000
0x5009 0000

0x5008 FFFF
0x5009 FFFF

AHB peripherals. See Section 2.1.7.

'AHB peripherals. See Section 2.1.7.

10
1

'0x4010 0000

0x400A 0000

0x400A FFFF
0x4010 FFFF

0x500A 0000
0x5010 0000

0x500A FFFF
0x5010 FFFF

AHB peripherals. See Section 2.1.7.

'AHB peripherals. See Section 2.1.7.

UM11126
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2.1.6 APB peripherals

Table 5 provides details of the addresses for APB peripherals. APB peripherals have both
secure and non-secure access possibilities.

Table 5.

APB peripherals memory map

APB
bridge

Non-secure
base address

Secure
base address

Peripheral

0

0x4000 0000
0x4000 1000

0x5000 0000

'0x5000 1000

Syscon.
IOCON. Pin function selection and pin control setup.

0x4000 2000
0x4000 3000

0x5000 2000

|0x5000 3000

Group GPIO input interrupt 0 (GINTO).
Group GPIO input interrupt 1 (GINT1).

0x4000 4000
0x4000 5000

0x5000 4000

'0x5000 5000

Pin interrupt and pattern match (PINT).
Secure pin interrupt and pattern match.

0x4000 6000
0x4000 7000

0x5000 6000

'0x5000 7000

Input multiplexing 0 and frequency measure.
Reserved.

0x4000 8000
0x4000 9000

0x5000 8000

|0x5000 9000

CTimerO (standard counter/timer 0).
CTimer1 (standard counter/timer 1).

0x4000 C000
0x4000 D000

0x5000 C000

'0x5000 D0OOO

WWDTO (windowed watchdog timer 0).
MRT (Multi-Rate Timer).

0x4000 E0O0O
0x4001 3000

0x5000 E000

'0x5001 3000

Utick (micro-tick timer).
Analog controls.

0x4001 5000

0x5001 5000

Reserved.

0x4002 3000
0x4002 8000

0x5002 3000

'0x5002 8000

Sysctl (12S signal sharing).
CTimer2 (standard counter/timer 2).

0x4002 9000
0x4002 A000

0x5002 9000

|0x5002 AO0O

CTimer3 (standard counter/timer 3).
CTimer4 (standard counter/timer 4).

0x4002 C000
0x4002 D000

0x5002 C000

'0x5002 D000

RTC & Wake-up timer.
OS_Event Timer.

0x4003 4000
0x4003 5000

0x5003 4000

'0x5003 5000

Flash controller.

PRINCE dynamic encrypt/decrypt

0x4003 8000
0x4003 A00O

0x5003 8000

'0x5003 AO0O

USB HS Phy.
True Random Number Generator.

0x4003 B0O0O
0x4003 D000

0x5003 B0O0O

'0x5003 D000

PUF (Physical Unclonable Function).
PLU (Programmable Logic Unit).

UM11126
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2.1.7 AHB peripherals

Chapter 2: LPC55S6x/LPC55S2x/LPC552x Memory Map

Table 6 provides details of the addresses for AHB peripherals. AHB peripherals have both

secure and non-secure access possibilities.

Table 6. AHB peripheral memory map

UM11126

All information provided in this document is subject to legal disclaimers.

AHB port Non-secure Secure Peripheral
base address base address
8 0x4008 2000 0x5008 2000 DMAO registers.
|0x4008 4000 0x5008 4000 FS USB device registers.
0x4008 5000 0x5008 5000 SCTimer/PWM.
'0x4008 6000 0x5008 6000 Flexcomm Interface 0.
0x4008 7000 0x5008 7000 Flexcomm Interface 1.
'0x4008 8000 0x5008 8000 Flexcomm Interface 2.
0x4008 9000 0x5008 9000 Flexcomm Interface 3.
|0x4008 A00O 0x5008 A000 Flexcomm Interface 4.
0x4008 BO0O 0x5008 B0O0O Inter-CPU Mailbox.
|0x4008 C000 0x5008 C000 High-Speed GPIO.
9 0x4009 4000 0x5009 4000 HS USB device registers.
|0x4009 5000 0x5009 5000 CRC Engine.
0x4009 6000 0x5009 6000 Flexcomm Interface 5.
|0x4009 7000 0x5009 7000 Flexcomm Interface 6.
0x4009 8000 0x5009 8000 Flexcomm Interface 7.
0x4009 B0O0O 0x5009 B0O0O SDIO registers.
'0x4009 C000 0x5009 C000 Debug Mailbox (DM-AP).
0x4009 F0O00 0x5009 F000 High Speed SPI.
10 '0x400A 0000 0x500A 0000 ADCO.
0x400A 2000 0x500A 2000 FS USB Host registers.
'0x400A 3000 0x500A 3000 HS USB Host registers.
0x400A 4000 0x500A 4000 Hash-AES registers.
'0x400A 5000 0x500A 5000 Casper
0x400A 6000 0x500A 6000 PowerQuad
'0x400A 7000 0x500A 7000 DMAT1 registers.
0x400A 8000 0x500A 8000 Secure HS GPIO.
'0x400A C000 0x500A C000 Security control registers.
11 0x4010 0000 0x5010 0000 USB SRAM.

© NXP B.V. 2021. All rights reserved.

User manual

Rev. 2.4 — 8 October 2021

21 of 1227




NXP Semiconductors

UM11126

Chapter 2: LPC55S6x/LPC55S2x/LPC552x Memory Map

2.1.8 RAM configuration
Table 7 describes the RAM configuration for the LPC55S6x/LPC55S2x/LPC552x.

Table 7.  RAM Configuration

RAM Total ’RAM-X (KB) |RAMO (KB) RAM1 (KB) ‘RAMZ (KB) ‘RAM3 (KB) ]RAM4 (KB) ‘USB-RAM (KB)
320 KB 32 64 64 64 64 16 16

devices

256 KB 32 64 64 64 - 16 16

devices

144 KB 32 64 32 - - - 16

devices

UM11126
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3.1 How to read this chapter

3.2 Features

Available interrupt sources may vary with specific LPC55xx device types.

* Nested Vectored Interrupt Controller (NVIC) is an integral part of each CPU.
¢ Tightly coupled interrupt controller provides low interrupt latency.
* Controls system exceptions and peripheral interrupts.
* The NVIC of the Cortex-M33 supports:
— 64 vectored interrupt slots.

Eight programmable interrupt priority levels with hardware priority level masking.
Vector table offset register VTOR.

Software interrupt generation.

Support for NMI from any interrupt, see Section 21.4.3.

3.3 General description

3.3.1

The tight coupling to the NVIC to the CPU allows for low interrupt latency and efficient
processing of late arriving interrupts.

Interrupt sources

Table 8 lists the interrupt sources for each peripheral function. Each peripheral device
may have one or more interrupt lines to the Vectored Interrupt Controller. Each line may
represent more than one interrupt source. The interrupt number does not imply any
interrupt priority when interrupts are not given the same priority. In the case, where two
interrupts for example are given the same priority, then the interrupt number below is
relevant.

See Ref. 1 “Cortex-M33 DGUG” for detailed descriptions of the NVIC and the NVIC
registers.

Table 8. Connection of interrupt sources to the NVIC
Interrupt |Name Interrupt description Flags
0 WDT Windowed watchdog timer, Brown Out Detect, WARNINT - watchdog warning
BOD Flash controller. interrupt
FLASH BODINTVAL - BOD interrupt
level.
1 SDMAO SDMAO controller. Interrupt A and interrupt B, error
interrupt.
GPIO_GLOBALINTO GPIO group 0. Enabled pin interrupts.
GPIO_GLOBALINT1 GPIO group 1. Enabled pin interrupts.
UM11126 All information provided in this document is subject to legal disclaimers. © NXP B.V. 2021. All rights reserved.
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Table 8.  Connection of interrupt sources to the NVIC ...continued

Interrupt |Name Interrupt description Flags

4 GPIO_INTO_IRQO Pin interrupt O or pattern match engine slice 0. PSTAT - pin interrupt status.

5 GPIO_INTO_IRQ1 Pin interrupt 1 or pattern match engine slice 1. PSTAT - pin interrupt status.

6 GPIO_INTO_IRQ2 Pin interrupt 2 or pattern match engine slice 2. PSTAT - pin interrupt status.

7 GPIO_INTO_IRQ3 Pin interrupt 3 or pattern match engine slice 3. PSTAT - pin interrupt status.

8 UTICK 'Micro-tick timer. INTR.

9 MRT Multi-rate timer. Global MRT interrupts: GFLAGO,
1,2, 3.

10 CTIMERO 'Standard counter/timer CTIMERO. Match and capture interrupts.

1" CTIMER1 Standard counter/timer CTIMERA1. Match and capture interrupts.

12 scT 'SCTimer. EVFLAG SCT event.

13 CTIMER3 Standard counter/timer CTIMERS. Match and capture interrupts.

14 Flexcomm Interface 0 vFIexcomm Interface 0 (USART, SPI, I12C, 12S). See enable read and set register ‘
of this module

15 Flexcomm Interface 1 'Flexcomm Interface 1 (USART, SPI, I2C, 12S),  Same as Flexcommo0.

16 Flexcomm Interface 2 Flexcomm Interface 2 (USART, SPI, 12C, I2S) Same as FlexcommO

17 Flexcomm Interface 3 iFIexcomm Interface 3 (USART, SPI, I2C, 12S) Same as FlexcommO.

18 Flexcomm Interface 4 Flexcomm Interface 4 (USART, SPI, 12C, I2S) Same as FlexcommO

19 Flexcomm Interface 5 iFIexcomm Interface 5 (USART, SPI,I2C, I2S). Same as FlexcommoO.

20 Flexcomm Interface 6 Flexcomm Interface 6 (USART, SPI, I2C, I12S).  |Same as FlexcommoO.

21 Flexcomm Interface 7 Flexcomm Interface 7 (USART, SPI, I2C, 12S). Same as FlexcommO.

22 ADC 'ADCO completion. See enable read and set register '
of this module.

23 Reserved - -

24 ACMP Comparator Sub-system. See enable read and set register
of this module.

25 Reserved - -

26 Reserved - -

27 USBO_NEEDCLK 'USBO activity Interrupt. See enable read and set register ‘
of this module.

28 USBO USBO host and device. See enable read and set register
of this module.

29 RTC RTC alarm and wake-up interrupts. See enable read and set register
of this module.

30 Reserved - -

31 WAKEUP_IRQn or Wakeup for low power mode (Power Down) use |See Section 13.4.11 “Wake-up

MAILBOX when wakeupio is enabled during power down. | I/O cause register” in
System IRQ for Mailbox “LPC55S6x/LPC55S2x/LPC552x

Power Management”.

32 GPIO_INTO_IRQ4 Pin interrupt 4 or pattern match engine slice 4 int | PSTAT - pin interrupt status.

33 GPIO_INTO_IRQ5 Pin interrupt 5 or pattern match engine slice 5 int PSTAT - pin interrupt status.

34 GPIO_INTO_IRQ6 Pin interrupt 6 or pattern match engine slice 6 int | PSTAT - pin interrupt status.

35 GPIO_INTO_IRQ7 Pin interrupt 7 or pattern match engine slice 7 int PSTAT - pin interrupt status.

36 CTIMER2 Standard counter/timer CTIMER2 Match and capture interrupts.
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Table 8.  Connection of interrupt sources to the NVIC ...continued

Interrupt |Name Interrupt description Flags

37 CTIMER4 Standard counter/timer CTIMER4 Match and capture interrupts.

38 OSEVTIMER OSTIMERO -

39 Reserved E -

40 Reserved - -

41 Reserved - -

42 SDIO SD/MMC interrupt SDIO interrupts.

43 Reserved - -

44 Reserved - -

45 Reserved - -

46 UsB1_PHY USB1_PHY interrupts. USB1_PHY interrupts.

47 USB1 'USB1 interrupt USB1 interrupts.

48 USB1_NEEDCLK USB1 activity USB1 interrupts.

49 HYPERVISOR ’ Hypervisor facilities HF interrupts.

50 SGPIO_INTO_IRQO Secure GPIO function is available on P0(0-31)  SGPIO 0 interrupts.
and 2x Pin Interrupt outputs are available to
NVIC.

51 SGPIO_INTO_IRQ1 Secure GPIO function is available on P0(0-31)  SGPIO 1 interrupts.
and 2x Pin Interrupt outputs are available to
NVIC.

52 PLU vProgrammabIe Logic Unit. PLU interrupts.

53 SEC VIO, Secure violation interrupt. Secure violation interrupts.

SECURE_VIOLATION,
SEC_VIOLATION

54 HASH HASH interrupt. Hash interrupts.

55 CASPER 'CASPER Crypto co-processor interrupt. Casper interrupts.

56 PUF PUF Controller Interrupt. PUF interrupts.

57 PQ | Power quad. Power quad interrupts.

58 SDMA1 Secure DMA (DMA1) controller. Secure DMA interrupts.

59 HS_SPI 'HS_SPI HS_SPI

UM11126

Remark: When more than 1 wake-up sources is enabled (for example: RTC and
WAKEIP), then the logic is:

a) If wake- up by WAKEIO pins -> only WAKEUP_IRQ is raised.

b) If wake-up by RTC -> WAKEUP_IRQ and RTC_IRQ are both raised.

If WAKEIOCAUSE register is 0, then wakeup is not done by WAKEIO.

If WAKEUP_IRQ is enabled, then you need to know how to identify wakeup source.

WAKEUP_IRQ Handler

{ if(WAKEIOCAUSE!=0)

/lwoke up by WAKEIO

else
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/lwoke up by other source

}
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3.4 Register description

The NVIC registers are located on the ARM private peripheral bus.

Table 9. Register overview: NVIC (base address = 0xe000e100)
Name Access |Offset Description Reset |Section
value

ISERO R/W 0x000 | Interrupt set enable register 0. This register allows enabling interrupts and 0 3.4.1
reading back the interrupt enables for peripheral functions.

ISER1 |R/W 0x004 | Interrupt set enable register 1. See ISERO description. 3.4.2

ICERO R/W 0x080 | Interrupt clear enable register 0. This register allows disabling interrupts and 3.4.3
reading back the interrupt enables for peripheral functions.

ICER1 R/W 0x084 | Interrupt clear enable register 1. See ISERO description. 344

ISPRO |R/W 0x100 | Interrupt set pending register 0. This register allows changing the interrupt state |0 3.4.5
to pending and reading back the interrupt pending state for peripheral functions.

ISPR1 |R/W 0x104 |Interrupt set pending register 1. See ISPRO description. 3.4.6

ICPRO R/W 0x180 |Interrupt clear pending register 0. This register allows changing the interrupt 3.4.7
state to not pending and reading back the interrupt pending state for peripheral
functions.

ICPR1 |[RIW 0x184 | Interrupt clear pending register 1. See ICPRO description. 3.4.8

IABRO RO 0x200 | Interrupt active bit register 0. This register allows reading the current interrupt 3.4.9
active state for specific peripheral functions.

IABR1 RO 0x204 |Interrupt active bit register 1. See IABRO description. 3.4.10

IPRO |R/W 0x300 | Interrupt priority register 0. This register contains the 3-bit priority fields for 3.4.11
interrupts 0 to 3.

IPR1  RW 0x304 |Interrupt priority register 1. This register contains the 3-bit priority fields for 0 3.4.12
interrupts 4 to 7.

IPR2 |R/W 0x308 | Interrupt priority register2. This register contains the 3-bit priority fields for 0 3.4.13
interrupts 8 to 11.

IPR3 |R/W 0x30C | Interrupt priority register 3. This register contains the 3-bit priority fields for 0 3.4.14
interrupts 12 to 15.

IPR4 R/W 0x310 |Interrupt priority register 4. This register contains the 3-bit priority fields for 0 3.4.15
interrupts 16 to 19.

IPR5 |R/W 0x314 | Interrupt priority register 5. This register contains the 3-bit priority fields for 0 3.4.16
interrupts 20 to 23.

IPR6 |R/W 0x318 | Interrupt priority register 6. This register contains the 3-bit priority fields for 0 3.4.17
interrupts 24 to 27.

IPR7 R/W 0x31C | Interrupt priority register 7. This register contains the 3-bit priority fields for 0 3.4.18
interrupts 28 to 31.

IPR8 |R/W 0x320 | Interrupt priority register 8. This register contains the 3-bit priority fields for 0 3.4.19
interrupts 32 to 35.

IPR9 |R/W 0x324 | Interrupt priority register 9. This register contains the 3-bit priority fields for 0 3.4.20
interrupts 36 to 39.

IPR10 R/W 0x328 |Interrupt priority register 10. This register contains the 3-bit priority fields for 0 3.4.21
interrupts 40 to 43.

IPR11 |R/W 0x32C | Interrupt priority register 11. This register contains the 3-bit priority fields for 0 3.4.22
interrupts 44 to 47.

IPR12 |R/W 0x330 | Interrupt priority register 12. This register contains the 3-bit priority fields for 0 3.4.23
interrupts 48 to 51
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Table 9. Register overview: NVIC (base address = 0xe000e100) ...continued

Name Access Offset Description Reset Section
value

IPR13 |R/W 0x334 | Interrupt priority register13. This register contains the 3-bit priority fields for 0 3.4.24
interrupts 52 to 55.

IPR14 R/W 0x338 |Interrupt priority register14. This register contains the 3-bit priority fields for 0 3.4.25
interrupts 56 to 60.

IPR15 |R/W 0x33C | Interrupt priority register15. This register contains the 3-bit priority fields for 0 3.4.25
interrupts 61 to 63.

STIR (WO OxEO0O0 | Software trigger interrupt register, allows software to generate interrupts. - 3.4.26

3.4.1 Interrupt set-enable register 0

The ISERO register allows enabling the first 32 peripheral interrupts, or for reading the
enabled state of those interrupts. The remaining interrupts are enabled via the ISER1
register, see Section 3.4.2 “Interrupt set-enable register 1”. Disabling interrupts is done
through the ICERO and ICERT1 registers Section 3.4.3 “Interrupt clear enable register 0”
and Section 3.4.4 “Interrupt clear enable register 1”.

Table 10. Interrupt set-enable register 0

Bit | Name Value Function

0 ISE_ WDTBOD m Watchdog Timer, BOD interrupt enable.

1 ISE_SDMAO 0] 'SDMAQO interrupt enable.

2 ISE_GINTO m GPIO group 0 interrupt enable.

3 ‘ISE_GINT1 [ GPIO group 1 interrupt enable.

4 ISE_PINTO 0| Pin interrupt / pattern match engine slice 0 interrupt enable.
5 ‘ISE_PINT1 [ Pin interrupt / pattern match engine slice 1 interrupt enable.
6 ISE_PINT2 0| Pin interrupt / pattern match engine slice 2 interrupt enable.
7 ‘ISE_PINT3 [ Pin interrupt / pattern match engine slice 3 interrupt enable.
8 ISE_UTICK 0| Micro-Tick Timer interrupt enable.

9 ‘ ISE_MRT [ ‘Multi-Rate Timer interrupt enable.

10 ISE_CTIMERO 0| Standard counter/timer CTIMERQO interrupt enable.

11 ‘ISE_CTIMER1 [ ‘Standard counter/timer CTIMER1 interrupt enable.

12 ISE_SCT 0| SCT interrupt enable.

13 ‘ISE_CTIMER3 [ ‘Standard counter/timer CTIMER3 interrupt enable.

14 ISE_FCO 0| Flexcomm Interface O interrupt enable.

15 ‘ISE_FC1 [ 'Flexcomm Interface 1 interrupt enable.

16 ISE_FC2 0| Flexcomm Interface 2 interrupt enable.

17 ‘ISE_FCB [ ‘Flexcomm Interface 3 interrupt enable.

18 ISE_FC4 0| Flexcomm Interface 4 interrupt enable.

19 ‘ISE_FCS [ ‘Flexcomm Interface 5 interrupt enable.

20 ISE_FC6 0| Flexcomm Interface 6 interrupt enable.

21 ‘ISE_FC7 [ ‘Flexcomm Interface 7 interrupt enable.

22 ISE_ADCO 0| ADCO interrupt enable.

23 Reserved [ E

24 ISE_ACMP 0| ACOMP interrupt enable.
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Table 10. Interrupt set-enable register 0 ...continued

Bit |Name Value Function

25 Reserved i)l |

26 Reserved 0] -

27 ISE_USBO_NEEDCLK ] 'USBO activity interrupt enable.

28 ISE_USBO 0] USBO device interrupt enable.

29 ‘ISE_RTC ] 'Real Time Clock (RTC) interrupt enable.
30 - 0] Reserved

31 MAILBOX il 'MAILBOX

[1] Write: writing 0 has no effect, writing 1 enables the interrupt.
Read: 0 indicates that the interrupt is disabled, 1 indicates that the interrupt is enabled.

3.4.2 Interrupt set-enable register 1

The ISER1 register allows enabling the second group of peripheral interrupts, or for
reading the enabled state of those interrupts. Disabling interrupts is done through the
ICERO and ICER1 registers Section 3.4.3 “Interrupt clear enable register 0” and
Section 3.4.4 “Interrupt clear enable register 1”.

Table 11. Interrupt set-enable register 1

Bit Name Value Function

0 ISE_PINT4 m Pin interrupt / pattern match engine slice 4 interrupt enable.
1 ‘ISE_PINT5 m ’Pin interrupt / pattern match engine slice 5 interrupt enable.
2 'ISE_PINT6 m Pin interrupt / pattern match engine slice 6 interrupt enable.
3 ISE_PINT7 m Pin interrupt / pattern match engine slice 7 interrupt enable.
4 'ISE_CTIMER2 0| ‘Standard counter/timer CTIMER2 interrupt enable.

5 ISE_CTIMER4 m Standard counter/timer CTIMERA4 interrupt enable.

6  ISE_OSEVTIMER 0] 'OSTIMERQO interrupt enable.

7 - m Reserved.

8 - ] ‘Reserved.

9 - m Reserved.

10 ISE_SDIO 1 'SD/MMC interrupt enable.

1 - m Reserved.

12 - ] ‘Reserved.

13 - m Reserved.

14 ISE_USB1_PHY m VUSB1_PHY interrupt enable.

15 ISE_USB1 m USB1 device interrupt enable.

16 'ISE_USB1_NEEDCLK m ‘USB1 Activity Interrupt enable.

17 ISE_HYPERVISOR m Hypervisor facilities interrupt enable.

18 'ISE_SGPIO_INTO_IRQO 0| ‘Secure GPIO interrupt enable.

19 ISE_SGPIO_INTO_IRQ1 m Secure GPIO interrupt enable.

20 ISE_PLU 0] 'Programmable Logic Unit interrupt enable.

21 ISE_SECURE_VIOLATION m Security Violations interrupt enable.

22 ISE_HASH_AES 0] 'HASH_AES interrupt enable.

23 ISE_ CASPER m CASPER interrupt enable.
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Table 11. Interrupt set-enable register 1 ...continued

Bit |Name Value Function
24 ISE_PUF ] PUF interrupt enable.
25 ISE_PQ 0] Power quad interrupt enable.

iy

‘Secure DMA (DMA1) interrupt enable.
FC8 interrupt enable.

26 ISE_ SDMA1
27 ISE_HS_SPI

-

[1] Write: writing 0 has no effect, writing 1 enables the interrupt.
Read: 0 indicates that the interrupt is disabled, 1 indicates that the interrupt is enabled.

3.4.3 Interrupt clear enable register 0

The ICERO register allows disabling the first 32 peripheral interrupts, or for reading the
enabled state of those interrupts. The remaining interrupts are disabled via the ICER1
register Section 3.4.4 “Interrupt clear enable register 1”. Enabling interrupts is done
through the ISERO and ISER1 registers Section 3.4.1 “Interrupt set-enable register 0”and
Section 3.4.2 “Interrupt set-enable register 1”

Table 12. Interrupt clear-enable register 0

Bit Name Function

31:0 ICE_... Peripheral interrupt disables. Bit numbers match ISERO registers Table 10. Unused bits are reserved.

Write: writing 0 has no effect, writing 1 disables the interrupt.
Read: 0 indicates that the interrupt is disabled, 1 indicates that the interrupt is enabled.
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3.4.4 Interrupt clear enable register 1

The ICER1 register allows disabling the second group of peripheral interrupts, or for
reading the enabled state of those interrupts. Enabling interrupts is done through the
ISERO and ISER1 registers Section 3.4.1 and Section 3.4.2.

Table 13. Interrupt clear-enable register 1

Bit Name Function

31:0 ICE_... Peripheral interrupt disables. Bit numbers match ISER1 registers Table 11. Unused bits are reserved.

Write: writing O has no effect, writing 1 disables the interrupt.
Read: 0 indicates that the interrupt is disabled, 1 indicates that the interrupt is enabled.

3.4.5 Interrupt set pending register 0

The ISPRO register allows setting the pending state of the first 32 peripheral interrupts, or
for reading the pending state of those interrupts. The remaining interrupts can have their
pending state set via the ISPR1 register Section 3.4.6 “Interrupt set pending register 1”.
Clearing the pending state of interrupts is done through the ICPRO and ICPR1 registers
Section 3.4.7 “Interrupt clear pending register 0” and Section 3.4.8 “Interrupt clear
pending register 1”.

Table 14. Interrupt set-pending register 0

Bit |Name Function
31:0 ISP_... Peripheral interrupt pending set. Bit numbers match ISERO registers Table 10. Unused bits are
reserved.

Write: writing 0 has no effect, writing 1 changes the interrupt state to pending.
Read: 0 indicates that the interrupt is not pending, 1 indicates that the interrupt is pending.

3.4.6 Interrupt set pending register 1

The ISPR1 register allows setting the pending state of the second group of peripheral
interrupts, or for reading the pending state of those interrupts. Clearing the pending state
of interrupts is done through the ICPRO and ICPR1 registers, Section 3.4.7 “Interrupt clear
pending register 0” and Section 3.4.8 “Interrupt clear pending register 1”.

Table 15. Interrupt set-pending register 1

Bit Name Function

31:0 |ISP_...
Peripheral interrupt pending set. Bit numbers match ISER1 registers Table 11. Unused bits are

reserved.

Write: writing 0 has no effect, writing 1 changes the interrupt state to pending.
Read: 0 indicates that the interrupt is not pending,1 indicates that the interrupt is pending

3.4.7 Interrupt clear pending register 0

The ICPRO register allows clearing the pending state of the first 32 peripheral interrupts,
or for reading the pending state of those interrupts. The remaining interrupts can have
their pending state cleared via the ICPR1 register Section 3.4.8 “Interrupt clear pending
register 1”. Setting the pending state of interrupts is done through the ISPRO and ISPR1
registers Section 3.4.5 “Interrupt set pending register 0” and Section 3.4.6 “Interrupt set
pending register 1”.
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Table 16. Interrupt clear-pending register 0

Bit Name Function
31:.0 |ICP_... Peripheral interrupt pending clear. Bit numbers match ISERO registers Table 10. Unused bits are
reserved.

Write: writing O has no effect, writing 1 changes the interrupt state to not pending.
Read: 0 indicates that the interrupt is not pending, 1 indicates that the interrupt is pending.

3.4.8 Interrupt clear pending register 1

The ICPR1 register allows clearing the pending state of the second group of peripheral
interrupts, or for reading the pending state of those interrupts. Setting the pending state of
interrupts is done through the ISPRO and ISPR1 registers Section 3.4.5 “Interrupt set
pending register 0” and Section 3.4.6 “Interrupt set pending register 1”.

Table 17. Interrupt clear-pending register 1

Bit Name Function
31:0 ICP_... Peripheral interrupt pending clear. Bit numbers match ISER1 registers Table 11. Unused bits are
reserved.

Write: writing O has no effect, writing 1 changes the interrupt state to not pending.
Read: 0 indicates that the interrupt is not pending, 1 indicates that the interrupt is pending.

3.4.9 Interrupt active bit register 0

The IABRO register is a read-only register that allows reading the active state of the first
32 peripheral interrupts. Bits in IABR are set while the corresponding interrupt service
routines are in progress. Additional interrupts can have their active state read via the
IABR1 register Section 3.4.10 “Interrupt active bit register 1”.

Table 18. Interrupt active bit register 0

Bit ‘Name Function
31:0 |IAB_... Peripheral interrupt active. Bit numbers match ISERO registers Table 10. Unused bits are reserved.

Read: 0 indicates that the interrupt is not active, 1 indicates that the interrupt is active

3.4.10 Interrupt active bit register 1

The IABR1 register is a read-only register that allows reading the active state of the
second peripheral interrupts. Bits in IABR are set while the corresponding interrupt service
routines are in progress.

Table 19. Interrupt clear-pending register 1

Bit ‘Name Function

31:0 |IAB_... Peripheral interrupt active. Bit numbers match ISER1 registers Table 11. Unused bits are reserved.
Read: 0 indicates that the interrupt is not pending, 1 indicates that the interrupt is pending.

3.4.11 Interrupt priority register 0

The IPRO register controls the priority of the first four peripheral interrupts. Each interrupt
can have one of seven priorities, where 0 is the highest priority.
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Table 20. Interrupt priority register 0

Bit Name Function
4:0 - Unused.
75  IP_WDT  WDT

BOD BOD

FLASH FLASH controller

interrupt priority. 0 = highest priority. 7 = lowest priority.

12:8 - Unused.
15:13 VIP_SDMAO 'SDMAO interrupt priority. 0 = highest priority. 7 = lowest priority.
20:16 |- Unused.

23:21 VIP_GINTO GPIO Group 0 interrupt priority. 0 = highest priority. 7 = lowest priority.

28:24 |- Unused.
31:29 |IP_GINT1 GPIO Group 1 interrupt priority. 0 = highest priority. 7 = lowest priority.

3.4.12 Interrupt priority register 1

The IPR1 register controls the priority of the second group of four peripheral interrupts.
Each interrupt can have one of seven priorities, where 0 is the highest priority.

Table 21. Interrupt priority register 1

Bit Name Function

4:0 - Unused.

75 IP_PINTO Pin interrupt / pattern match engine slice 0 priority. 0 = highest priority. 7 = lowest priority.
12:8 - ‘Unused.

15:13  |IP_PINT1 Pin interrupt / pattern match engine slice 1 priority. 0 = highest priority. 7 = lowest priority.
2016 |- Unused.

23:21 IP_PINT2 Pin interrupt / pattern match engine slice 2 priority. 0 = highest priority. 7 = lowest priority.
28:24 |- Unused.

31:29 |IP_PINT3 Pin interrupt / pattern match engine slice 3 priority. 0 = highest priority. 7 = lowest priority.

3.4.13 Interrupt priority register 2

The IPR2 register controls the priority of the third group of four peripheral interrupts. Each
interrupt can have one of seven priorities, where 0 is the highest priority.

Table 22. Interrupt priority register 2

Bit Name Function

4:0 - Unused.

75 VIP_UTICK 'Micro-Tick Timer interrupt priority. O = highest priority. 7 = lowest priority.

12:8 - Unused.

15:13 YIP_MRT ‘Multi-Rate Timer interrupt priority. O = highest priority. 7 = lowest priority.

2016 |- Unused.

23:21 VIP_CTIMERO 'Standard counter/timer CTIMERO interrupt priority. O = highest priority. 7 = lowest priority.
28:24 |- Unused.

31:29 VIP_CTIMER1 Pin interrupt / pattern match engine slice 3 priority. 0 = highest priority. 7 = lowest priority.
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3.4.14 Interrupt priority register 3

The IPR3 register controls the priority of the fourth group of four peripheral interrupts.
Each interrupt can have one of seven priorities, where 0 is the highest priority.

Table 23. Interrupt priority register 3
Bit Name Function
4:0 - Unused.
75 IP_SCT SCT interrupt priority. 0 = highest priority. 7 = lowest priority.
12:8 - ‘Unused.
15:13 IP_CTIMERS | Standard counter/timer CTIMERQO interrupt priority. O = highest priority. 7 = lowest priority.
20:16 - ‘Unused.
23:21 IP_FCO Flexcomm Interface O interrupt priority. 0 = highest priority. 7 = lowest priority.
28:24 - ‘Unused.
31:29 IP_FCA1 Flexcomm Interface 1 interrupt priority. O = highest priority. 7 = lowest priority.
The IPR3 register controls the priority of the fourth group of 4 peripheral interrupts. Each
interrupt can have one of seven priorities, where 0 is the highest priority.
3.4.15 Interrupt priority register 4
The IPR4 register controls the priority of the fifth group of four peripheral interrupts. Each
interrupt can have one of seven priorities, where 0 is the highest priority.
Table 24. Interrupt priority register 4
Bit Name Function
4:0 - Unused.
75 IP_FC2 Flexcomm Interface 2 interrupt priority. O = highest priority. 7 = lowest priority.
12:8 - ‘Unused.
15:13 IP_FC3 Flexcomm Interface 3 interrupt priority. 0 = highest priority. 7 = lowest priority.
20116 - ‘Unused.
23:21 IP_FC4 Flexcomm Interface 4 interrupt priority. O = highest priority. 7 = lowest priority.
2824 - ‘Unused.
31:29 |IP_FC5 Flexcomm Interface 5 interrupt priority. O = highest priority. 7 = lowest priority.
3.4.16 Interrupt priority register 5
The IPR5 register controls the priority of the sixth group of four peripheral interrupts. Each
interrupt can have one of seven priorities, where 0 is the highest priority.
Table 25. Interrupt priority register 5
Bit Name Function
4:0 - Unused.
75 IP_FC6 'Flexcomm Interface 6 interrupt priority. 0 = highest priority. 7 = lowest priority
12:8 - Unused.
15:13 |IP_FC7 ‘Flexcomm Interface 7 interrupt priority. 0 = highest priority. 7 = lowest priority.
2016 |- Unused.
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Table 25. Interrupt priority register 5 ...continued

Bit Name Function

23:21 IP_ADCO 'ADC 0 interrupt priority. 0 = highest priority. 7 = lowest priority.
28:24 |- Unused.

31:29 - ‘Unused.

3.4.17 Interrupt priority register 6

The IPRG6 register controls the priority of the seventh group of four peripheral interrupts.
Each interrupt can have one of seven priorities, where 0 is the highest priority.

Table 26. Interrupt priority register 6

Bit Name Function

4:0 - ‘Unused.

75 IP_ ACMP Analog Comparator interrupt priority. O = highest priority. 7 = lowest priority.
12:8 - ‘Unused.

156:13 |- Unused.

20:16 - ‘Unused.

23:21 - Unused.

28:24 - ‘Unused.

31:29 | IP_USBO_NEEDCLK USBO Activity interrupt priority. 0 = highest priority. 7 = lowest priority.

3.4.18 Interrupt priority register 7

The IPRY7 register controls the priority of the eighth group of four peripheral interrupts.
Each interrupt can have one of seven priorities, where 0 is the highest priority.

Table 27. Interrupt priority register 7

Bit Name Function

4:0 - ‘Unused.

75 IP_USBO USBO interrupt enable. 0 = highest priority. 7 = lowest priority.

12:8 - ‘Unused.

15:13 |IP_RTC Real Time clock (RTC) interrupt priority. 0 = highest priority. 7 = lowest priority.
20:16 - ‘Unused.

23:21 - Unused.

28:24 - ‘Unused.

31:29 | IP_MAILBOX Mailbox priority. 0 = highest priority. 7 = lowest priority.

3.4.19 Interrupt priority register 8

The IPR8 register controls the priority of the ninth group of four peripheral interrupts. Each
interrupt can have one of 7 priorities, where 0 is the highest priority.

Table 28. Interrupt priority register 8

Bit Name Function

4:0 - Unused.

75 IP_PINT4 Pin interrupt / pattern match engine slice 4 priority. 0 = highest priority. 7 = lowest priority.

12:8 - Unused.
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Table 28. Interrupt priority register 8 ...continued

Bit Name Function

15:13  |IP_PINT5 Pin interrupt / pattern match engine slice 5 priority. 0 = highest priority. 7 = lowest priority.
20:16 |- Unused.

23:21 ilP_PINT6 Pin interrupt / pattern match engine slice 6 priority. 0 = highest priority. 7 = lowest priority.
28:24 |- Unused.

31:29 ilP_PINT7 Pin interrupt / pattern match engine slice 7 priority. 0 = highest priority. 7 = lowest priority.

3.4.20 Interrupt priority register 9

The IPR9 register controls the priority of the tenth group of four peripheral interrupts. Each
interrupt can have one of 7 priorities, where 0 is the highest priority.

Table 29. Interrupt priority register 9

Bit Name Function

4:0 - Unused.

7:5 IP_CTIMER2 Standard counter/timer CTIMER?2 interrupt priority. O = highest priority. 7 = lowest priority.
12:8 - Unused.

15:13  |IP_CTIMER4 Standard counter/timer CTIMERA4 interrupt priority. O = highest priority. 7 = lowest priority.
20:16 - Unused.

23:21 IP_ OSEVTIMERO |OSTIMERO interrupt priority. O = highest priority. 7 = lowest priority.

3124 - Unused.

3.4.21 Interrupt priority register 10

The IPR10 register controls the priority of the eleventh group of four peripheral interrupts.
Each interrupt can have one of 7 priorities, where 0 is the highest priority.

Table 30. Interrupt priority register 10

Bit Name Function

4:0 - Unused.

75 vReserved l-

12:8 - Unused.

1513  Reserved E

20:16 |- Unused.

23:21 >IP_SDIO 'SDIO interface interrupt priority. O = highest priority. 7 = lowest priority.
28:24 |- Unused.

31:29  Reserved E

3.4.22 Interrupt priority register 11

The IPR11 register controls the priority of the twelfth group of four peripheral interrupts.
Each interrupt can have one of 7 priorities, where 0 is the highest priority.
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Table 31. Interrupt priority register 11

Bit Name Function

4:0 - Unused.

75 vReserved -

12:8 - Unused.

15:13  Reserved -

20:16 |- Unused.

23:21 YIP_USB1_PHY USB1_PHY interrupt priority. 0 = highest priority. 7 = lowest priority.
28:24 |- Unused.

31:29 YIP_USB1 USB1 interface interrupt priority. 0 = highest priority. 7 = lowest priority.

3.4.23 Interrupt priority register 12

The IPR12 register controls the priority of the thirteenth group of four peripheral interrupts.
Each interrupt can have one of 7 priorities, where 0 is the highest priority.

Table 32. Interrupt priority register 12

Bit Name Function

4:0 - Unused.

75 >IP_USB1_NEEDCLK iHigh speed USB interface interrupt priority. 0 = highest priority. 7 = lowest priority.
12:8 - Unused.

15:13 >IP_HYPERVISOR iHypervisor interrupt priority. O = highest priority. 7 = lowest priority.

20:16 |- Unused.

23:21 >IP_SGPIO_INTO_IRQO 'SGIO 0 interface interrupt priority. O = highest priority. 7 = lowest priority.

28:24 |- Unused.
31:29 |IP_SGPIO_INTO_IRQ1 |SGIO 1 interface interrupt priority. 0 = highest priority. 7 = lowest priority.

3.4.24 Interrupt priority register 13

The IPR13 register controls the priority of the fourteenth group of four peripheral
interrupts. Each interrupt can have one of 7 priorities, where 0 is the highest priority.

Table 33. Interrupt priority register 13

Bit Name Function

4:0 - Unused.

75 IP_PLU Programmable Logic Unit interface interrupt priority. O = highest priority. 7 = lowest
priority.

12:8 |- Unused.

15:13 ilP_SECURE_VIOLATION ‘Secure Violation interrupt priority. O = highest priority. 7 = lowest priority.
20:16 - Unused.

23:21 ilP_HASH_AES iHASH_AES interrupt priority. O = highest priority. 7 = lowest priority.

28:24 |- Unused.

31:29 |IP_CASPER Casper interface interrupt priority. O = highest priority. 7 = lowest priority.
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3.4.25 Interrupt priority register 14

The IPR14 register controls the priority of the fifteenth group of four peripheral interrupts.
Each interrupt can have one of 7 priorities, where 0 is the highest priority.

Table 34. Interrupt priority register 14

Bit Name Function

4:0 - Unused.

75 YIP_PUF_IRQ PUF interface interrupt priority. O = highest priority. 7 = lowest priority.

12:8 - Unused.

15:13 VIP_PQ Power quad interface interrupt priority. 0 = highest priority. 7 = lowest priority.
20:16 |- Unused.

23:21 VIP_SDMA‘I Secure DMA interface interrupt priority. 0 = highest priority. 7 = lowest priority.
28:24 |- Unused.

31:29 YIP_ HS_SPI FCB8 or HS_SPI interface interrupt priority. 0 = highest priority. 7 = lowest priority.

3.4.26 Software trigger interrupt register

The STIR register provides an alternate way for software to generate an interrupt, in
addition to using the ISPR registers. This mechanism can only be used to generate
peripheral interrupts, not system exceptions.

By default, only privileged software can write to the STIR register. Unprivileged software
can be given this ability if privileged software sets the USERSETMPEND bit in the CCR
register.

The interrupt number to be programmed in this register is listed in Table 35.

Table 35. Software trigger interrupt register (STIR)

Bit Name Function

8:0 INTID Writing a value to this field generates an interrupt for the specified the interrupt number.
319 - Reserved. Read value is undefined, only zero should be written.
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* System and bus configuration.

* Clock select and control.

® PLLO and PLL1 configuration.

* Reset control.

* Wake-up control.

* High-accuracy frequency measurement function for on-chip and off-chip clocks.
* Uses a selection of on-chip clocks as reference clock.

® Device ID register.

4.2 Basic configuration

UM11126

4.2.1

42.2

423

Configure the SYSCON block as follows:

* No clock configuration is needed. The clock to the SYSCON block is always enabled.
By default, the SYSCON block is clocked by the FRO 12 MHz (fro_12m).

¢ Target and reference clocks for the frequency measurement function are selected in
the input mux block. See Chapter 18 “LPC55S6x/LPC55S2x/LPC552x Input
Multiplexing (INPUTMUX)".

* The SYSCON block controls use of the CLKOUT pin, which must also be configured
through IOCON. See Section 4.3 “Pin description”. RESET is a dedicated pin.

Set up the PLLO

The PLLO creates a stable output clock at a higher frequency than the input clock. If a
main clock is needed with a frequency higher than the FRO 12 MHz clock and the FRO 96
MHz clock (fro_hf) is not appropriate, use the PLL to boost the input frequency.

Set up the PLL1

The PLL1 creates a stable output clock at a higher frequency than the input clock. If a
main clock is needed with a frequency higher than the FRO 12 MHz clock and the FRO 96
MHz clock (fro_hf) is not appropriate, use the PLL to boost the input frequency.

Configure the main clock and system clock

The clock source for the registers and memories is derived from main clock. The main
clock can be selected from the sources listed in step 1 below.

The main clock, after being optionally divided by the CPU Clock Divider, is called the
system clock and clocks the core, the memories, and the peripherals (register interfaces
and peripheral clocks).

1. Select the main clock. The following options are available:
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— FRO 12 MHz output (fro_12m) from internal oscillator (default). This clock is
divided down from FRO high-speed.

— FRO high speed output (fro_hf), 96 MHz from internal oscillator.
— External oscillator.

— FRO 1 MHz output (fro_1m) from internal oscillator.

— The output of the PLLO.

— The output of the PLL1.

— The RTC 32 kHz oscillator.

Section 4.5.34 “Main clock source select register A” and Section 4.5.35 “Main clock
source select register B”.

2. Select the divider value for the system clock Section 4.5.50 “AHB clock divider
register”.
3. Enable the clock to the memories and peripherals used in the application.

4.2.4 Measure the frequency of a clock signal

The frequency of any on-chip or off-chip clock signal can be measured accurately with a
selectable reference clock. For example, the frequency measurement function can be
used to accurately determine the frequency of the watchdog oscillator which varies over a
wide range depending on process and temperature.

The clock frequency to be measured and the reference clock are selected in the input mux
block. See Section 18.6.9 “Frequency measure function reference clock select register”,
Section 11.5.3 “Frequency measure function control register ”, and Section 18.6.10
“Frequency measure function target clock select register”.

Details on the accuracy and measurement process are described in Section 11.6.1
“Frequency measure function”.

To start a frequency measurement cycle and read the result, see

4.3 Pin description

Table 36. SYSCON pin description
Function ‘Type ‘Pin Description Reference

CLKOUT O P100_16, PIO0_26, PIO1_27 |Clock output |Chapter 15 “LPC55S6x/LPC55S2x/LPC552x 1/0 Pin
Configuration (IOCON)”
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4.4 General description

4.4.1 Clock generation

The system control block facilitates the clock generation. Many clocking variations are
possible. Figure 4 “LPC55S6x Clock generation (Part 1 of 3)” gives an overview of
potential clock options. Table 37 “Clocking diagram signal name descriptions” describes
signals on the clocking diagram. Device revision 1B operates at a maximum CPU
frequency of up to 150 MHz. Device revision 0A operates at a maximum CPU frequency
of up to 100 MHz.

Remark: The indicated clock multiplexers shown in Figure 4 “LPC55S6x Clock generation
(Part 1 of 3)” are synchronized. In order to operate, the currently selected clock must be
running, and the clock to be switched to must also be running so the multiplexer can
gracefully switch between the two clocks without glitches. Other clock multiplexers are not
synchronized. The output divider can be stopped and restarted gracefully during switching
if a glitch-free output is needed.

The low-power oscillator provides a frequency in the range of 1 MHz. The accuracy of this
clock is limited to +/- 15% over temperature, voltage, and silicon processing variations
after trimming made during assembly. To determine the actual watchdog oscillator output,
use the frequency measure block. See Section 4.2.4 “Measure the frequency of a clock

signal”.

The device contains two PLLs (PLLO and PLL1) that can be configured to use a number of
clock inputs and produce an output clock in the range of 1.2 MHz up to the maximum chip
frequency, and can be used to run most on-chip functions. The output of the PLL can be
monitored through the CLKOUT pin.

Remark: The maximum allowed frequency for main clock and system clock (to CPUO,
CPU1, AHB bus, Sync, etc.) is 150 MHz. See Figure 4 “LPC55S6x Clock generation (Part
1 of 3)”. The POWER_SetVoltageForFreq API call must always be used when setting or
switching the frequency. See Chapter 14 “LPC55S6x/LPC55S2x/LPC552x Power
Profiles/Power Control API”.

Table 37. Clocking diagram signal name descriptions

Name Description

32k_osc | The 32 kHz clock source. It is selected as either FRO32K or XTAL32K in the RTCOSCCTRL register.

clk_in It is the internal clock that comes from the external oscillator.

frg_clk | The output of each Fractional Rate Generator to Flexcomm clock. Each FRG and its source selection is shown in
Figure 4.

fro_12m |12 MHz divided down from the currently selected on-chip FRO_192 oscillator.

fro_hf The currently selected FRO_192 high speed output at 96 MHz. FRO_HF clock is the output of the FRO_192
divided by 2 (96 MHz). Note that this clock can only be used for USB device and is not reliable for USB host
timing requirements of the data signaling rate.

main_clk ' The main clock used by the CPU and AHB bus, and potentially many others. The main clock and its source
selection are shown in Figure 4.

mclk_in | The MCLK input function, when it is connected to a pin by selecting it in the IOCON block.

pll0_clk | The output of the PLLO. The PLLO and its source selection is shown in Figure 4.
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Table 37. Clocking diagram signal name descriptions ...continued

Name Description
pll1_clk | The output of the PLL1. The PLL1 and its source selection is shown in Figure 4.

fro_1m | The output of the low power oscillator.

“‘none” | Atied-off source that should be selected to save power when the output of the related multiplexer is not used.

fro_12m to CPUO, CPU1,
olk_in 00 pllo_clk ??‘ in clk System AHEPbéJs, tSync
_ = main_c , etc.
fro_1m o piM_clk = 7] E%\I/(i)glér >
_ 10 ——>01
fro_hf 32k_osc 444 0 X
—— 11 J M — . AHBCLKDIV
Main clock select A Main clock select B ;:)mailk; 0
MAINCLKSELA[1:0] MAINCLKSELB[1:0] 001 ADC Clock to ADC R
——=—»01 Divider ”
(1) : synchronized multiplexer, see none »111 f
register descriptions for details. ADCCLKDIV

ADC clock select

fro_12m ADCCLKSEL[2:0]
clk_in
fro_1m PLLO pll0_clk main_c|k= >
32k_OSC p”O_Clk oo
"none" i
PLLO fro_hf 011 o Fsk BSBd to FS USBO R
settings pin_ck | ock Jvider
PLLO clock select "none” 101
PLLOCLKSEL[2:0] —111 USBOCLKDIV
USB clock select
fro_hf FRO_HF fro_hf_div USBOCLKSEL[2:0]
Divider
*
FROHFDIV fro hf 155 MCLK pin
pll0_clk MCLK (output)
»001 P
. "none" Divider
pll0_clk PLLO pll0_clk_div —{111 K
— = —
Divider MCLKDIV
K MCLK Clock Select
PLLODIV (for MCLKCLKSEL[2:0]
Flexcomms)
xtalin clk_in 32k_osc
— . —_— >
Main crystal
xtalout | oscillator |to HS USB1 PHY xTAL32k—{1) | [Diide by HztoRTC
ry FRO32K——>{0 32 "
XO32M_CTRL Osc32k Clock Select
PMC.RTCOSC32K][0
OF 1, oivide by 32 KHztoRTC
f :
ro_1m WDT wdt_clk H :
Divider

X
WDTCLKDIV [5:0]
to CLK32K of all Flexcomm

fro 1m »utick clk 32k_osc Interfaces, RTC, OSTimer
Fig4. LPC55S6x Clock generation (Part 1 of 3)
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Fig 5.
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Fig6. LPC55S6x/LPC55S2x/LPC552x Clock generation (Part 3 of 3)
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All system control block registers reside on word address boundaries. Details of the
registers are in the description of each function.

* Main system configuration at base address 0x5000 0000,see Table 38 is secure and
0x4000 0000 is non-secure.

All address offsets not shown in the tables are reserved and should not be written to.

Remark: The reset value column shows the reset value seen when the boot loader
executes and the flash contains valid user code. During code development, a different
value may be seen if a debugger is used to halt execution prior to boot completion.

Table 38. Register overview: SYSCON (base address = 0x50000000)
Name ‘Access Offset ‘Description Reset value Section
MEMORYREMAP RW 0x0 Memory remap control register. 0x0 4.5.1
AHBMATPRIO RW 0x10  AHB Matrix priority control register priority 0x0 45.2
values are 3 = highest, 0 = lowest
CPUOSTCKCAL RW 0x38  System tick calibration for secure part of 0x0 453
CPUO.
CPUONSTCKCAL RwW 0x3C | System tick calibration for non-secure part of 0x0 454
CPUO.
CPU1TCKCAL RW  |0x40  System tick calibration for CPU1. 0x0 455
NMISRC RW 0x48 |NMI source select. 0x0 4.5.6
PRESETCTRLO 'RW | 0x100 Peripheral reset control O. 0x0 457
PRESETCTRLA1 RwW 0x104  Peripheral reset control 1. 0x0 4.5.8
PRESETCTRL2 'RW | 0x108 Peripheral reset control 2. 0x0 459
PRESETCTRLSETO RW 0x120 |Peripheral reset control set register. 0x0 4.5.10
PRESETCTRLSET1 RW  0x124 Peripheral reset control set register. 0x0 4511
PRESETCTRLSET2 RwW 0x128 | Peripheral reset control set register. 0x0 4.512
PRESETCTRLCLRO RW  0x140 Peripheral reset control clear register. 0x0 4.5.13
PRESETCTRLCLR1 RwW 0x144  Peripheral reset control clear register. 0x0 4.5.14
PRESETCTRLCLR2 RW  0x148 Peripheral reset control clear register. 0x0 4.5.15
SWR_RESET w 0x160 |Generate a software reset. 0x0 4.5.16
AHBCLKCTRLO RW | 0x200 AHB clock control 0. 0x180 4517
AHBCLKCTRLA1 RW 0x204 AHB clock control 1. 0x0 4.5.18
AHBCLKCTRL2 RW  |0x208 AHB clock control 2. 0x0 4.5.19
AHBCLKCTRLSETO RW 0x220 |Peripheral reset control register. 0x0 4.5.20
AHBCLKCTRLSET1 'RW  0x224 Peripheral reset control register. 0x0 4.5.21
AHBCLKCTRLSET?2 RwW 0x228 | Peripheral reset control register. 0x0 4.5.22
AHBCLKCTRLCLRO RW  0x240 Peripheral reset control register. 0x0 4523
AHBCLKCTRLCLR1 RwW 0x244 | Peripheral reset control register. 0x0 4.5.24
AHBCLKCTRLCLR2 RW  0x248 Peripheral reset control register. 0x0 4.5.25
SYSTICKCLKSELO RW 0x260 | System Tick Timer for CPUO source select.  0x0 4.5.26
SYSTICKCLKSEL1 RW  0x264 System Tick Timer for CPU1 source select.  0x0 4.5.27
TRACECLKSEL RW 0x268 |Trace clock source select. 0x0 4.5.28
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Table 38. Register overview: SYSCON (base address = 0x50000000) ...continued

Name Access Offset Description Reset value |Section

CTIMERCLKSELO RwW 0x26C CTimer 0 clock source select. 0x0 4.5.29

CTIMERCLKSEL1 RW 0x270 CTimer 1 clock source select. 0x0 4.5.30

CTIMERCLKSEL2 RwW 0x274 CTimer 2 clock source select. 0x0 4.5.31

CTIMERCLKSEL3 RW 0x278 CTimer 3 clock source select. 0x0 4.5.32

CTIMERCLKSEL4 RwW 0x27C CTimer 4 clock source select. 0x0 4.5.33

MAINCLKSELA RW 0x280 |Main clock A source select. 0x0 4.5.34

MAINCLKSELB RwW 0x284 Main clock B source select. 0x0 4.5.35

CLKOUTSEL RW 0x288 ' CLKOUT clock source select. 0x7 4.5.36

PLLOCLKSEL RwW 0x290 PLLO clock source select. 0x7 4.5.37

PLL1CLKSEL RW 0x294 |PLL1 clock source select. 0x7 4.5.38

ADCCLKSEL RW 0x2A4 ADC clock source select. 0x7 4.5.39

USBOCLKSEL RW 0x2A8 FS USB clock source select. 0x7 4.5.40

FCCLKSELO RwW 0x2B0 Flexcomm Interface 0 clock source select for | 0x7 4.5.41
Fractional Rate Divider.

FCCLKSEL1 RW 0x2B4 Flexcomm Interface 1 clock source select for |0x7 4.5.41
Fractional Rate Divider.

FCCLKSEL2 RwW 0x2B8 Flexcomm Interface 2 clock source select for  0x7 4.5.41
Fractional Rate Divider.

FCCLKSEL3 RwW 0x2BC Flexcomm Interface 3 clock source select for | 0x7 4.5.41
Fractional Rate Divider.

FCCLKSEL4 RW 0x2C0 Flexcomm Interface 4 clock source select for | 0x7 4.5.41
Fractional Rate Divider.

FCCLKSEL5 RwW 0x2C4 Flexcomm Interface 5 clock source select for  0x7 4.5.41
Fractional Rate Divider.

FCCLKSEL6 RwW 0x2C8 Flexcomm Interface 6 clock source select for | 0x7 4.5.41
Fractional Rate Divider.

FCCLKSEL7 RW 0x2CC Flexcomm Interface 7 clock source select for |0x7 4.5.41
Fractional Rate Divider.

HSLSPICLKSEL RW 0x2D0 |HS SPI clock source select. 0x7 4.542

MCLKCLKSEL RwW 0x2EO0 12S MCLK clock source select. 0x7 4543

SCTCLKSEL RW 0x2F0 SCTimer/PWM clock source select. 0x7 4544

SDIOCLKSEL RwW 0x2F8 SDIO clock source select. 0x7 4.5.45

SYSTICKCLKDIVO RwW 0x300 | System Tick Timer divider for CPUO. 0x4000000 4.5.46

SYSTICKCLKDIV1 RwW 0x304 System Tick Timer divider for CPU1. 0x4000000 4.5.47

TRACECLKDIV RwW 0x308 TRACE clock divider. 0x4000000 (4.5.48

FLEXFRGOCTRL RwW 0x320 Fractional Rate Divider for Flexcomm 0x0 4.5.49
Interface 0.

FLEXFRG1CTRL RW 0x324 Fractional Rate Divider for Flexcomm 0x0 4.5.49
Interface 1.

FLEXFRG2CTRL RwW 0x328 Fractional Rate Divider for Flexcomm 0x0 4.5.49
Interface 2.

FLEXFRG3CTRL RwW 0x32C Fractional Rate Divider for Flexcomm 0x0 4.5.49
Interface 3.
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Table 38. Register overview: SYSCON (base address = 0x50000000) ...continued
Name Access Offset Description Reset value |Section
FLEXFRG4CTRL RwW 0x330 |Fractional Rate Divider for Flexcomm 0x0 4.549
Interface 4.
FLEXFRGS5CTRL RW 0x334 Fractional Rate Divider for Flexcomm 0x0 4.5.49
Interface 5.
FLEXFRG6CTRL RW 0x338 |Fractional Rate Divider for Flexcomm 0x0 4.5.49
Interface 6.
FLEXFRG7CTRL RW  0x33C Fractional Rate Divider for Flexcomm 0x0 4.5.49
Interface 7.
AHBCLKDIV RW 0x380 System clock divider. 0x0 4.5.50
CLKOUTDIV RW  0x384 CLKOUT clock divider. 10x4000000 4.5.51
FROHFDIV RW | 0x388 FRO_HF. FRO_HF clock is the output of the | 0x4000000 4.5.52
FRO_192 divided by 2 (96 MHz).
WDTCLKDIV RW  0x38C WDT clock divider. 0x4000000 4.5.53
ADCCLKDIV RW | 0x394 ADC clock divider. 10x4000000  4.5.54
USBOCLKDIV RW  0x398 USBO Clock divider. 0x4000000 4.5.55
MCLKDIV RW  0x3AC [2S MCLK clock divider. 10x4000000  4.5.56
SCTCLKDIV RW | 0x3B4 SCT/PWM clock divider. 0x4000000 4.5.57
SDIOCLKDIV RW  0x3BC SDIO clock divider. 10x4000000  4.5.58
PLLOCLKDIV RW | 0x3C4 PLLO clock divider. 0x4000000 4.5.59
CLOCKGENUPDATELOCKOUT RW 0x3FC  Control clock configuration registers access. 0x0 4.5.60
FMCCR RW 0x400  FMC configuration register. 0x0 4561
USBONEEDCLKCTRL RW 0x40C |USBO need clock control. 0x0 4.5.62
USBONEEDCLKSTAT R 0x410 |USBO need clock status. 0x0 4.5.63
FMCFLUSH w 0x41C |FMC flush control. 0x0 4.5.64
MCLKIO RW  |0x420 MCLK control. 0x0 4.5.65
USB1NEEDCLKCTRL RW 0x424 |USB1 need clock control. 0x10 4.5.66
USB1NEEDCLKSTAT RW  0x428 USB1 need clock status. 0x0 4.5.67
SDIOCLKCTRL w 0x460 |SDIO CCLKIN phase and delay control. 0x0 4.5.68
PLL1CTRL RW  0x560 PLL1 control. 0x0 4.5.69
PLL1STAT R 0x564 PLL1 status. 0x0 4.5.69
PLLINDEC RW  |0x568 PLL1 N divider. 0x0 4.5.69
PLL1MDEC RW | 0x56C PLL1 M divider. 0x0 4.5.69
PLL1PDEC RW  0x570 PLL1 P divider. 0x0 4.5.69
PLLOCTRL RW  0x580 PLLO control. 0x0 4.5.69
PLLOSTAT R 0x584 PLLO status. 0x0 4.5.69
PLLONDEC RW  0x588 PLLO N divider. 0x0 4.5.69
PLLOPDEC RW  0x58C PLLO P divider. 0x0 4.5.69
PLLOSSCGO RW 0x590 System PLL Spread Spectrum Wrapper 0x0 4.5.69
control register 0.
PLLOSSCG1 RW 0x594 System PLL Spread Spectrum Wrapper 0x0 4.5.69
control register 1.
FUNCRETENTIONCTRL RW  0x704 Functional retention control register. 0x50C000  4.5.70
CPUCTRL RW 0x800 ' CPU Control for multiple processors. 0x0 45.71
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Table 38. Register overview: SYSCON (base address = 0x50000000) ...continued

Name Access Offset Description Reset value |Section
CPBOOT RW 0x804 |Coprocessor boot address. 0x0 4.5.72
CPSTAT RwW 0x80C CPU Status. 0x0 4.5.73
DICE_REGO RW 0x900 Can be used as scratch register. 0x0 4.5.74
DICE_REG1 RW 0x904 |Can be used as scratch register. 0x0 4.5.74
DICE_REG2 RW 0x908 Can be used as scratch register. 0x0 4.5.74
DICE_REG3 RW 0x90C |Can be used as scratch register. 0x0 4.5.74
DICE_REG4 RW 0x910 Can be used as scratch register. 0x0 4.5.74
DICE_REGS RW 0x914 |Can be used as scratch register. 0x0 4.5.74
DICE_REG6 RW 0x918 Can be used as scratch register. 0x0 4.5.74
DICE_REG7 RW 0x91C |Can be used as scratch register. 0x0 4.5.74
CLOCK_CTRL RW 0xA18  Various system clock controls: Flash clock 0x0 4.5.75
(48 MHz) control, clocks to Frequency
Measures.
COMP_INT_CTRL RW 0xB10 ‘Comparator interrupt control. 0x0 4.5.76
COMP_INT_STATUS R 0xB14 | Comparator interrupt status. 0x0 4.5.77
AUTOCLKGATEOVERRIDE ~ RW  OxE04 Control automatic clock gating. OXFFFF  4.5.78
GPIOPSYNC RwW 0xE08 Enable bypass of the first stage of 0x0 4.5.79
synchronization inside GPIO_INT module.
DEBUG_LOCK_EN RW O0XFAO  Control write access to security registers. 0x0 4.5.80
DEBUG_FEATURES RW 0xFA4 |CPUO and CPU1 debug features control. 0x0 4.5.81
DEBUG_FEATURES_DP 'RW  0xFA8 CPUO and CPU1 debug features control | 0x0 4582
DUPLICATE register.
SWD_ACCESS_CPUO RW 0xFB4 Enable SWD debug access for CPUO. 0x0 4.5.83
SWD_ACCESS_CPU1 RW  |0xFB8 Enable SWD debug access for CPU1. 0x0 4.5.84
KEY_BLOCK w O0xFBC Block access to PUF indexes. 0x0 4.5.85
DEBUG_AUTH_BEACON RW  |0XFCO Debug authentication BEACON register. ~ 0x0 4.5.86
CPUCFG RW 0xFD4 CPU’s configuration register. 0x0 4.5.87
DEVICE_IDO R O0XFF8 Device ID register. 0x0 4.5.88
DIEID R OxFFC Chip revision ID and number. 0x0 4.5.89
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4.5.1 Memory remap control register

The memory remap control selects the memory location of the vector table.

Table 39. Memory remap control register (MEMORYREMAP, offset = 0x0)
Bit ‘Symbol Value |Description Reset value
1:0 MAP Select the location of the vector table. 0x0
0 Vector table in ROM.
1 Vector table in RAM.
2 Vector table in flash.
3 Vector table in flash.
31:2 |- Reserved. Read value is undefined, only zero should be written. undefined

4.5.2 AHB matrix priority register

The multilayer AHB matrix arbitrates between several masters, only if they attempt to
access the same matrix slave port at the same time. Care should be taken if the value in
this register is changed. Improper settings can seriously degrade performance.

Priority values are 3 = highest, 0 = lowest. When the priority is the same, the master with
the lower master number is given priority.

Table 40. AHB Matrix priority control register (AHBMATPRIO, offset = 0x10)

Bit Symbol Value |Description Reset value
1:0 CPUO Code-bus CPUO C-AHB bus. 0x0

3:2 CPUO System-bus 'CPUO S-AHB bus. 0x0

5:4 CPU1 Code-bus CPU1 C-AHB bus. 0x0

7:6 CPU1 System-bus 'CPU1 S-AHB bus. 0x0

9:8 USB-FS Device USBO-FS (USBO0). 0x0

11:10 |SDMAO ' SDMAO controller priority. 0x0

13:12 |- Reserved. Read value is undefined, only zero should be written. undefined
15:14 |- 'Reserved. Read value is undefined, only zero should be written. undefined
17:16 |SDIO SDIO. 0x0
19:18 |PowerQuad (DSP 'PQ (HW accelerator). 0x0

HW Accelerator)

21:20 |SHA-2 ‘ HASH_AES 0x0

23:22 |USB-FS Host USB-FS (USB1). 0x0
25:24 |SDMA1 (Secure) 'SDMA1 controller priority. 0x0
31:26 |- Reserved. Read value is undefined, only zero should be written. undefined
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4.5.3 System tick calibration for secure part of CPUO

This register allows software to set up a default value for the SYST_CALIB register in the
System Tick Timer of secure part of the CPUOQ. See Chapter 29
“LPC55S6x/LPC55S2x/LPC552x System Tick Timer”
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Table 41. System tick calibration for secure part of CPU0 (CPUOSTCKCAL, offset = 0x38)
Bit ‘Symbol ‘Description Reset value
23:0 ' TENMS |Reload value for 10ms (100Hz) timing, subject to system clock skew errors. If the value 0x0
reads as zero, the calibration value is not known.
24 SKEW |Indicates whether the TENMS value is exact: 0 = TENMS value is exact; 1 = TENMS value 0x0
is inexact, or not given.
25 NOREF |Indicates whether the device provides a reference clock to the processor: 0 = reference 0x0
clock provided; 1 = no reference clock provided.
31:26 - Reserved. Read value is undefined, only zero should be written. undefined
4.5.4 System tick calibration for non-secure part of CPUO
This register allows software to set up a default value for the SYST_CALIB register in the
System Tick Timer of non-secure part of the CPUO. See Chapter 29
“LPC55S6x/LPC55S2x/LPC552x System Tick Timer”
Table 42. System tick calibration for non-secure part of CPU0 (CPUONSTCKCAL, offset = 0x3C)
Bit ‘Symbol ‘Description Reset value
23:0 ' TENMS |Reload value for 10ms (100Hz) timing, subject to system clock skew errors. If the value 0x0
reads as zero, the calibration value is not known.
24 SKEW | Indicates whether the TENMS value is exact: 0 = TENMS value is exact; 1 = TENMS value 0x0
is inexact, or not given.
25 NOREF |Indicates whether the device provides a reference clock to the processor: 0 = reference 0x0
clock provided; 1 = no reference clock provided.
31:26 - Reserved. Read value is undefined, only zero should be written. undefined
4.5.5 System tick calibration for CPU1
This register allows software to set up a default value for the SYST_CALIB register in the
System Tick Timer of CPU1. See Chapter 29 “LPC55S6x/LPC55S2x/LPC552x System
Table 43. System tick calibration for CPU1 (CPU1STCKCAL, offset = 0x40)
Bit ‘Symbol ‘Description Reset value
23:0 ' TENMS |Reload value for 10ms (100Hz) timing, subject to system clock skew errors. If the value 0x0
reads as zero, the calibration value is not known.
24 SKEW | Indicates whether the TENMS value is exact: 0 = TENMS value is exact; 1 = TENMS value 0x0
is inexact, or not given.
25 NOREF |Indicates whether the device provides a reference clock to the processor: 0 = reference 0x0
clock provided; 1 = no reference clock provided.
31:26 Reserved. Read value is undefined, only zero should be written. undefined

4.5.6 NMI source selection register

The NMI source selection register selects a peripheral interrupts as source for the NMI
interrupt of both CPUs. For a list of all peripheral interrupts and their IRQ numbers, see
Table 44. For a description of the NMI functionality, Ref. 1 “Cortex-M33 DGUG”

Remark: To change the interrupt source for the NMI, the NMI source must first be
disabled by writing 0 to the NMIEN bit. Then change the source by updating the IRQN bits
and re-enabling the NMI source by setting NMIEN.
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Table 44. NMI source select (NMISRC, offset = 0x48)
Bit Symbol Description Reset value

5:0 IRQCPUO The IRQ number of the interrupt that acts as the Non-Maskable Interrupt (NMI) for the |0x0
CPUQ, if enabled by NMIENCPUO.

7:6 - Reserved. Read value is undefined, only zero should be written. undefined

13:8 IRQCPU1 ‘The IRQ number of the interrupt that acts as the Non-Maskable Interrupt (NMI) for the | 0x0
CPU1, if enabled by NMIENCPU1.

29:14 - Reserved. Read value is undefined, only zero should be written. undefined

30 NMIENCPU1 |Write a 1 to this bit to enable the Non-Maskable Interrupt (NMI) source selected by 0x0
IRQCPUI1.

31 NMIENCPUO |Write a 1 to this bit to enable the Non-Maskable Interrupt (NMI) source selected by 0x0
IRQCPUO.

Remark: If the NMISRC register is used to select an interrupt as the source of
Non-Maskable interrupts, and the selected interrupt is enabled, one interrupt request can
result in both a Non-Maskable and a normal interrupt. It can be avoided by disabling the
normal interrupt in the NVIC.

4.5.7 Peripheral reset control 0

The PRESETCTRLO register allows software to reset specific peripherals. Writing a zero
to any assigned bit in this register clears the reset and allows the specified peripheral to
operate. Writing a 1 asserts the reset.

Remark: It is recommended that changes to the PRESETCTRL registers be
accomplished by using the related PRESETCTRLSET and PRESETCTRLCLR registers.
It avoids any unintentional setting or clearing of other bits.

Table 45. Peripheral reset control 0 (PRESETCTRLO, offset = 0x100)

Bit Symbol ‘Value ‘Description Reset value
0 - Reserved. Read value is undefined, only zero should be written. undefined
1 ‘ROM_RST ’ 'ROM reset control. 0x0
Block is reset.
0 ‘Block is not reset.
2 - Reserved. Read value is undefined, only zero should be written. undefined
3 ‘SRAM_CTRL1_RST ’ 'SRAM controller 1 reset control. 0x0
Block is reset.
0 ‘Block is not reset.
4 SRAM_CTRL2_RST SRAM controller 2 reset control. 0x0
’ iBIock is reset.
0 Block is not reset.
5 ‘SRAM_CTRL3_RST ’ 'SRAM controller 3 reset control. 0x0
1 Block is reset.
0 ‘Block is not reset.

6 SRAM_CTRL4 _RST SRAM controller 4 reset control 0x0

iBIock is reset.

0 Block is not reset.
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Table 45. Peripheral reset control 0 (PRESETCTRLO, offset = 0x100) ...continued
Bit Symbol ’Value ’Description Reset value
7 FLASH_RST Flash controller reset control. 0x0
Block is reset.
iBIock is not reset.
8 FMC_RST FMC controller reset control. 0x0
iBIock is reset.
Block is not reset.
109 |- iReserved. Read value is undefined, only zero should be written. undefined
11 MUX_RST Input MUX reset control. 0x0
iBIock is reset.
Block is not reset.
12 - iReserved. Read value is undefined, only zero should be written. undefined
13 IOCON_RST I/O controller reset control. 0x0
iBIock is reset.
Block is not reset.
14 ‘GPIOO_RST 'GPIOO reset control. 0x0
Block is reset.
iBIock is not reset.
15 GPIO1_RST GPIO1 reset control. 0x0
’Block is reset.
Block is not reset.
17:16 I- iReserved. Read value is undefined, only zero should be written. undefined
18 PINT_RST Pin interrupt (PINT) reset control. 0x0
’Block is reset.
Block is not reset.
19 ‘GINT_RST ’Group interrupt (PINT) reset control. 0x0
Block is reset.
’Block is not reset.
20 DMAO_RST DMAQO reset control. 0x0
’Block is reset.
Block is not reset.
21 CRCGEN_RST 'CRCGEN reset control. 0x0
Block is reset.
iBIock is not reset.
22 WWDT_RST Watchdog Timer reset control. 0x0
’Block is reset.
Block is not reset.
23 RTC_RST 'Real Time Clock (RTC) reset control. 0x0
Block is reset.
iBIock is not reset.
25:24 |- Reserved. Read value is undefined, only zero should be written. undefined
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Peripheral reset control 0 (PRESETCTRLDO, offset = 0x100) ...continued

Bit
26

Symbol
MAILBOX_RST

’Value ’ Description

Inter CPU communication mailbox reset control.

Reset value
0x0

Block is reset.

iBIock is not reset.

27

ADC_RST

31:28 -

ADC reset control.

iBIock is reset.

0x0

Block is not reset.

iReserved. Read value is undefined, only zero should be written.

undefined

Table 46.

4.5.8 Peripheral reset control 1

The PRESETCTRLA1 register allows software to reset specific peripherals. Writing a zero
to any assigned bit in this register clears the reset and allows the specified peripheral to
operate. Writing a one asserts the reset.

Remark: It is recommended that changes to the PRESETCTRL registers be
accomplished by using the related PRESETCTRLSET and PRESETCTRLCLR registers.
It avoids any unintentional setting or clearing of other bits.

Peripheral reset control 1 (PRESETCTRL1, offset = 0x104)

Bit

Symbol

Value

Description

Reset value

0

MRT_RST

'OSTIMER_RST

MRT reset control.
Block is reset.

Block is not reset.

OS Event Timer reset control.

Block is reset.
Block is not reset.

0x0

0x0

9:3

SCT_RST

SCTO reset control.
Block is reset.

Block is not reset.

Reserved. Read value is undefined, only zero should be written.

0x0

undefined

10

11

UTICK_RST

'FCO_RST

UTICK reset control.
Block is reset.

Block is not reset.
FCO reset control.

Block is reset.
Block is not reset.

0x0

0x0

12

13

FC1_RST

'FC2_RST

FC1 reset control.
Block is reset.

Block is not reset.
FC2 reset control.

Block is reset.
Block is not reset.

0x0

0x0
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Table 46. Peripheral reset control 1 (PRESETCTRLA1, offset = 0x104) ...continued
Bit Symbol Value Description Reset value
14 FC3_RST FC3 reset control. 0x0
Block is reset.
0 Block is not reset.
15 FC4 RST FC4 reset control. 0x0
Block is reset.
0 Block is not reset.
16 iFCS_RST FC5 reset control. 0x0
Block is reset.
0 Block is not reset.
17 FC6_RST FCB6 reset control. 0x0
Block is reset.
0 Block is not reset.
18 iFC7_RST FC7 reset control. 0x0
Block is reset.
0 Block is not reset.
21:19 - Reserved. Read value is undefined, only zero should be written. undefined
22 ’TIMERZ_RST Timer 2 reset control. 0x0
Block is reset.
0 Block is not reset.
24:23 |- Reserved. Read value is undefined, only zero should be written. undefined
25 USBO_DEV_RST USBO device controller reset control. 0x0
Block is reset.
0 Block is not reset.
26 TIMERO_RST Timer O reset control. 0x0
Block is reset.
0 Block is not reset.
27 ’TIMER1_RST Timer 1 reset control. 0x0
Block is reset.
0 Block is not reset.
31:28 |- Reserved. Read value is undefined, only zero should be written. undefined
4.5.9 Peripheral reset control 2
The PRESETCTRL2 register allows software to reset specific peripherals. Writing a zero
to any assigned bit in this register clears the reset and allows the specified peripheral to
operate. Writing a one asserts the reset.
Remark: It is recommended that changes to the PRESETCTRL registers be
accomplished by using the related PRESETCTRLSET and PRESETCTRLCLR registers.
It avoids any unintentional setting or clearing of other bits.
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Table 47. Peripheral reset control 2 (PRESETCTRLZ2, offset = 0x108)
Bit |Symbol

‘Value ‘ Description Reset value

0
1

DMA1_RST

Reserved. Read value is undefined, only zero should be written.

| DMA1 reset control.

undefined
0x0

Block is reset.

vBIock is not reset.

COMP_RST

SDIO_RST

Analog Comparator reset control.

Block is reset.

0x0

Block is not reset.

YSDIO reset control.

0x0

Block is reset.

vBIock is not reset.

USB1_HOST_RST

USB1_DEV_RST

USB1 host controller reset control.

vBIock is reset.

0x0

Block is not reset.

YUSB‘I device controller reset control.

0x0

Block is reset.

vBIock is not reset.

USB1_RAM_RST

USB1_PHY_RST

USB1 RAM controller reset control.

vBIock is reset.

0x0

Block is not reset.

VUSB‘I_PHY reset control.

0x0

Block is reset.

vBIock is not reset.

12:9

FREQME_RST

Frequency meter reset control.

Block is reset.

0x0

Block is not reset.

vReserved. Read value is undefined, only zero should be written.

‘undefined

13

12:9

RNG_RST

RNG reset control.

vBIock is reset.

0x0

Block is not reset.

vReserved. Read value is undefined, only zero should be written.

‘undefined

15

16

SYSCTL_RST

USBO_HOSTM_RST

SYSCTL Block reset.

vBIock is reset.

0x0

Block is not reset.

YUSBO host controller master reset control.

0x0

Block is reset.

vBIock is not reset.

17

UM11126

USBO_HOSTS_RST

USBO host controller slave reset control.

vBIock is reset.

0x0

Block is not reset.
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Peripheral reset control 2 (PRESETCTRLZ2, offset = 0x108) ...continued

Bit
18

Symbol
HASH_AES_RST

‘Value ’Description

HASH AES reset control.

Reset value
0x0

Block is reset.

iBIock is not reset.

19

20

PQ RST

PLULUT_RST

Power quad reset control.

iBIock is reset.

0x0

Block is not reset.

iPLU LUT reset control.

0x0

Block is reset.

iBIock is not reset.

21

22

TIMER3_RST

TIMER4_RST

Timer 3 reset control.

iBIock is reset.

0x0

Block is not reset.

Timer 4 reset control.

0x0

Block is reset.

iBIock is not reset.

23

24

PUF_RST

CASPER_RST

PUF reset control reset control.

iBIock is reset.

0x0

Block is not reset.

Casper reset control.

0x0

Block is reset.

’Block is not reset.

25
26

Reserved. Read value is undefined, only zero should be written.

iReserved. Read value is undefined, only zero should be written.

undefined
undefined

27

ANALOG_CTRL_RST

Analog control reset control.

Block is reset.

0x0

28

HS_LSPI_RST

Block is not reset.

iHigh-Speed SPI reset control.

0x0

Block is reset.

’Block is not reset.

29

30

GPIO_SEC_RST

GPIO_SEC_INT_RST

GPIO secure reset control.

’Block is reset.

0x0

Block is not reset.

’GPIO secure int reset control.

0x0

Block is reset.

iBIock is not reset.

31

UM11126

Reserved. Read value is undefined, only zero should be written.

4.5.10 Peripheral reset control set registerQ

undefined

Writing a 1 to a bit position in PRESETCTRLSETO sets the corresponding position in
PRESETCTRLO. It is a write-only register. For bit assignments, see Table 45.
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Table 48. Peripheral reset control register (PRESETCTRLSETO, offset = 0x120)
Bit Symbol Description Reset value
31:0 DATA Data array value. 0x0
4.5.11 Peripheral reset control set register1
Writing a 1 to a bit position in PRESETCTRLSET1 sets the corresponding position in
PRESETCTRLA. It is a write-only register. For bit assignments, see Table 46.
Table 49. Peripheral reset control register (PRESETCTRLSET1, offset = 0x124)
Bit Symbol Description Reset value
31:0 DATA Data array value. 0x0
4.5.12 Peripheral reset control set register2
Writing a 1 to a bit position in PRESETCTRLSET2 sets the corresponding position in
PRESETCTRL2. It is a write-only register. For bit assignments, see Table 47.
Table 50. Peripheral reset control register (PRESETCTRLSETZ2, offset = 0x128)
Bit Symbol Description Reset value
31:0 DATA Data array value. 0x0
4.5.13 Peripheral reset control clear register0
Writing a 1 to a bit position in PRESETCTRLCLRO clears the corresponding position in
PRESETCTRLO. This is a write-only register. For bit assignments, see Table 45.
Table 51. Peripheral reset control register (PRESETCTRLCLRO, offset = 0x140)
Bit Symbol Description Reset value
31:0 DATA Data array value. 0x0
4.5.14 Peripheral reset control clear register1
Writing a 1 to a bit position in PRESETCTRLCLR1 clears the corresponding position in
PRESETCTRL1. It is a write-only register. For bit assignments, see Table 46.
Table 52. Peripheral reset control register (PRESETCTRLCLR1, offset = 0x144)
Bit Symbol Description Reset value
31:0 DATA Data array value. 0x0
4.5.15 Peripheral reset control clear register2
Writing a 1 to a bit position in PRESETCTRLCLR2 clears the corresponding position in
PRESETCTRL2. It is a write-only register. For bit assignments, see Table 47.
Table 53. Peripheral reset control register (PRESETCTRLCLR2, offset = 0x148)
Bit Symbol Description Reset value
31:0 DATA Data array value. 0x0

UM11126

4.5.16 Software reset register
Write Ox5A00_0001 to generate a software reset.
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Table 54. Generate a software reset (SWR_RESET, offset = 0x160)

Bit

Symbol

Value

Description

Reset value

31:0

SWR_RESET

0x5A00_0001

Write Ox5A00_0001 to generate a software_reset.
Generate a software reset.

All other have values have no effect

4517 AHB clock control 0

The AHBCLKCTRLO register enables the clocks to individual system and peripheral
blocks. The system clock (bit 0) provides the clock for the AHB, the APB bridges, the
CPUs, the SYSCON block, and the PMU. This clock cannot be disabled.

0x0

Remark: Use the related AHBCLKCTRLSET and AHBCLKCTRLCLR registers to make
changes to the AHBCLKCTRL register to avoid any unintentional setting or clearing of

other bits.

See Section 2.1.5 “Memory map overview” for details of SRAM configuration for bits 3, 4,

5, and 6.

Table 55. AHB Clock control 0 (AHBCLKCTRLO, offset = 0x200)

Bit
0

Symbol

Access ’Value ’Description

wo

Reserved. Read value is undefined, only zero should be written.

Reset value

undefined

1

ROM

RW

Enables the clock for the ROM.

iEnabIe Clock.

0x0

wo

Disable Clock.

iReserved. Read value is undefined, only zero should be written.

undefined

SRAM_CTRL1

'SRAM_CTRL2

RW

Enables the clock for the SRAM Controller 1.

iEnabIe Clock.

0x0

RW

Disable Clock.

iEnabIes the clock for the SRAM Controller 2.

0x0

Enable Clock.

Disable Clock.

SRAM_CTRL3

'SRAM_CTRL4

RW

Enables the clock for the SRAM Controller 3.

iEnabIe Clock.

0x0

RW

Disable Clock.

iEnabIes the clock for the SRAM Controller 4.

0x0

Enable Clock.

Disable Clock.

FLASH

FMC

RwW

Enables the clock for the Flash controller.

iEnabIe Clock.

0x1

RW

Disable Clock.

iEnabIes the clock for the FMC controller.

0x1

Enable Clock.

Disable Clock.

10:9

UM11126

WO

Reserved. Read value is undefined, only zero should be written.
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Table 55. AHB Clock control 0 (AHBCLKCTRLO, offset = 0x200) ...continued

Bit Symbol Access ’Value ’Description Reset value
11 MUX RW Enables the clock for the Input Mux. 0x0
1 Enable clock.
0 Disable clock.
12 - WO Reserved. Read value is undefined, only zero should be written. undefined
13 'IOCON RW | ‘Enables the clock for the I/O controller. 0x0
Enable clock.
0 Disable clock.
14 GPIOO RW Enables the clock for the GPIOO. 0x0
K ‘Enable clock.
0 Disable clock.
15 GPIO1 RW ‘Enables the clock for the GPIO1. 0x0
Enable clock.
0 Disable clock.
16 GPIO2 RW Enables the clock for the GPI02. 0x0
K ‘Enable clock.
0 Disable clock.
17 GPIO3 RW ‘Enables the clock for the GPIO3. 0x0
Enable clock.
0 Disable clock.
18 PINT RW Enables the clock for the Pin interrupt (PINT). 0x0
’ 1 iEnabIe clock.
0 Disable clock.
19 GINT RW | ‘Enables the clock for the Group interrupt (GINT). 0x0
Enable clock.
0 Disable clock.
20 DMAO RW Enables the clock for the DMAO. 0x0
’ 1 iEnabIe clock.
0 Disable clock.
21 CRCGEN RW 'Enables the clock for the CRCGEN. 0x0
Enable clock.
0 Disable clock.
22 WWDT RW Enables the clock for the Watchdog Timer. 0x0
’ 1 iEnabIe clock.
0 Disable clock.
23  RTC RW ‘Enables the clock for the Real Time Clock (RTC). 0x0
Enable clock.
0 Disable clock.
25:24 |- WO Reserved. Read value is undefined, only zero should be written.  undefined
26 'MAILBOX RW | 'Enables the clock for the Inter CPU communication Mailbox. 0x0
1 Enable clock.
0 Disable clock.
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Table 55. AHB Clock control 0 (AHBCLKCTRLO, offset = 0x200) ...continued

Bit Symbol Access ’Value ’Description Reset value
27 ADC RW Enables the clock for the ADC. 0x0
1 Enable clock.
0 Disable clock.
31:28 WO Reserved. Read value is undefined, only zero should be written. undefined

4.5.18 AHB clock control 1
The AHBCLKCTRLA1 register enables the clocks to individual peripheral blocks.

Table 56. AHB clock control 1 (AHBCLKCTRLA1, offset = 0x204)
Bit ‘Symbol ‘Value ‘Description Reset value
0 MRT Enables the clock for the MRT. 0x0

’ 'Enable clock.

0 Disable clock.

1 'OSTIMER | ‘Enables the clock for the OS Event Timer. 0x0
Enable clock.

0 Disable clock.

2 SCT Enables the clock for the SCT. 0x0
’ iEnabIe clock.

0 Disable clock.
9:3 I- | iReserved. Read value is undefined, only zero should be written. undefined
10 UTICK Enables the clock for the UTICK. 0x0

’ iEnabIe clock.

0 Disable clock.

11 FCO | 'Enables the clock for the FCO. 0x0
Enable clock.

0 Disable clock.

12 FC1 Enables the clock for the FC1. 0x0
’ iEnabIe clock.

0 Disable clock.

13 FC2 | 'Enables the clock for the FC2. 0x0
Enable clock.

0 Disable clock.

14 FC3 Enables the clock for the FC3. 0x0
’ iEnabIe clock.

0 Disable clock.

15 FC4 | 'Enables the clock for the FC4. 0x0
Enable clock.

0 Disable clock.

16 FC5 Enables the clock for the FC5. 0x0
’ iEnabIe clock.

0 Disable clock.

UM11126 All information provided in this document is subject to legal disclaimers. © NXP B.V. 2021. All rights reserved.

User manual Rev. 2.4 — 8 October 2021 60 of 1227




NXP Semiconductors

UM11126

Chapter 4: LPC55S6x/LPC55S2x/LPC552x SYSCON

Table 56. AHB clock control 1 (AHBCLKCTRLA1, offset = 0x204) ...continued

Bit Symbol ’Value ’Description Reset value
17 FC6 Enables the clock for the FC6. 0x0
1 Enable clock.
0 Disable clock.
18 FC7 Enables the clock for the FC7. 0x0
iEnabIe clock.
0 Disable clock.
21:19 - ’ 'Reserved. Read value is undefined, only zero should be written. undefined
22 TIMER2 Enables the clock for the Timer 2. 0x0
iEnabIe clock.
0 Disable clock.
24:23 - ’ 'Reserved. Read value is undefined, only zero should be written. undefined
25 USBO_DEV Enables the clock for the USBO device controller master and slave interfaces. 0x0
’ iEnabIe clock.
0 Disable clock.
26 ‘TIMERO | ‘Enables the clock for the Timer 0. 0x0
1 Enable clock.
0 Disable clock.
27 TIMER1 Enables the clock for the Timer 1. 0x0
iEnabIe clock.
0 Disable clock.
31:28 I- | iReserved. Read value is undefined, only zero should be written. undefined

4.5.19 AHB clock control 2

Table 57. AHB clock control 2 (AHBCLKCTRL2, offset = 0x208)

The AHBCLKCTRL2 register enables the clocks to individual peripheral blocks.

Bit ‘Symbol Value | Description Reset value
0 - Reserved. Read value is undefined, only zero should be written. undefined
1 DMA1 Enables the clock for the DMA1. 0x0
Enable clock.
0 Disable clock.
2 'COMP Enables the clock for the Analog Comparator. 0x0
Enable clock.
0 Disable clock.
3 SDIO Enables the clock for the SDIO. 0x0
Enable clock.
0 Disable clock.
4 ‘USB1_HOST Enables the clock for the USB1 host controller slave interface. 0x0
Enable clock.
0 Disable clock.
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AHB clock control 2 (AHBCLKCTRLZ2, offset = 0x208) ...continued

Bit
5

Symbol
USB1_DEV

Value

Description

Enables the clock for the USB1 device controller slave interface.

Enable clock.

Disable clock.

Reset value
0x0

USB1_RAM

'USB1_PHY

Enables the clock for the USB1 RAM controller its slave interface.

Enable clock.

Disable clock.
Enables the clock for the USB1_PHY APB interface.

Enable clock.

Disable clock.

0x0

0x0

12:9

FREQME

Enables the clock for the frequency meter.

Enable clock.

Disable clock.

Reserved. Read value is undefined, only zero should be written.

0x0

undefined

13

14

RNG

Enables the clock for the RNG.

Enable clock.

Disable clock.

Reserved. Read value is undefined, only zero should be written.

0x0

undefined

15

16

SYSCTL

'USBO_HOSTM

SYSCTL block clock.

Enable clock.

Disable clock.

Enables the clock for the USBO host controller master interface.

Enable clock.
Disable clock.

0x0

0x0

17

18

USB0O_HOSTS

'HASH_AES

Enables the clock for the USBO host controller Slave interface.
Enable clock.

Disable clock.
Enables the clock for the HASH_AES.

Enable clock.
Disable clock.

0x0

0x0

19

20

PQ

PLULUT

Enables the clock for the power quad.
Enable clock.

Disable clock.
Enables the clock for the PLU LUT.

Enable clock.
Disable clock.

0x0

0x0

21

22

TIMER3

‘TIMER4

Enables the clock for the Timer 3.
Enable clock.

Disable clock.
Enables the clock for the Timer 4.

Enable clock.
Disable clock.

0x0

0x0

UM11126
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Table 57. AHB clock control 2 (AHBCLKCTRL2, offset = 0x208) ...continued
Bit Symbol Value | Description Reset value
23 PUF Enables the clock for the PUF reset control. 0x0
Enable clock.
0 Disable clock.
24 CASPER Enables the clock for the Casper. 0x0
Enable clock.
0 Disable clock.
26:25 - Reserved. Read value is undefined, only zero should be written. undefined
27 ANALOG_CTRL Enables the clock for the analog control. 0x0
Enable clock.
0 Disable clock.
28 ‘HS_LSPI Enables the clock for the High-Speed SPI. 0x0
Enable clock.
0 Disable clock.
29 GPIO_SEC Enables the clock for the GPIO secure. 0x0
Enable clock.
0 Disable clock.
30 ‘GPIO_SEC_INT Enables the clock for the GPIO secure interrupt. 0x0
Enable clock.
0 Disable clock.
31 - Reserved. Read value is undefined, only zero should be written. undefined
4.5.20 AHB clock control set register 0
Writing a 1 to a bit position in AHBCLKCTRLSETO sets the corresponding position in
AHBCLKCTRLO. It is a write-only register. For bit assignments, see Table 55.
Table 58. Peripheral reset control register (AHBCLKCTRLSETO, offset = 0x220)
Bit Symbol Description Reset value
31:0 DATA Data array value. 0x0
4.5.21 AHB clock control set register 1
Writing a 1 to a bit position in AHBCLKCTRLSET1 sets the corresponding position in
AHBCLKCTRLA1. It is a write-only register. For bit assignments, see Table 56.
Table 59. Peripheral reset control register (AHBCLKCTRLSET1, offset = 0x224)
Bit Symbol Description Reset value
31:0 DATA Data array value. 0x0
4.5.22 AHB clock control set register 2
Writing a 1 to a bit position in AHBCLKCTRLSET2 sets the corresponding position in
AHBCLKCTRL2. It is a write-only register. For bit assignments, see Table 57.
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Table 60. Peripheral reset control register (AHBCLKCTRLSET2, offset = 0x228)
Bit Symbol Description Reset value
31:0 DATA Data array value. 0x0

4.5.23 AHB clock control clear register 0
Writing a 1 to a bit position in AHBCLKCTRLCLRO clears the corresponding position in
AHBCLKCTRLO. It is a write-only register. For bit assignments, see Table 55.

Table 61. Peripheral reset control register (AHBCLKCTRLCLRO, offset = 0x240)
Bit Symbol Description Reset value
31:0 DATA Data array value. 0x0

4.5.24 AHB clock control clear register 1

Writing a 1 to a bit position in AHBCLKCTRLCLR1 clears the corresponding position in
AHBCLKCTRLA. It is a write-only register. For bit assignments, see Table 56.
Table 62. Peripheral reset control register (AHBCLKCTRLCLR1, offset = 0x244)

Bit Symbol Description Reset value
31:0 DATA Data array value. 0x0

4.5.25 AHB clock control clear register 2

Writing a 1 to a bit position in AHBCLKCTRLCLR2 clears the corresponding position in
AHBCLKCTRL2. It is a write-only register. For bit assignments, see Table 57.

Table 63. Peripheral reset control register (AHBCLKCTRLCLR2, offset = 0x248)
Bit Symbol Description Reset value
31:0 DATA Data array value. 0x0

4.5.26 System Tick Timer for CPUO source select

System Tick Clock for CPUO comes from the main clock, which is set with register
MAINCLKSEL, divided by a rate that is set with register SYSTICKCLKDIV.

Table 64. System Tick Timer for CPUO source select (SYSTICKCLKSELDO, offset = 0x260)
Bit Symbol Value Description Reset value
2.0 |SEL System Tick Timer for CPUO source select. 0x7

System Tick 0 divided clock.
FRO 1MHz clock.

Oscillator 32 kHz clock.

No clock.

No clock.
No clock.

No clock.

N O o R~ DN~ O

No clock.

31:3 |- Reserved. Read value is undefined, only zero should be written. undefined
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4.5.27 System Tick Timer for CPU1 source select

System Tick Clock for CPU1 comes from the main clock, which is set with register
MAINCLKSEL, divided by a rate that is set with register SYSTICKCLKDIV.

Table 65. System Tick Timer for CPU1 source select (SYSTICKCLKSELA1, offset = 0x264)
Bit Symbol |Value |Description Reset value
2:0 SEL System Tick Timer for CPU1 source select. 0x7

System Tick 1 divided clock.
FRO 1MHz clock.

Oscillator 32 kHz clock.

No clock.

No clock.

No clock.

No clock.

N/ O o AN~ O

No clock.

31:3 |- Reserved. Read value is undefined, only zero should be written. undefined

4.5.28 Trace clock source select register

This register selects the clock source for trace clock for CPUs.

Table 66. Trace clock source select (TRACECLKSEL, offset = 0x268)
Bit ‘Symbol Value |Description Reset value

2:0 SEL Trace clock source select. 0x7
Trace divided clock.
FRO 1 MHz clock.
Oscillator 32 kHz clock.
No clock.

No clock.

No clock.

No clock.

N O g bk~ NN ~|O

No clock.

31:3 I- Reserved. Read value is undefined, only zero should be written. undefined

4.5.29 CTimer 0 clock source select

This register selects the clock source for CTimer 0.
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Table 67. CTimer 0 clock source select (CTIMERCLKSELDO, offset = 0x26C)

Bit Symbol Value Description

Reset value

2:0 SEL CTimer 0 clock source select.

0x7

Main clock.

PLLO clock.

No clock.

FRO 96 MHz clock.

FRO 1 MHz clock.

MCLK clock.

Oscillator 32kHz clock.

N o g~ ®DN ~|O

No clock.

31:3 |- Reserved. Read value is undefined, only zero should be written.

undefined

4.5.30 CTimer 1 clock source select register

This register selects the clock source for CTimer 1.

Table 68. CTimer 1 clock source select (CTIMERCLKSEL1, offset = 0x270)

Bit Symbol |Value |Description

Reset value

2:0 SEL CTimer 1 clock source select.

0x7

Main clock.

PLLO clock.

No clock.

FRO 96 MHz clock.

FRO 1 MHz clock.

MCLK clock.

Oscillator 32kHz clock.

N O AW N~ O

No clock.

31:3 |- Reserved. Read value is undefined, only zero should be written.

undefined

4.5.31 CTimer 2 clock source select register

This register selects the clock source for the CTimer 2.

Table 69. CTimer 2 clock source select (CTIMERCLKSEL2, offset = 0x274)

Bit Symbol Value Description

Reset value

2:0 SEL CTimer 2 clock source select.

0x7

Main clock.

PLLO clock.

No clock.

FRO 96 MHz clock.

FRO 1 MHz clock.

MCLK clock.

Oscillator 32kHz clock.

N oo g~ WON ~|O

No clock.

313 |- Reserved. Read value is undefined, only zero should be written.

undefined
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4.5.32 CTimer 3 clock source select register

This register selects the clock source for CTimer 3.

Table 70. CTimer 3 clock source select (CTIMERCLKSEL3, offset = 0x278)

Bit ‘Symbol
2:0 |SEL

Value

Description
CTimer 3 clock source select.

Main clock.
PLLO clock.

No clock.
FRO 96 MHz clock.

FRO 1 MHz clock.
MCLK clock.

N o g b~ ®ODN ~O

Oscillator 32kHz clock.
No clock.

Reset value
0x7

313 |-

Reserved. Read value is undefined, only zero should be written.

4.5.33 CTimer 4 clock source select register

This register selects the clock source for CTimer 4.

Table 71. CTimer 4 clock source select (CTIMERCLKSELA4, offset = 0x27C)

undefined

Bit ‘Symbol

Value

Description

Reset value

2.0 |SEL

31:3 -

CTimer 4 clock source select.

Main clock.

PLLO clock.

No clock.

FRO 96 MHz clock.
FRO 1 MHz clock.

MCLK clock.
Oscillator 32kHz clock.

N o g~ ®DN ~|O

No clock.

Reserved. Read value is undefined, only zero should be written.

Ox7

undefined

4.5.34 Main clock source select register A

UM11126

This register selects one of the internal oscillator (FRO, or low power oscillator) or an
external clock. The oscillator selected is then one of the inputs to the main clock source
select register B, see Table 73, which selects the clock source for the main clock. All
clocks to the core, memories, and peripherals on the synchronous APB bus are derived
from the main clock.

Remark: This selection is internally synchronized; the clock being switched from and the
clock being switched to must be running and have occurred in specific states before the
selection actually changes.

All information provided in this document is subject to legal disclaimers.

© NXP B.V. 2021. All rights reserved.

User manual

Rev. 2.4 — 8 October 2021

67 of 1227



UM11126

Chapter 4: LPC55S6x/LPC55S2x/LPC552x SYSCON

NXP Semiconductors

Table 72. Main clock A source select (MAINCLKSELA, offset=0x280)
Bit Symbol |Value |Description Reset value
2:0 SEL Main clock A source select. 0x0
0 FRO 12 MHz clock.
1 CLKIN clock.
2 FRO 1MHz clock.
3 FRO 96 MHz clock.
31:3 |- Reserved. Read value is undefined, only zero should be written. undefined
4.5.35 Main clock source select register B
This register selects the clock source for the main clock. All clocks to the core, memories,
and peripherals are derived from the main clock.
One input to this register is the main clock source select register A, see Table 72, which
selects one of the internal oscillators (FRO, low power oscillator) or an external clock.
Remark: This selection is internally synchronized; the clock being switched from and the
clock being switched to must be running and have occurred in specific states before the
selection actually changes.
Table 73. Main clock B source select (MAINCLKSELB, offset = 0x284)
Bit Symbol Value Description Reset value
2:0 SEL Main clock source select. 0x0
0 Main clock A.
1 PLLO clock.
2 PLL1 clock.
3 Oscillator 32 kHz clock.
31:3 I- Reserved. Read value is undefined, only zero should be written. undefined

4.5.36 CLKOUT clock source select register A

This register selects one of the internal oscillators for the clock sources visible on the

CLKOUT pin.

Table 74. CLKOUT clock source select (CLKOUTSEL, offset = 0x288)
Bit Symbol Value Description Reset value
2:0 SEL CLKOUT clock source select. 0x7

0 Main clock.

1 PLLO clock.

2 CLKIN clock.

3 FRO 96 MHz clock.

4 FRO 1 MHz clock.

5 PLL1 clock.

6 Oscillator 32 kHz clock.

7 No clock.
31:3 |- Reserved. Read value is undefined, only zero should be written. undefined
UM11126 All information provided in this document is subject to legal disclaimers. © NXP B.V. 2021. All rights reserved.

User manual

Rev. 2.4 — 8 October 2021

68 of 1227



NXP Semiconductors U M1 1 1 26

Chapter 4: LPC55S6x/LPC55S2x/LPC552x SYSCON

4.5.37 PLLO clock source select register

This register selects the clock source for the PLLO.

Table 75. PLLO clock source select (PLLOCLKSEL, offset = 0x290)
Bit ‘Symbol Value |Description Reset value
2:0 SEL PLLO clock source select. 0x7

FRO 12 MHz clock.
CLKIN clock.

FRO 1 MHz clock.
Oscillator 32 kHz clock.
No clock.

No clock.

No clock.

N o g b~ ®ODN ~O

No clock.

313 |- Reserved. Read value is undefined, only zero should be written. undefined

4.5.38 PLLA1 clock source select register

This register selects the clock source for PLL1.

Table 76. PLL1 clock source select (PLL1CLKSEL, offset = 0x294)
Bit ‘Symbol Value |Description Reset value

2:0 SEL PLL1 clock source select. 0x7
FRO 12 MHz clock.
CLKIN clock.

FRO 1 MHz clock.
Oscillator 32 kHz clock.

No clock.

No clock.

No clock.

N o g~ ®DN ~|O

No clock.

31:3 |- Reserved. Read value is undefined, only zero should be written. undefined

4.5.39 ADC clock source select register

This register selects a clock source for the 16-bit ADC that is different from the system
clock. To use a clock other than the main clock.
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Table 77. ADC clock source select (ADCCLKSEL, offset = 0x2A4)
Bit Symbol |Value |Description Reset value

2:0 SEL ADC clock source select. 0x7
Main clock.

PLLO clock.

FRO 96 MHz clock.
Reserved.

No clock.

No clock.

No clock.

N o g~ ®DN ~|O

No clock.

31:3 |- Reserved. Read value is undefined, only zero should be written. undefined

4.5.40 USBO clock source select register

This register selects a clock source for the USBO device.

Table 78. USBO clock source select (USBOCLKSEL, offset = 0x2A8)
Bit ‘Symbol Value Description Reset value
2:0 SEL USBO clock source select. 0x7

Main clock.

PLLO clock.

No clock.

FRO 96 MHz clock.
No clock.

PLL1 clock.

No clock.

N O AW N~ O

No clock.

31:3 |- Reserved. Read value is undefined, only zero should be written. undefined

4.5.41 Flexcomm Interface clock source select registers

These registers select the clock source for each Flexcomm Fractional Rate Divider. Each
Flexcomm Interface has its own clock source selection and Fractional Rate Divider.
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Table 79. Flexcomm Interface 0 clock source select for Fractional Rate Divider (FCCLKSELDO, offset

= 0x2B0)

Bit | Symbol |Value Description

Reset value

2:0 SEL Flexcomm Interface O clock source select for Fractional Rate Divider.

Ox7

Main clock.

System PLL divided clock.

FRO 12 MHz clock.

FRO 96 MHz clock.

FRO 1 MHz clock.

MCLK clock.

Oscillator 32 kHz clock.

N o g~ ®ODN ~|O

No clock.

31:3 |- Reserved. Read value is undefined, only zero should be written.

undefined

Table 80. Flexcomm Interface 1 clock source select for Fractional Rate Divider (FCCLKSELA1, offset

= 0x2B4)

Bit | Symbol |Value Description

Reset value

2:0 SEL Flexcomm Interface 1 clock source select for Fractional Rate Divider.

Main clock.

System PLL divided clock.

FRO 12 MHz clock.

FRO 96 MHz clock.

FRO 1 MHz clock.

MCLK clock.

Oscillator 32 kHz clock.

N o g~ ®DN -~|O

No clock.

Ox7

31:3 |- Reserved. Read value is undefined, only zero should be written.

undefined

Table 81. Flexcomm Interface 2 clock source select for Fractional Rate Divider (FCCLKSELZ2, offset

= 0x2B8)

Bit | Symbol |Value Description

Reset value

2:0 SEL Flexcomm Interface 2 clock source select for Fractional Rate Divider.

Main clock.

System PLL divided clock.

FRO 12 MHz clock.

FRO 96 MHz clock.

FRO 1 MHz clock.

MCLK clock.

Oscillator 32 kHz clock.

N o g~ ®DN ~|O

No clock.

Ox7

31:3 |- Reserved. Read value is undefined, only zero should be written.

undefined
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Table 82. Flexcomm Interface 3 clock source select for Fractional Rate Divider (FCCLKSEL3, offset

= 0x2BC)

Bit | Symbol |Value Description

Reset value

2:0 SEL Flexcomm Interface 3 clock source select for Fractional Rate Divider.

Ox7

Main clock.

System PLL divided clock.

FRO 12 MHz clock.

FRO 96 MHz clock.

FRO 1 MHz clock.

MCLK clock.

Oscillator 32 kHz clock.

N o g~ ®ODN ~|O

No clock.

31:3 |- Reserved. Read value is undefined, only zero should be written.

undefined

Table 83. Flexcomm Interface 4 clock source select for Fractional Rate Divider (FCCLKSEL4, offset

= 0x2C0)

Bit | Symbol |Value Description

Reset value

2:0 SEL Flexcomm Interface 4 clock source select for Fractional Rate Divider.

Main clock.

System PLL divided clock.

FRO 12 MHz clock.

FRO 96 MHz clock.

FRO 1 MHz clock.

MCLK clock.

Oscillator 32 kHz clock.

N o g~ ®DN -~|O

No clock.

Ox7

31:3 |- Reserved. Read value is undefined, only zero should be written.

undefined

Table 84. Flexcomm Interface 5 clock source select for Fractional Rate Divider (FCCLKSELS5, offset

= 0x2C4)

Bit | Symbol |Value Description

Reset value

2:0 SEL Flexcomm Interface 5 clock source select for Fractional Rate Divider.

Main clock.

System PLL divided clock.

FRO 12 MHz clock.

FRO 96 MHz clock.

FRO 1 MHz clock.

MCLK clock.

Oscillator 32 kHz clock.

N o g~ ®DN ~|O

No clock.

Ox7

31:3 |- Reserved. Read value is undefined, only zero should be written.

undefined
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Flexcomm Interface 6 clock source select for Fractional Rate Divider (FCCLKSELS6, offset = 0x2C8)

Bit | Symbol

Value Description

Reset value

2.0 |SEL

31:3 -

Flexcomm Interface 6 clock source select for Fractional Rate Divider.

Main clock.

Ox7

System PLL divided clock.
FRO 12 MHz clock.

FRO 96 MHz clock.
FRO 1 MHz clock.

MCLK clock.
Oscillator 32 kHz clock.

N o g~ ®ODN ~|O

No clock.

Reserved. Read value is undefined, only zero should be written.

vundeﬁned

Table 86.

Flexcomm Interface 7 clock source select for Fractional Rate Divider (FCCLKSEL7, offset = 0x2CC)

Bit Symbol

Value Description

Reset value

2.0 |SEL

31:3 -

Flexcomm Interface 7 clock source select for Fractional Rate Divider.

Main clock.

Ox7

System PLL divided clock.
FRO 12 MHz clock.

FRO 96 MHz clock.
FRO 1 MHz clock.

MCLK clock.
Oscillator 32 kHz clock.

N o g~ ®DN -~|O

No clock.

Reserved. Read value is undefined, only zero should be written.

vundeﬁned

Table 87.

4.5.42 HS SPI clock source select register

This register select the clock source for High-Speed SPI interface.

HS SPI clock source select (HSLSPICLKSEL, offset = 0x2D0)

Bit  Symbol

Value |Description

Reset value

2.0 |SEL

313 -

HS SPI clock source select.
Main clock.

0x7

System PLL divided clock.
FRO 12 MHz clock.

FRO 96 MHz clock.
FRO 1 MHz clock.

No clock.
Oscillator 32 kHz clock.

N oo g~ WON ~|O

No clock.

Reserved. Read value is undefined, only zero should be written.

undefined
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4.5.43 12S MCLK clock source select register

This register selects a clock to provide to the 12S MCLK output function. In a system using
I2S and/or digital microphone, this should be related to the clock used by those functions.

Table 88. 12S MCLK clock source select (MCLKCLKSEL, offset = 0x2EO0)

Bit Symbol
2.0 |SEL

Value

Description
MCLK clock source select.

Reset value
0x7

FRO 96 MHz clock.
PLLO clock.

Reserved.

Reserved.

No clock.

No clock.

N/ O o AN~ O

No clock.

No clock.

31:3 |-

Reserved. Read value is undefined, only zero should be written.

4.5.44 SCTimer/PWM clock source select register

This register selects a clock to provide to the SC Timer/PWM.

Table 89. SCTimer/PWM clock source select (SCTCLKSEL, offset = 0x2F0)

undefined

Bit ‘Symbol
2:0 SEL

Value

Description
SCTimer/PWM clock source select.

Reset value
0x7

Main clock.
PLLO clock.

CLKIN clock.
FRO 96 MHz clock.

No clock.
MCLK clock.

N O o R~ DN -~ O

No clock.
No clock.

31:3 |-

Reserved. Read value is undefined, only zero should be written.

4.5.45 SDIO clock source select register

UM11126
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SDIO clock source select (SDIOCLKSEL, offset = 0x2F8)

Bit Symbol

Value |Description

Reset value

2.0 |SEL

SDIO clock source select.

Main clock.

Ox7

PLLO clock.

No clock.

FRO 96 MHz clock.

No clock.

31:3 -

PLL1 clock.

No clock.

N o g~ ®DN ~|O

No clock.

Reserved. Read value is undefined, only zero should be written.

undefined

Table 91.

4.5.46 SYSTICK clock divider register 0
This register configures the SYSTICK divider clock for CPUO.

System Tick Timer divider for CPUO (SYSTICKCLKDIVO, offset = 0x300)

7.0 |DIV

Bit | Symbol

’Value Description

Clock divider value.
0: Divide by 1

255: Divide by 256

Reset value
0x0

28:8 |-

29 RESET

Resets the divider counter.

Reserved. Read value is undefined, only zero should be written.

undefined
0x0

Divider is reset.

FO Divider is not reset.

30 HALT

31 REQFLAG

Halts the divider counter.

K Divider clock is stopped.

0x1

0 Divider clock is running.

Divider status flag.

0x0

Clock frequency is not stable.

>0 Divider clock is stable.

Table 92.

4.5.47 SYSTICK clock divider register 1
This register configures the SYSTICK divider clock for CPU1.

System Tick Timer divider for CPU1 (SYSTICKCLKDIV1, offset = 0x304)

7.0 DIV

Bit | Symbol

’Value Description

Clock divider value.
0: Divide by 1

255: Divide by 256

Reset value
0x0

28:8 |-

UM11126
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Table 92. System Tick Timer divider for CPU1 (SYSTICKCLKDIV1, offset = 0x304) ...continued

Bit |Symbol Value Description Reset value
29 RESET Resets the divider counter. 0x0
1 Divider is reset.

0 Divider is not reset.
30 HALT Halts the divider counter. 0x1

’ Divider clock is stopped. ‘

0 Divider clock is running.
31 REQFLAG | Divider status flag. 0x0

1 Clock frequency is not stable.

0 Divider clock is stable.

4.5.48 Trace clock divider register

This register configures the trace clock, which is used in conjunction with SWO during

debug.
Table 93. TRACE clock divider (TRACECLKDIV, offset = 0x308)
Bit | Symbol Value Description Reset value
7.0 DIV Clock divider value. 0x0
0: Divide by 1

255: Divide by 256

28:8 |- | Reserved. Read value is undefined, only zero should be written. ‘undefined
29 RESET Resets the divider counter. 0x0
1 Divider is reset. '
0 Divider is not reset.
30 HALT v Halts the divider counter. ox1
Divider clock is stopped.
0 Divider clock is running.
31 REQFLAG Divider status flag. 0x0
K Clock frequency is not stable. '
0 Divider clock is stable.
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4.5.49 Fractional rate divider for each Flexcomm Interface frequency

At each Flexcomm Interface, the frequency can be adjusted by a fractional divider.This is
primarily to create a base baud rate clock for USART functions, but can be used for other
purposes. Each Flexcomm interface has a dedicated register that sets the MULT and DIV
values for the fractional rate generator.

The FRG maximum allowed output frequency depends on the functionality activated in the
Flexcomm:

For USART, the FRG output frequency Must not be higher than 25 MHz.

For LSPI, the FRG output frequency Must not be higher than 33 MHz.

For 128, the FRG output frequency Must not be higher than 25 MHz.

For I12C, the FRG output frequency Must not be higher than 20 MHz.

For High Speed SPI, the FRG output frequency Must not be higher than 50 MHz.
Flexcomm Interface function clock = (clock selected via FCCLKSEL) / (1+ MULT /DIV)

The clock used by the fractional rate generator is selected via the FCCLKSEL register
(see Section 4.5.41 “Flexcomm Interface clock source select registers”).

Remark: To use the fractional baud rate generator, OXFF must be wirtten to the DIV value
to yield a denominator vale of 256. All other values are not supported. See Section 34.3.1
“Configure the Flexcomm Interface clock and USART baud rate” and Section 34.7.2
“Clocking and baud rates”.

Table 94. Fractional rate divider for Flexcomm Interface 0 (FLEXFRGOCTRL, offset = 0x320)

Bit Symbol |Value Description Reset value
7:0 DIV Denominator of the Fractional Rate Divider. OxFF

15:8 MULT Numerator of the Fractional Rate Divider. 0x0

31:16 |- Reserved. Read value is undefined, only zero should be written. undefined
Table 95. Fractional rate divider for Flexcomm Interface 1 (FLEXFRG1CTRL, offset = 0x324)

Bit Symbol |Value Description Reset value
7:0 DIV Denominator of the fractional rate divider. OxFF

15:8 MULT Numerator of the fractional rate divider. 0x0

31:16 |- Reserved. Read value is undefined, only zero should be written. undefined
Table 96. Fractional rate divider for Flexcomm Interface 2 (FLEXFRG2CTRL, offset = 0x328)

Bit Symbol |Value Description Reset value
7:0 DIV Denominator of the fractional rate divider. OxFF

15:8 MULT Numerator of the fractional rate divider. 0x0

31:16 |- Reserved. Read value is undefined, only zero should be written. undefined
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Table 97. Fractional rate divider for Flexcomm Interface 3 (FLEXFRG3CTRL, offset = 0x32C)

Bit Symbol Value Description Reset value
7:0 DIV Denominator of the fractional rate divider. OxFF

15:8 MULT Numerator of the fractional rate divider. 0x0

31:16 |- Reserved. Read value is undefined, only zero should be written. undefined
Table 98. Fractional rate divider for Flexcomm Interface 4 (FLEXFRG4CTRL, offset = 0x330)

Bit Symbol Value Description Reset value
7:0 DIV Denominator of the fractional rate divider. OxFF

15:8 MULT Numerator of the fractional rate divider. 0x0

31:16 |- Reserved. Read value is undefined, only zero should be written. undefined
Table 99. Fractional rate divider for Flexcomm Interface 5 (FLEXFRG5CTRL, offset = 0x334)

Bit Symbol Value Description Reset value
7:0 DIV Denominator of the fractional rate divider. OxFF

15:8 MULT Numerator of the fractional rate divider. 0x0

31:16 |- Reserved. Read value is undefined, only zero should be written. undefined
Table 100. Fractional rate divider for Flexcomm Interface 6 (FLEXFRG6CTRL, offset = 0x338)

Bit Symbol Value Description Reset value
7:0 DIV Denominator of the fractional rate divider. OxFF

15:8 MULT Numerator of the fractional rate divider. 0x0

31:16 |- Reserved. Read value is undefined, only zero should be written. undefined
Table 101. Fractional rate divider for Flexcomm Interface 7 (FLEXFRG7CTRL, offset = 0x33C)

Bit Symbol Value Description Reset value
7:0 DIV Denominator of the fractional rate divider. OxFF

15:8 MULT Numerator of the fractional rate divider. 0x0

31:16 |- Reserved. Read value is undefined, only zero should be written. undefined

4.5.50 AHB clock divider register

This register controls how the main clock is divided to provide the system clock to the AHB
bus, CPUs, and memories.

Table 102. System clock divider (AHBCLKDIV, offset = 0x380)

Bit | Symbol Value Description Reset value
7:0 DIV Clock divider value. 0x0

0: Divide by 1

255: Divide by 256
28:8 |- Reserved. Read value is undefined, only zero should be written. undefined
29 RESET Resets the divider counter. 0x0

Divider is reset.

0 Divider is not reset.
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Table 102. System clock divider (AHBCLKDIV, offset = 0x380) ...continued

Clock frequency is not stable.

Bit |Symbol Value Description Reset value
30 HALT Halts the divider counter. 0x0
1 Divider clock is stopped.
>0 Divider clock is running.
31 REQFLAG Divider status flag.

0x0

0 Divider clock is stable.

4.5.51 CLKOUT clock divider register

This register determines the divider value for the clock signal on the CLKOUT pin.

Table 103. CLKOUT clock divider (CLKOUTDIV, offset = 0x384)

Clock frequency is not stable.

Bit | Symbol ‘Value Description Reset value
7.0 |DIV Clock divider value. 0x0
0: Divide by 1
255: Divide by 256
28:8 |- | Reserved. Read value is undefined, only zero should be written. ‘undefined
29 RESET Resets the divider counter. 0x0
Divider is reset. ‘
0 Divider is not reset.
30 |HALT | Halts the divider counter. 0x1
1 Divider clock is stopped.
0 Divider clock is running.
31 REQFLAG Divider status flag.

0x0

0 Divider clock is stable.

4.5.52 FRO_HF clock divider

This register determines the divider value from the clock signal FRO_HF (the output 96

MHz of the FRO_192) on Flexcomm Interface clocks.

Table 104. FRO_HF clock divider (FROHFDIV, offset = 0x388)

Bit |Symbol Value Description ‘Reset value
7.0 DIV Clock divider value. 0x0

0: Divide by 1

255: Divide by 256
28:8 |- Reserved. Read value is undefined, only zero should be written. undefined
29 | RESET | Resets the divider counter. 0x0

Divider is reset.

VO Divider is not reset.
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Table 104. FRO_HF clock divider (FROHFDIV, offset = 0x388) ...continued

Clock frequency is not stable.

Bit |Symbol Value Description Reset value
30 HALT Halts the divider counter. 0x1

1 Divider clock is stopped.

>0 Divider clock is running.
31 REQFLAG Divider status flag.

0x0

0 Divider clock is stable.

4.5.53 WWDT clock divider

This register determines the divider value from the clock signal FRO_1 MHz on WDT.

Table 105. WDT clock divider (WDTCLKDIV, offset = 0x38C)

Bit | Symbol ‘Value Description Reset value
5.0 |DIV Clock divider value. 0x0
0: Divide by 1.
63 Divide by 64.
28:6 |- Reserved. Read value is undefined, only zero should be written. undefined
29 RESET Resets the divider counter. 0x0
1 Divider is reset.
0 Divider is not reset.
30 HALT Halts the divider counter. 0x1
Divider clock is stopped. ‘
0 Divider clock is running.
31 | REQFLAG Divider status flag. 0x0
1 Clock frequency is not stable.
0 Divider clock is stable.
4.5.54 ADC clock source divider register
This register divides the clock to the ADC.
Table 106. ADC clock divider (ADCCLKDIV, offset = 0x394)
Bit | Symbol ‘Value Description Reset value
2:0 DIV Clock divider value. 0x0
0: Divide by 1.
7: Divide by 8
28:3 |- Reserved. Read value is undefined, only zero should be written. undefined
29 RESET Resets the divider counter. 0x0
1 Divider is reset.
0 Divider is not reset.
30 HALT Halts the divider counter. 0x1
Divider clock is stopped. '
0 Divider clock is running.
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Table 106. ADC clock divider (ADCCLKDIV, offset = 0x394) ...continued

Bit |Symbol Value Description

31 REQFLAG Divider status flag.

Reset value
0x0

1 Clock frequency is not stable.

>0 Divider clock is stable.

4.5.55 USBO full-speed clock divider register

This register determines the divider value for the USB full-speed function clock.

Table 107. USBO clock divider (USBOCLKDIV, offset = 0x398)

Clock frequency is not stable.

Bit | Symbol ’Value Description Reset value
7:0 DIV Clock divider value. 0x0
0: Divide by 1.
255: Divide by 256
28:8 |- | Reserved. Read value is undefined, only zero should be written. ‘undefined
29 RESET Resets the divider counter. 0x0
Divider is reset. ‘
0 Divider is not reset.
30 HALT | Halts the divider counter. 0x1
1 Divider clock is stopped.
0 Divider clock is running.
31 REQFLAG Divider status flag.

0x0

0 Divider clock is stable.

4.5.56 12S MCLK clock divider register

This register determines the divider value for the I2S MCLK output, if used by the

application.

Table 108. 12S MCLK clock divider (MCLKDIV, offset = 0x3AC)

Bit |Symbol Value Description

7:0 DIV Clock divider value.

0: Divide by 1.

255: Divide by 256

28:8 |- | Reserved. Read value is undefined, only zero should be written.

Reset value
0x0

‘undefined

29 RESET Resets the divider counter.

V‘I Divider is reset.

0x0

0 Divider is not reset.

30 HALT Halts the divider counter.

0x1

Divider clock is stopped.

VO Divider clock is running.

31 REQFLAG Divider status flag.

K Clock frequency is not stable.

0x0

0 Divider clock is stable.
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4.5.57 SCTimer/PWM clock divider

This register determines the divider value for the SCTimer/PWM output, if used by the
application.

Table 109. SCTimer/PWM clock divider (SCTCLKDIV, offset = 0x3B4)

Bit |Symbol Value Description Reset value
7.0 DIV Clock divider value. 0x0
0: Divide by 1.

255: Divide by 256

28:8 |- | Reserved. Read value is undefined, only zero should be written. ‘undefined
29 RESET Resets the divider counter. 0x0
, Divider is reset. ‘
0 Divider is not reset.
30 HALT , Halts the divider counter. ox1
Divider clock is stopped.
VO Divider clock is running.
31 REQFLAG Divider status flag. 0x0

Clock frequency is not stable.

0 Divider clock is stable.

4.5.58 SDIO clock divider

This register determines the divider value for the SDIO output, if used by the application.

Table 110. SDIO clock divider (SDIOCLKDIV, offset = 0x3BC)

Bit | Symbol ‘Value Description Reset value
7:0 DIV Clock divider value. 0x0
0: Divide by 1.

255: Divide by 256

28:8 |- Reserved. Read value is undefined, only zero should be written. undefined
29 RESET | Resets the divider counter. 0x0
Divider is reset.
0 Divider is not reset.
30 HALT Halts the divider counter. 0x1
K Divider clock is stopped. ‘
0 Divider clock is running.
31 REQFLAG | Divider status flag. 0x0

Clock frequency is not stable.

>0 Divider clock is stable.

4.5.59 PLLO clock divider

This register determines the divider value for the PLLO output, if used by the application.
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Table 111. PLLO clock divider (PLLOCLKDIV, offset = 0x3C4)

Bit Symbol Value Description Reset value
7:0 DIV Clock divider value. 0x0
0: Divide by 1.

255: Divide by 256.

28:8 |- Reserved. Read value is undefined, only zero should be written. undefined
29 RESET , Resets the divider counter. 0x0
Divider is reset.
0 Divider is not reset.
30 HALT Halts the divider counter. 0x1
K Divider clock is stopped.
0 Divider clock is running.
31 REQFLAG , Divider status flag. 0x0

Clock frequency is not stable.

VO Divider clock is stable.

4.5.60 Control clock configuration registers access

This register is used to prevent access to clock select and divider configuration.

Table 112. Control clock configuration registers access (xxxDIV, xxxSEL) (CLOCKGENUPDATELOCKOUT, offset =

0x3FC)
Bit |Symbol ‘Value ‘Description Reset value
31:0 |[CLOCKGENUPDATELOCKOUT Control clock configuration registers access (for example, 0x0
xxxDIV, xxxSEL).
1 ‘Update all clock configuration.
0 All hardware clock configuration are freeze.

4.5.61 FMC configuration register

This register controls FMC configuration. Depending on the system clock frequency,
access to the flash memory can be configured with various access times by writing to the
FMCCR register.

It is recommended to use the power API to configure device operation in order to achieve
lower power operation. However, flash timing can also be set up by user software as
shown in Table 113. For device revision 1B, the power library in the SDK sets the DCDC
output based on the selected frequency. For frequencies below 100 MHz, DCDC output is
set at 1.075 V, for frequencies between 100 MHz to 130 MHz, DCDC output is set at 1.15
V, and for frequencies above 150 MHz, DCDC output is setat 1.2 V.

Enabling buffering, acceleration, and prefetch will substantially improve performance.
Buffering saves power by allowing previously accessed information to be reused without a
flash read. Acceleration saves power by reducing CPU stalls. Prefetch typically has a
small power cost due to some flash reads being performed that ultimately are not needed.

Remark: Improper setting of this register may result in incorrect operation of the flash
memory.
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Table 113. FMC configuration register (FMCCR, offset = 0x400) bit description

Bit v Symbol Value Description v Reset
value
1:0 FETCHCFG Instruction fetch configuration. This field determines how flash accelerator buffers are |0x2

used for instruction fetches.

0x0 Instruction fetches from flash are not buffered. Every fetch request from the CPU
results in a read of the flash memory. This setting may use significantly more power
than when buffering is enabled.

0x1 One buffer is used for all instruction fetches.

0x2 Al buffers may be used for instruction fetches.

0x3 Reserved setting, do not use.

3:2 'DATACFG Data read configuration. This field determines how flash accelerator buffers are used 0x2
for data accesses.

0x0 Data accesses from flash are not buffered. Every data access from the CPU results
in a read of the flash memory.

0x1 vOne buffer is used for all data accesses.

0x2 All buffers may be used for data accesses.

0x3 Reserved setting, do not use.
4 ACCEL Acceleration enable. 1
0 Flash acceleration is disabled. Every flash read (including those fulfilled from a

buffer) takes FLASHTIM + 1 system clocks. This allows more determinism at a cost
of performance.

1 iFIash acceleration is enabled. Performance is enhanced, dependent on other
FMCCR settings.

5 PREFEN Prefetch enable. [1l[2] 0

0 'No instruction prefetch is performed.

1 If the FETCHCEFG field is not 0, the next flash line following the current execution
address is automatically prefetched if it is not already buffered.

6 'PREFOVR | Prefetch override. This bit only applies when PREFEN = 1 and a buffered instruction | 0x0
is completing for which the next flash line is not already buffered or being prefetched.

0 Any previously initiated prefetch will be completed.

1 Any previously initiated prefetch will be aborted, and the next flash line following the
current execution address will be prefetched if not already buffered.

157 - l- vReserved. -

16:12 |FLASHTIM Flash memory access time. The number of system clocks used for flash accesses is |0x0
equal to FLASHTIM +1.

0x0 K system clock flash access time (for system clock rates up to 11 MHz).

0x1 2 system clocks flash access time (for system clock rates up to 22 MHz).
0x2 3 system clocks flash access time (for system clock rates up to 33 MHz).

0x3 4 system clocks flash access time (for system clock rates up to 44 MHz).
0x4 5 system clocks flash access time (for system clock rates up to 55 MHz).

0x6 7 system clocks flash access time (for system clock rates up to 77 MHz).

(
(
(
0x5 6 system clocks flash access time (for system clock rates up to 66 MHz).
(
(

0x7 8 system clocks flash access time (for system clock rates up to 88 MHz).
0x8 9 system clocks flash access time (for system clock rates up to 100 MHz).

0x9 10 system clocks flash access time (for system clock rates up to 115 MHz).
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Table 113. FMC configuration register (FMCCR, offset = 0x400) bit description ...continued

Bit Symbol Description Reset
value

Value

OxA 11 system clocks flash access time (for system clock rates up to 130 MHz).

0xB 12 system clocks flash access time (for system clock rates up to 150 MHz).
31:17 |- - Reserved. -

[1] The prefetch bit is not functional on device revision OA. The prefetch bit is functional on device revision 1B.

[2] The prefetch bit must be disabled before executing any flash programming/erasing and flash controller
commands.

4.5.62 USBO need clock control register

This register controls the polarity of the USBO need clock signals for triggering the USB
wake-up interrupt. For details of how to use the register for waking up the part from
deep-sleep mode, see Section 41.8.6 “USB0 wake-up”.

Table 114. USBO need clock control (USBONEEDCLKCTRL, offset = 0x40C)

Bit | Symbol ‘Value ‘Description Reset value
0 AP_FS DEV_NEEDCLK USBO0 device need clock signal control. 0x0
0 ‘DEV_NEEDCLK is Under hardware control.
1 DEV_NEEDCLK forced high.
1 POL_FS_DEV_NEEDCLK ‘ 'USBO device need clock polarity for triggering the 0x0
USBO_NEEDCLK wake-up interrupt.
0 Falling edge of DEV_NEEDCLK triggers wake-up.
1 ‘Rising edge of DEV_NEEDCLK triggers wake-up.
2 AP_FS HOST _NEEDCLK USBO0 Host need clock signal control. 0x0
0 ‘HOST_NEEDCLK is under hardware control.
1 HOST_NEEDCLK is forced high.
3 POL_FS_HOST_NEEDCLK ‘ 'USBO Host need clock polarity for triggering the USBO_NEEDCLK |0x0
wake-up interrupt.
0 ‘FaIIing edge of device HOST_NEEDCLK triggers wake-up.
1 Rising edge of device HOST_NEEDCLK triggers wake-up.
314 |- ‘ ‘Reserved. Read value is undefined, only zero should be written. |undefined

4.5.63 USBO0 need clock status register

This register is read-only and returns the status of the device and host need clock signals.
For details of how to use this register signal for waking up the part from deep-sleep mode,
see Section 41.8.6 “USB0 wake-up”.

Table 115. USBO need clock status (USBONEEDCLKSTAT, offset = 0x410)

Bit |Symbol Value Description Reset value
0 DEV_NEEDCLK USBO device need clock signal status. 0x0
1 DEV_NEEDCLK signal is high.
0 DEV_NEEDCLK signal is low.
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Table 115. USBO0 need clock status (USBONEEDCLKSTAT, offset = 0x410) ...continued

Bit | Symbol Value |Description Reset value
1 HOST_NEEDCLK USBO host need clock signal status. 0x0
HOST_NEEDCLK signal is high.
0 'HOST_NEEDCLK signal is low.
31:2 |- Reserved. Read value is undefined, only zero should be written. undefined

4.5.64 FMC flush control register

This register is to flush the FMC cache from software. Since the FMC holds data after
PRINCE decryption, cache should be flushed when PRINCE IV or keys are updated.

Table 116. FMC flush control (FMCFLUSH, offset = 0x41C)

Bit Symbol ‘Value ‘Description Reset value
0 FLUSH Controls flushing the contents of the FMC buffers. 0x0
0 No action.

Flush the contents of the FMC buffers, then self-clear to 0.

311 |- ‘ 'Reserved. Only zero should be written. undefined

4.5.65 MCLKIO control

This register selects the direction of the pin associated with MCLK when MCLK is the
elected function on that pin.

Table 117. MCLK control (MCLKIO, offset = 0x420)

Bit Symbol Value Description Reset value
0 MCLKIO MLK control. 0x0
0 Input mode.

Output mode.

31:1 E | ‘ Reserved. undefined

4.5.66 USB1 need clock control register

This register controls the polarity of the USB1 need clock signals for triggering the USB
USB1_NEEDCLK wake-up interrupt. For details of how to use this register for waking up
the part from deep-sleep mode, see Section 44.7.6 “USB1 wake-up”.

Table 118. USB1 need clock control (USB1NEEDCLKCTRL, offset = 0x424)

Bit | Symbol Value Description Reset value
0 AP_HS DEV_NEEDCLK USB1 device need clock signal control:. 0x0 ‘
0 HOST_NEEDCLK is under hardware control.

HOST_NEEDCLK is forced high.

1 POL_HS_DEV_NEEDCLK USB1 device need clock polarity for triggering the 0x0
USB1_NEEDCLK wake-up interrupt:.

0 Falling edge of DEV_NEEDCLK triggers wake-up.
Rising edge of DEV_NEEDCLK triggers wake-up.
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Table 118. USB1 need clock control (USB1NEEDCLKCTRL, offset = 0x424) ...continued

Bit
2

Symbol
AP_HS_HOST_NEEDCLK

Value

Description Reset value
USB1 Host need clock signal control:. 0x0

HOST_NEEDCLK is under hardware control.
HOST_NEEDCLK is forced high.

POL_HS_HOST _NEEDCLK

HS_DEV_WAKEUP_N

USB1 host need clock polarity for triggering the USB1_NEEDCLK | 0x0
wake-up interrupt.

Falling edge of HOST_NEEDCLK triggers wake-up.

Rising edge of HOST_NEEDCLK triggers wake-up.

Software override of device controller PHY wake up logic. 0x1

Forces USB1_PHY to wake-up.
Normal USB1_PHY behavior.

31:5

Reserved. Read value is undefined, only zero should be written. | undefined

4.5.67 USB1 need clock status register

This register is read-only and returns the status of the device and host need clock signals.
For details of how to use this register for waking up the part from deep-sleep mode, see
Section 44.7.6 “USB1 wake-up”.

Table 119. USB1 need clock status (USB1NEEDCLKSTAT, offset = 0x428)

Bit |Symbol Value ‘ Description Reset value
0 DEV_NEEDCLK USB1 device need clock signal status. 0x0
‘DEV_NEEDCLK is high.
0 DEV_NEEDCLK is low.
1 HOST_NEEDCLK 'USB1 host need clock signal status. 0x0
HOST_NEEDCLK is high.
0 'HOST_NEEDCLK is low.
31:2 |- Reserved. Read value is undefined, only zero should be written. undefined
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4.5.68 SDIO CCLKIN phase and delay control

This register delays the cclk_in_sample and cclk_in_drc wrt ccclk_in. Both phase and
delay shifts are sequential, so if activated together it is cumulative.

Table 120. SDIO CCLKIN phase and delay control (SDIOCLKCTRL, offset = 0x460)

Bit Symbol ‘Value ‘Description Reset value
1:0 CCLK_DRV_PHASE Programmable delay value by which cclk_in_drv is 0x0
phase-shifted with regard to cclk_in.
0 0 degree shift.
1 90 degree shift.
2 180 degree shift.
3 270 degree shift.
3:2 CCLK_SAMPLE_PHASE Programmable delay value by which cclk_in_sample is 0x0
delayed with regard to cclk_in.
0 0 degree shift.
1 90 degree shift.
2 180 degree shift.
3 270 degree shift.
6:4 - Reserved. Read value is undefined, only zero should be | undefined
written.
7 PHASE_ACTIVE Enables the delays CCLK_DRV_PHASE and 0x0
CCLK_SAMPLE_PHASE.
0 Bypassed.
Activates phase shift logic. When active, the clock divider
is active and phase delays are enabled.
15:8 |- Reserved. Read value is undefined, only zero should be  |undefined
written.
20:16 CCLK DRV_DELAY Programmable delay value by which cclk_in_drv is 0x0
delayed with regard to cclk_in.
22:21 |- Reserved. Read value is undefined, only zero should be | undefined
written.
23 CCLK_DRV_DELAY_ACTIVE Enables drive delay, as controlled by the 0x0
CCLK_DRV_DELAY field.
Enable drive delay.
0 Disable drive delay.
28:24 CCLK_SAMPLE_DELAY Programmable delay value by which cclk_in_sample is 0x0
delayed with regard to cclk_in.
30:29 |- Reserved. Read value is undefined, only zero should be | undefined
written.
31 CCLK_SAMPLE_DELAY_ACTIVE Enables sample delay, as controlled by the 0x0
CCLK_SAMPLE_DELAY field.
Enables sample delay.
0 Disables sample delay.
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4.5.69 PLL registers

The PLL registers provide a wide range of frequencies and can potentially be used for
many on-chip functions. The PLL registers can be used with or without a spread spectrum
clock generator. See Section 4.6.6 “PLLO and PLL1 functional description” for additional

details of PLL operation.

4.5.69.1 PLLO

4.5.69.1.1 PLLO control register

The PLLOCTRL register provides most of the control over basic selections of PLLO modes

and operating details.

Table 121. PLLO control (PLLOCTRL, offset = 0x580)

Bit Symbol Access ‘Value ‘Description Reset value
3:0 SELR RW Bandwidth select R value. 0x0
94  SELI RW ‘Bandwidth select | value. 0x0
14:10 |SELP RW Bandwidth select P value. 0x0
15 BYPASSPLL RwW ’ ’Bypass PLL input clock is sent directly to the PLL output. 0x0
Bypass PLL input clock is sent directly to the PLL output.
0 UsePLL.
16 BYPASSPOSTDIV2 |RW Bypass of the divide-by-2 divider in the post-divider. 0x0
K ’Bypass of the divide-by-2 divider in the post-divider.
0 Use the divide-by-2 divider in the post-divider.
17 LIMUPOFF RW limup_off = 1 in spread spectrum and fractional PLL 0x0
applications.
18 BWDIRECT RW Control of the bandwidth of the PLL. 0x0
’ 'Modify the bandwidth of the PLL directly.
0 The bandwidth is changed synchronously with the
feedback-divider.
19  BYPASSPREDIV RW | ‘Bypass of the pre-divider. 0x0
Bypass of the pre-divider.
0 ‘Use the pre-divider.
20 BYPASSPOSTDIV |RW Bypass of the post-divider. 0x0
K vBypass of the post-divider.
0 Use the post-divider.
21 CLKEN RW 'Enable the output clock. 0x0
Enable the output clock.
0 Disable the output clock.
22 FRMEN RW Free running mode. 0x0
V‘I vFree running mode is enable.
0 Free running mode is disable.
23 FRMCLKSTABLE |RW | Free running mode clock stable. Note: frm_clockstable can be |0x0
=1 only after the PLL output frequency is stable.
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Table 121. PLLO control (PLLOCTRL, offset = 0x580) ...continued

Bit Symbol Access ’Value ’Description Reset value
24 SKEWEN RW Skew mode. 0x0
1 Skew mode is enable.
0 'Skew mode is disable.
31:25 - WO Reserved. Read value is undefined, only zero should be undefined
written.

4.5.69.1.2 PLLO status register
The read-only PLLOSTAT register provides the PLL lock status and other status details.
Remark: The lock status does not reliably indicate the PLL status for the following two
configurations: spread-spectrum mode or fractional enabled or low input clock frequencies

such as 32 kHz. In these cases, refer to the PLL lock times listed in the specific device
data sheet to obtain appropriate wait times for the PLL to lock.

Table 122. PLLO status (PLLOSTAT, offset = 0x584)

Bit | Symbol ‘Access Description Reset value
0 LOCK RO Lock detector output (active high) Warning: The lock signal is only reliable 0x0
between fref[2]:100 kHz to 20 MHz.

1 PREDIVACK RO Pre-divider ratio change acknowledge. 0x0

2 FEEDDIVACK RO Feedback divider ratio change acknowledge. 0x0

3 POSTDIVACK RO Post-divider ratio change acknowledge. 0x0

4 FRMDET ‘RO Free running detector output (active high). 0x0

315 |- WO Reserved. Read value is undefined, only zero should be written. undefined

4.5.69.1.3 PLLO N-divider register
The PLLONDEC controls operation of the PLL pre-divider.

Table 123. PLLO N divider (PLLONDEC, offset = 0x588)

Bit Symbol |Access Description Reset value
7:0 NDIV RW Pre-divider, divider ratio (N-divider). 0x0

8 YNREQ RW Pre-divider ratio change request. 0x0

319 |- WO Reserved. Read value is undefined, only zero should be written. undefined

4.5.69.1.4 PLLO P-divider register
The PLLOPDEC controls operation of the PLL post-divider.

Table 124. PLLO P divider (PLLOPDEC, offset = 0x58C)

Bit Symbol |Access Description Reset value
4:0 PDIV RW Post-divider, divider ratio (P-divider). 0x0

5 VPREQ RW 'Feedback ratio change request. 0x0

316 |- WO Reserved. Read value is undefined, only zero should be written. undefined

4.5.69.1.5 Spread spectrum control with the System PLL

The spread spectrum functionality can be used to modulate the PLL output frequency.
This can decrease electromagnetic interference (EMI) in an application. The Spread
Spectrum Clock Generator can be used in several ways:
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It can encode M-divider values between 1 and 255 to produce the MDEC value used
directly by the PLL, saving the need for executing encoding algorithm code, or

hard-coding predetermined values into an application.
It can provide a fractional rate feature to the PLL.

® |t can be set up to automatically alter the PLL CCO frequency on an ongoing basis to

decrease electromagnetic interference (EMI).

If the spread spectrum mode is enabled, choose N to ensure 3 MHz < Fin/N < 5 MHz.
Spread spectrum mode cannot be used when Fin = 32 kHz.

When the modulation (MR) is set to zero, the PLL becomes a fractional PLL. Please refer
to section Section 4.6.6.3.3 “Spread spectrum mode”.

PLLO spread spectrum control register 0

Table 125. PLLO spread spectrum wrapper control register 0 (PLLOSSCGO, offset = 0x590)

Bit

Symbol

Access Value Description ‘ Reset value

31:0

MD_LBS

RwW

Input word of the wrapper bits 31 to 0. 0x0

PLLO spread spectrum control register 1

Table 126. PLLO spread spectrum wrapper control register 1 (PLLOSSCG1, offset = 0x594)

Note: MD_MBS+MD_LBS fields represent md[32:0].

Bit Symbol Access Description Reset value
0 MD_MBS RW Input word of the wrapper bit 32. 0x0
1 MD_REQ RW MD change request. 0x0
4:2 MF RW Programmable modulation frequency fm = Fref/Nss mf[2:0] = 000 => Nss=512 |0x0
(fm s,
75 MR RW Programmable frequency modulation depth: 0x0
Dfmodpk-pk =
Frefkss/Fcco= kss/(2md[32:25]dec)mr[2:0] = 000 => kss = 0 (no spread spectrum) mr[2:0] = 001 => kss1
» ‘mr[2:O] =010 =>kss 1
9:8 MC RW Modulation waveform control Compensation for low pass filtering of the PLL to  |0x0
get a triangular modulation at the output of the PLL, giving a flat frequency
spectrum.
25:10 MDIV_EXT RW To select an external mdiv value. 0x0
26 MREQ RW To select an external mreq value. 0x0
27 DITHER RW dithering between two modulation frequencies in a random way or in a pseudo |0x0
random way (white noise), in order to decrease the probability that the
modulated waveform will occur with the same phase on a particular point on the
screen.
28 SEL_EXT RW To select mdiv_ext and mreq_ext sel_ext = 0: 0x0
MAiV md[32:0], mreq = 1 sel_ext = 1: mdiv = mdiv_ext, mreq = mreq_ext.
31:29 - WO Reserved. Read value is undefined, only zero should be written. undefined

Table 127. Modulator input (spread spectrum enabled): md => F¢jycco= (Md[32:25]dec + md[24:0)dec2-25) F ¢

md[32:0] (min. 1000000006y => Md[32:25]4ec=16, Md[24:0]4ec=0, Folkoco=2 *16*Fref
frequency)

md[32:0] 380000001 ey => MA[32:25]4ec=56, Md[24:0]4ec=1, Fekeco=2 * (56+2-25)*F e

md[32:0] 380000002hex => MA[32:25]4ec=56, Md[24:0l4ec=2, Folkeco=2 * (56+2724)*F ¢
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Table 127. Modulator input (spread spectrum enabled): md => F¢jycco= (Md[32:25]dec + md[24:0)dec2-25) F ¢

md[32:0] 380000003},ex => md[32:25]4ec=56, Md[24:0]4ec=3, Feikcco=2 *
(56+2-24+2-25)*Fref

md[32:0] etcetera

md[32:0] (max. F30000000ex => md[32:25]4ec=243, md[24:0]4ec=0, Fcikcco=2 * (243)*F et

frequency)

Table 128. Modulator input (spread spectrum disabled, only fractional => mc=0, mr=0): md => F¢jkcco =
(md[32:25]dec + md[24:0]dec*2-25) * F s

md[32:0] = 225*Maverage => Maverage=(F o pLL / FrefpLL)

md[32:0]

md[32:0] max. value (overflow ZA
modulator)

11111 0110 0000 0000 0000 0000 0000 0000y, = 1F600000hex =>
Maverage,max = 251(see Table 129 “Examples of M and stepsize if pd =

).

md[32:0] min. value (overflow XA modulator)

0 0000 1000 0000 0000 0000 0000 0000 0000, = 08000000hex =>

Maverage,min = 4 (see Table 129 “Examples of M and stepsize if pd = ‘1"").

Table 129. Examples of M and stepsize if pd = ‘1’

md[32:0] M stepsizel2l
(pd =”1”) (pd =!!1!!)

0 1000 0000 0000 0000 0000 0000 0000 64 1/M»1.56%

0000, = 080000000},cx = 64 * 225

0 1000 0010 0000 0000 0000 0000 0000 65 1/M»1.54%

0000, = 082000000},ex = 65 * 225

0 1000 0010 0000 0000 0000 0000 0000 65 1/M»1.54%

0001, = 082000000y = 65 * 225+1

0 1000 0011 0000 0000 0000 0000 0000 65 1/M»1.54%

0000, = 083000000},¢x = 65 * 225+224

0 1011 1000 0000 0000 0000 0000 0000 92 1/M»1.09%

0000y, = 0B8000000ey = 92 * 225

00011 0110 0000 0000 0000 0000 0000 27 1/M»3.70%

0000, = 036000000pex = 27 * 225

[11  [1] M = md[32:25]4ec
[2] stepsize=1/M

4.5.69.2 PLL1

4.5.69.2.1

PLL1 control register

The PLL1CTRL register provides most of the control over basic selections of PLL1 modes
and operating details.

Table 130. PLL1 control (PLL1CTRL, offset = 0x560)

Bit Symbol Access Value Description Reset
value

3:0 SELR RW Bandwidth select R value. 0x0

9:4 SELI RW ‘Bandwidth select | value. 0x0

14:10 |SELP RW Bandwidth select P value. 0x0
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Table 130. PLL1 control (PLL1CTRL, offset = 0x560) ...continued

Bit Symbol Access Value Description Reset
value
15 BYPASSPLL RW Bypass PLL input clock is sent directly to the PLL output (default). | 0x0
PLL input clock is sent directly to the PLL output.
0 ‘use PLL.
16 BYPASSPOSTDIV2 RW Bypass of the divide-by-2 divider in the post-divider. 0x0
K vBypass of the divide-by-2 divider in the post-divider.
0 Use the divide-by-2 divider in the post-divider.
17 LIMUPOFF RW | inmup_off =1 in spread spectrum and fractional PLL applications. |0x0
18 BWDIRECT RW Control of the bandwidth of the PLL. 0x0
| 'Modify the bandwidth of the PLL directly.
0 The bandwidth is changed synchronously with the feedback
divider.
19 BYPASSPREDIV RW Bypass of the pre-divider. 0x0
>1 ’Bypass of the pre-divider.
0 Use the pre-divider.
20 |BYPASSPOSTDIV |RW ‘Bypass of the post-divider. 0x0
Bypass of the post-divider.
>0 >Use the post-divider.
21 CLKEN RwW Enable the output clock. 0x0
1 Enable the output clock.
0 Disable the output clock.
22 FRMEN RW 1: free running mode. 0x0
23 FRMCLKSTABLE |RW | Free running mode clockstable: Warning: Only make 0x0
frm_clockstable = 1 after the PLL output frequency is stable.
24 SKEWEN RW 'Skew mode. 0x0
Skewmode is enable.
0 ‘Skewmode is disable.
31:25 WO Reserved. Read value is undefined, only zero should be written. |undefined

4.5.69.2.2 PLLA1 status register
The read-only PLL1STAT register provides the PLL lock status and other status details.
Remark: The lock status does not reliably indicate the PLL status for the following two
configurations: spread-spectrum mode or fractional enabled or low input clock frequencies

such as 32 kHz. In these cases, refer to the PLL lock times listed in the specific device
data sheet to obtain appropriate wait times for the PLL to lock.

Table 131. PLL1 status register (PLL1STAT, offset = 0x564)

Bit | Symbol Access Description Reset value
0 LOCK RO Lock detector output (active high) Warning: The lock signal is only reliable 0x0
between fref[2] :100 kHz to 20 MHz.
PREDIVACK |RO Pre-divider ratio change acknowledge. 0x0
2 FEEDDIVACK RO Feedback divider ratio change acknowledge. 0x0
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Table 131. PLL1 status register (PLL1STAT, offset = 0x564) ...continued

Bit | Symbol Access Description Reset value
3 POSTDIVACK RO Post-divider ratio change acknowledge. 0x0
4 FRMDET RO Free running detector output (active high). 0x0
31:5 WO Reserved. Read value is undefined, only zero should be written. undefined
4.5.69.2.3 PLL1 N-divider register
The PLL1NDEC controls operation of the PLL pre-divider.
Table 132. PLL1 N divider (PLL1NDEC, offset = 0x568)
Bit | Symbol |Access |Description Reset value
7.0 NDIV RW Pre-divider, divider ratio (N-divider). 0x0
8 NREQ RW Pre-divider ratio change request. 0x0
319 |- WO Reserved. Read value is undefined, only zero should be written. undefined
4.5.69.2.4 PLL1 M-divider register
The PLL1MDEC controls operation of the PLL feedback divider.
Table 133. PLL1 M divider (PLL1MDEC, offset = 0x56C)
Bit ’Symbol ‘Access Description Reset value
15:0 MDIV RW Feedback divider, divider ratio (M-divider). 0x0
16 MREQ RW Feedback ratio change request. 0x0
31:17 |- WO Reserved. Read value is undefined, only zero should be written. undefined
4.5.69.2.5 PLL1 P-divider register
The PLL1PDEC controls operation of the PLL post-divider.
Table 134. PLL1 P divider (PLL1PDEC, offset = 0x570)
Bit | Symbol |Access |Description Reset value
4:0 PDIV RW Feedback divider, divider ratio (M-divider). 0x0
5 PREQ RW Feedback ratio change request. 0x0
316 |- WO Reserved. Read value is undefined, only zero should be written. undefined
4.5.70 Functional retention control register (FUNCRETENTIONCTRL)

Disclaimer: The values written to this register should not be changed. These registers are
handled by the SDK power library. The user should not modify the power library source
code. Changes to the power library source code can cause application failure. NXP is not
responsible for any change to the power library code and is not obligated to provide

support.

This register describes the Functional retention control.

Table 135. Functional retention control (FUNCRETENTIONCTRL, offset = 0x704)

Bit Symbol Access Value Description Reset
value
0 FUNCRETENA 0x0

RW Functional retention in power down only.
Enable functional retention.

UM11126

0 Disable functional retention.
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Table 135. Functional retention control (FUNCRETENTIONCTRL, offset = 0x704) ...continued

Bit Symbol Access |Value Description Reset
value
13:1  |RET_START RW Start address divided by 4 inside SRAMX bank. 0x0
23:14 |RET_LENTH RW Length of Scan chains to save. 0x143
31:24 |- VW ‘Reserved. Read value is undefined, only zero should be undefined.
written.

4.5.71 CPU control for multiple processor

The CPUCTRL register provides control for the two CPUs. CPUQ is factory set to be the
master and comes out of reset default. CPUOQ cannot be reset or have its clock disabled
via this register. Only CPUO can use the Power APls, see Chapter 14
“LPC55S6x/LPC55S2x/LPC552x Power Profiles/Power Control API” to cause the device
to enter reduced power modes.

If the clock to the CPU1 is to be disabled at some point in the application for power
savings, CPU1 should have entered its own sleep mode prior to that point. It avoids
incomplete operations in CPU1. CPU1 is in reset and stays disabled until CPUO decides
to release it from reset. Before releasing reset of CPU1, CPUOQ should program a set of
registers to boot location. This is achieved by programming the CPUCTRL and CPBOOT
registers. CPU1 has access to all interrupts as CPUO.

Table 136. CPU Control for multiple processors (CPUCTRL, offset = 0x800)

Bit Symbol Access |Value Description Reset value
2:0 - WO Reserved. Read value is undefined, only zero should be written. undefined.
3 CPU1CLKEN |RW CPU1 clock enable. 0x1
0 The CPU1 clock is enabled.
The CPU1 clock is not enabled.
- Reserved. Read value is undefined, only zero should be written. ’undefined.
5 CPU1RSTEN |RW CPU1 reset. 0x1
0 The CPU1 is being reset.
The CPU1 is not being reset.
156 |- WO - Reserved. Read value is undefined, only zero should be written. E
31:16 RW Must be written as 0xC0C4 for the write to have an effect. -

4.5.72 CPU1 boot address

CPBOOQT can be used in an application that uses both CPUs to send CPU1 to an
appropriate boot address. CPBOOT sets CPU1 Vector Table Offset Register (128 byte
aligned). When CPU1 starts execution, its stack pointer and execution addresses are
loaded from this table. The CPU1 stack pointer is the first entry and the execution address
is in the second entry.

Table 137. Coprocessor boot address (CPBOOT, offset = 0x804)

Bit Symbol Description Reset value
31:0 CPBOOT Coprocessor boot address. 0x0
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4.5.73 CPU status

CPU_STAT provides some status for both CPUs. This register can be read by software at
run time, or with a debugger.

Table 138. CPU status (CPSTAT, offset = 0x80C)

Bit |Symbol Value
0 CPUOSLEEPING

Description
The CPUO sleeping state.

Reset value
0x0

The CPU is sleeping.

‘The CPU is not sleeping.

1 CPU1SLEEPING

The CPU1 sleeping state.

The CPU is sleeping.

0x0

2 CPUOLOCKUP

The CPU is not sleeping.

‘The CPUO lockup state.

0x0

The CPU is in lockup.

‘The CPU is not in lockup.

3 CPU1LOCKUP

The CPU1 lockup state.

‘The CPU is in lockup.

0x0

314 |-

The CPU is not in lockup.

‘Reserved. Read value is undefined, only zero should be written.

‘undefined

4.5.74 DICE register

LPC55S6x offers support for Device Identifier Composition Engine (DICE) to provide
Composite Device Identifier (CDI). 8x 32-bit R/W DICE registers are available to store CDI
computed by ROM. Once CDI is computed and consumed, contents of those registers will
be erased by ROM. Those registers can be used as scratch registers.

Table 139. (From DICE_REGO to DICE_REG?7, offset = 0x900 to offset = 0x91C) bit description

Bit Symbol

Value Description

Reset value ‘

31:0 |DICE_REGx

Can be used as scratch register.

4.5.75 Clock control

This register disables clock distribution to prevent extra consumption when they are

unused.

Table 140. Various system clock controls: (CLOCK_CTRL, offset = 0xA18)

0x0 \

Bit Symbol

Access Value |Description

Reset value

0 -
1 XTAL32MHZ_FREQM_ENA

RW Reserved.

module.

undefined

RW Enable XTAL32MHz clock for Frequency Measure 0x0

The clock is enabled.
0 The clock is not enabled.

2 FRO1MHZ_UTICK_ENA

UM11126

The clock is enabled.

RW Enable FRO 1 MHz clock for Micro-tick timer module. |0x0

0 The clock is not enabled.
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Table 140. Various system clock controls: (CLOCK_CTRL, offset = 0xA18) ...continued

Bit Symbol Access |Value Description Reset value
3 FRO12MHZ_FREQM_ENA RW Enable FRO 12 MHz clock for frequency measure 0x0
module.

The clock is enabled.
0 The clock is not enabled.

4 FRO_HF_FREQM_ENA RW Enable FRO_HF clock for Frequency Measure 0x0
module.

The clock is enabled.
0 The clock is not enabled.

5 CLKIN_ENA RW Enable CLCKIN from XTAL32M clock for clock 0x0
module.

The clock is enabled.

0 The clock is not enabled.
6 FRO1TMHZ_CLK_ENA RW Enable 1 MHz FRO. 0x0
The clock is enabled.

0 The clock is not enabled.

7 ANA_FRO12M_CLK_ENA |RW Enable FRO 12 MHz clock for analog control of the 0x0
FRO 192 MHz.

The clock is enabled.

0 The clock is not enabled.
8 XO_CAL_CLK_ENA RW Enable clock for both crystal oscillator calibration. 0x0
The clock is enabled.

0 The clock is not enabled.

9 PLU_DEGLITCH_CLK_ENA |RW Enable clocks FRO_1 MHz and FRO_12 MHz for PLU | 0x0
glitch removal.

The clock is enabled.

0 The clock is not enabled.

31:10 WO Reserved. Read value is undefined, only zero should |0x0
be written.

4.5.76 Comparator interrupt control

This register is to control the interrupt handler for comparator.

Table 141. Comparator interrupt control (COMP_INT_CTRL, offset = 0xB10)

Bit | Symbol Value |Description Reset
value
0 INT_ENABLE Analog comparator interrupt enable control. 0x0
1 ‘ Interrupt enable.
0 Interrupt disable.
1 INT_CLEAR ‘ ‘Analog comparator interrupt clear. 0x0
0 No effect.
1 Clear the interrupt. Self-cleared bit.
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Table 141. Comparator interrupt control (COMP_INT_CTRL, offset = 0xB10) ...continued

Bit |Symbol Value |Description

4:2 |INT_CTRL Comparator interrupt type selector.

Reset
value

0x0

Analog comparator interrupt edge sensitive is disabled.

Analog comparator interrupt is rising edge sensitive.

Analog comparator interrupt is falling edge sensitive.

Analog comparator interrupt is rising and falling edge sensitive.

Analog comparator interrupt level sensitive is disabled.

Analog comparator interrupt is high level sensitive.

Analog comparator interrupt is low level sensitive.

N OoaOlw =20 M DN O

Analog comparator interrupt level sensitive is disabled.

5 INT_SOURCE Select which analog comparator output (filtered our un-filtered) is used for
interrupt detection.

0x0

0 Select analog comparator filtered output as input for interrupt detection.

1 ‘Select analog comparator raw output (unfiltered) as input for interrupt detection
should be used when analog comparator is used as wake up source in power
down mode.

316 |- Reserved. Read value is undefined, only zero should be written.

4.5.77 Comparator interrupt status

This register indicates comparator interrupt status.

Table 142. Comparator interrupt status (COMP_INT_STATUS, offset = 0xB14)

undefined

Bit Symbol Value |Description

Reset
value

0 STATUS Interrupt status BEFORE interrupt enable.
0 No interrupt pending.

Interrupt pending.
1 INT_STATUS Interrupt status AFTER interrupt enable.

0 No interrupt pending.

Interrupt pending.

0x0

0x0

2 VAL Comparator analog output.

P+ is greater than P-.

0 P+ is smaller than P-.

31:3 |- | Reserved. Read value is undefined, only zero should be written.

0x0

undefined

4.5.78 Control automatic clock gating

This register allows selective enabling of automatic clock gating for some peripherals (see
Table below). Enabling automatic clock gating will turn off clocks to each peripheral after
16 bus clocks with no activity. This saves power when the peripherals are not used for
some time. When peripherals are turned off because of automatic clock gating, there is a
1 clock delay for the next access. For time-critical code, Automatic clock gating may be

disabled to improve speed by 1 to 2%.
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Table 143. Control automatic clock gating (AUTOCLKGATEOVERRIDE, offset = 0xE04)

Bit
0

Symbol
ROM

Value

Description

Control automatic clock gating of ROM controller.

0x1

Automatic clock gating is disabled.

iAutomatic clock gating is enabled

Reset value

RAMX_CTRL

RAMO_CTRL

Control automatic clock gating of RAMX controller.

iAutomatic clock gating is disabled.

0x1

Automatic clock gating is enabled

'Control automatic clock gating of RAM 0 controller.

0x1

Automatic clock gating is disabled.

iAutomatic clock gating is enabled

RAM1_CTRL

RAM2_CTRL

Control automatic clock gating of RAM 1 controller.

iAutomatic clock gating is disabled.

0x1

Automatic clock gating is enabled

'Control automatic clock gating of RAM 2 controller.

0x1

Automatic clock gating is disabled.

iAutomatic clock gating is enabled

RAM3_CTRL

RAM4_CTRL

Control automatic clock gating of RAM 3 controller.

iAutomatic clock gating is disabled.

0x1

Automatic clock gating is enabled

'Control automatic clock gating of RAM 4 controller.

0x1

Automatic clock gating is disabled.

'Automatic clock gating is enabled

SYNCO_APB

SYNC1_APB

Control automatic clock gating of synchronous bridge controller 0.

'Automatic clock gating is disabled.

0x1

Automatic clock gating is enabled

'Control automatic clock gating of synchronous bridge controller 1.

0x1

Automatic clock gating is disabled.

'Automatic clock gating is enabled

10:9
11

CRCGEN

Reserved. Must be written with 1. Ignored upon READ.

'Control automatic clock gating of CRCGEN controller.

0x1

Automatic clock gating is disabled.

'Automatic clock gating is enabled

12

13

SDMAO

SDMA1

Control automatic clock gating of DMAO controller.

'Automatic clock gating is disabled.

0x1

Automatic clock gating is enabled

'Control automatic clock gating of DMA1 controller.

0x1

Automatic clock gating is disabled.

'Automatic clock gating is enabled

14

UM11126

USBO

Control automatic clock gating of USBO controller (USB Full Speed). 0x1

'Automatic clock gating is disabled.

Automatic clock gating is enabled
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Table 143. Control automatic clock gating (AUTOCLKGATEOVERRIDE, offset = 0xE04) ...continued

Bit
15

Symbol
SYSCON

Value Description

Control automatic clock gating of synchronous system controller
registers bank.

Automatic clock gating is disabled.

0 vAutomatic clock gating is enabled

Reset value
0x1

31:16

ENABLEUPDATE

The value 0xCODE must be written for AUTOCLKGATEOVERRIDE
registers fields updates to have effect.

O0xCODE | Bit Fields 0 - 15 of this register are updated.

- Any other values than 0xCODE. Bit Fields O - 15 of this register are not
updated.

0x0

UM11126
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Enable bypass of the first stage

This register enable bypass of the first stage of synchronization inside GPIO_INT module.

Table 144. Control of synchronization inside GPIO_INT module (GPIOPSYNC, offset = 0xE08)

Bit | Symbol ’Value ’
0 PSYNC

Description
Enable bypass of the first stage of synchronization inside GPIO_INT modules.

Reset value
0x0

Bypass of the first stage of synchronization inside GPIO0, GPIO1, GINTO, GINT1,
PINTO and PINT1 modules.

Use the first stage of synchronization inside GPIO0, GPIO1, GINTO, GINT1, PINTO
and PINT1 modules.

vReserved. Read value is undefined, only zero should be written.

undefined

4.5.80

Debug lock enable

This register controls write access to CODESECURITYPROTTEST,
CODESECURITYPROTCPUO, CODESECURITYPROTCPU1,
CM33_DEBUG_FEATURES, MCM33_DEBUG_FEATURES and
DBG_AUTH_SCRATCH registers.

Table 145. Debug Lock Enable (DEBUG_LOCK_EN, offset = 0xFAO0)

Bit | Symbol Value |Description

Reset value

3:0 |[LOCK_ALL

Control write access to security registers: Control write access to
CODESECURITYPROTTEST, CODESECURITYPROTCPUO,
CODESECURITYPROTCPU1, CPUO_DEBUG_FEATURES,
CPU1_DEBUG_FEATURES and DBG_AUTH_SCRATCH registers.

OxA

OxA
0x5

Enables write access to all six registers.

cannot be modified until a Power On Reset (PoR) occurs.

Others Reserved.

Disables write access to all six registers. Once 0x5 is written in this field, its value

314 -

4.5.81

Reserved. Read value is undefined, only zero should be written.

undefined

[11 Upon POR, ROM will configure the security related registers based on PFR and will write 0x5 to

DEBUG_LOCK_EN register.

Debug features control

This register controls CPUO and CPU1 debug features. Invasive debug is defined as a
debug process where you can control and observe the processor like halting processor

and modifying its state.

Table 146. Debug Features register (DEBUG_FEATURES, offset = 0xFA4)

Bit Symbol ’Value ’ Description Reset value
1:0 CPUO_DBGEN CPUO invasive debug control. 0x0

0x2 Invasive debug is enabled.

0x1 Invasive debug is disabled.

Others Reserved.
3:2 ‘CPUO_NIDEN | 'CPUO non invasive debug control. 0x0

0x2 Invasive debug is enabled.

0x1 Invasive debug is disabled.

Others Reserved.
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Bit Symbol ’Value ’Description Reset value
5:4 CPUO_SPIDEN CPUO secure invasive debug control. 0x0
0x2 Invasive debug is enabled.
0x1 Invasive debug is disabled.
Others Reserved.
7:6 ‘CPUO_SPNIDEN ’ 'CPUO secure non invasive debug control. 0x0
0x2 Invasive debug is enabled.
0x1 Invasive debug is disabled.
Others Reserved.
9:8 MCM33_DBGEN ’ 'CPU1 invasive debug control. 0x0
0x2 Invasive debug is enabled.
0x1 Invasive debug is disabled.
Others Reserved.
11:10 ‘MCM33_NIDEN ’ 'CPU1 non invasive debug control. 0x0
0x2 Invasive debug is enabled.
0x1 Invasive debug is disabled.
Others Reserved.
31:12 I- | iReserved. Read value is undefined, only zero should be written. undefined

Table 147. Debug Features Duplicate register (DEBUG_FEATURES_DP, offset = 0xFAS8)

4.5.82 Debug features control duplicate

This register controls the CPUO and CPU1 debug features. It is a duplicate of the Debug
Features register. This duplicated register with multi-bit control is provided to counter fault

attacks.

Bit Symbol ‘Value ‘ Description Reset value
1:0 CPUO_DBGEN CPUO Invasive debug control. 0x1
0x2 Invasive debug is enabled.
0x1 Invasive debug is disabled.
Others  Reserved.
3:2 CPUO_NIDEN CPUO non invasive debug control. 0x1
0x2 Invasive debug is enabled.
0x1 Invasive debug is disabled.
Others  Reserved.
5:4 CPUO_SPIDEN CPUO secure invasive debug control. 0x1
0x2 Invasive debug is enabled.
0x1 Invasive debug is disabled.
Others  Reserved.
7:6 CPUO_SPNIDEN CPUO secure non invasive debug control. 0x1
0x2 Invasive debug is enabled.
0x1 Invasive debug is disabled.
Others  Reserved.
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Table 147. Debug Features Duplicate register (DEBUG_FEATURES_DP, offset = 0xFAS8) ...continued

Bit Symbol ’Value ’Description Reset value
9:8 MCM33_DBGEN CPU1 invasive debug control. 0x1

0x2 Invasive debug is enabled.

0x1 Invasive debug is disabled.

Others | Reserved.

11:10 ‘MCM33_NIDEN ’ 'CPU1 non invasive debug control. 0x1
0x2 Invasive debug is enabled.
0x1 Invasive debug is disabled.

Others | Reserved.

31:12 I- iReserved. Read value is undefined, only zero should be written. undefined

4.5.83 SWD access port for CPU0O

This register is used by ROM during DEBUG authentication mechanism to enable debug
access port for CPUO.

Table 148. SWD access port for CPUO (SWDCPUO, offset = 0xFB4)

Bit | Symbol Value Description Reset value
31:0 'SEC_CODE CPUO SWD-AP: 0x12345678. 0x0 ‘
305419896 Value to write to enable CPUO SWD access. Reading back register will be
read as OxA.
Others CPUO SWD is not allowed. Reading back register will be read as 0x5.

4.5.84 SWD access port for CPU1

This register is used by ROM during DEBUG authentication mechanism to enable debug
access port for CPU1.

Table 149. SWD access port for CPU1 (SWDCPU1, offset = 0xFB8)

Bit | Symbol Value Description Reset value
31:0 SEC_CODE CPU1 SWD-AP: 0x12345678. 0x0
1305419896 Value to write to enable CPU1 SWD access. Reading back register will be
read as OxA.
Others CPU1 SWD is not allowed. Reading back register will be read as 0x5.

4.5.85 Key block register

Write a value in this register to block access to PUF indexes. This register is used to
detect tamper attacks. Any value other than 0x3CC35AA5 written to this register will
disable PUF output. Once disabled, keys cannot be retrieved from PUF.

Table 150. Key Block register (KEY_BLOCK, offset = 0xFBC)

Bit Symbol Value Description Reset value
31:0 KEY_ BLOCK Write a value to block PUF indexes. 0x3CC35AA5
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4.5.86 Debug authentication BEACON register

This register is protected by security. ROM sets this register (read only) with a value

received in the debug credentials before passing control to user code.

This is useful for

extending debug authentication control for customer applications. Please refer to

Section 51.7 “Debug authentication” for details.

Table 151. Debug Authentication Scratch registers (DEBUG_AUTH_BEACON, offset = 0xFCO0)

Bit | Symbol ’Description Reset value
31:0  BEACON |Set by the debug authentication code in ROM to pass the debug beacons (Credential 0x0
Beacon and Authentication Beacon) to application code.
4.5.87 CPU configuration register
This register is used to configure CPU1.
Table 152. CPU Configuration register (CPUCFG, offset = 0xFD4)
Bit | Symbol ‘Value ‘Description Reset value
1.0 - Reserved. 0x2
2 CPU1ENABLE Enable CPU1. 0x0
0 'CPU1 is disabled (Processor in reset). ‘
1 CPU1 is enabled.
31:3 |- ‘ ‘Reserved. Read value is undefined, only zero should be ‘undefined.
written.
4.5.88 Device ID register
This register describes the device ID.
Table 153. Device IDO0 register (DEVICE_IDO, offset = 0xFF8)
Bit ’Symbol Value Description Reset value
31:0 DEVICE_ID Device/Part Identification
0x501000C5 LPC55S69 Rev 1B undefined.
0x501022C2 LPC55S66 Rev 1B undefined.
0x5000000 LPC55S69 Rev 0A undefined.
05000220 LPC55S66 Rev 0A undefined.
4.5.89 Chip revision ID and N nhumber
This register describes the Chip Number and Revision.
Table 154. Chip revision ID and number (DIEID, offset = 0xFFC)
Bit Symbol Description Reset value
3:.0 REV_ID Device Revision. Value read as 0x0 applies to device revision 0Aand |0x1
0x1 to device revision 1B.
314 - Reserved. Read value is undefined, only zero should be written. undefined.
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4.6 Functional description

UM11126

4.6.1

4.6.2

4.6.3

Reset

Reset has the following sources:

e The RESET pin.

* Watchdog reset.

* Power-On Reset (POR).

¢ Brown Out Detect (BOD).

* ARM system reset.

* |SP-AP debug reset.

* Software reset.
Assertion of the POR or the BOD reset, once the operating voltage attains a usable level,
starts the FRO_192. After the FRO-start-up time, the FRO_192 provides a stable clock

output. The reset remains asserted until the external reset is released, the oscillator is
running, and the flash controller has completed its initialization.

On the assertion of any reset source (ARM system reset, POR, BOD reset, external reset,
watchdog reset, and Software Reset), the following processes are initiated:
1. The FRO is enabled or starts up if not running.
2. The flash wake-up starts. This takes approximately 40us.
3. The boot code in the ROM starts. The boot code performs the boot tasks and may
jump to the flash.

When the internal reset is removed, the processor begins executing at address 0, which is
initially the reset vector mapped from the boot block. At that point, all of the processor and
peripheral registers have been initialized to predetermined values.

Clock

The main clock select multiplexers are implemented with glitch-free logic. All the other
clock multiplexers described in this chapter cannot be considered as glitch-free, thus it is
necessary to pay attention during clock switching. All the dividers can be halted and
restarted during clock switching, to provide a glitch free output.

Start-up behavior

The FRO 12 MHz oscillator provides the default clock at reset and provides a clean
system clock shortly after the supply pins reach operating voltage. See the device data
sheet for details of start-up timing.

Note: The ROM boot code might switch to a higher frequency (either 24 MHz, 48 MHz, or
96 MHz) based on the settings in the Flash Protected Area (FPR).
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Brown-out detection

This device includes one Brown-out detector to monitor the voltage of VBAT. If the voltage
falls below one of the selected voltages, see Section 13.4.6 “VBAT Brown Out Detector
(BoD) control register” the BOD asserts an interrupt to the NVIC or issues a reset, see
Section 13.4.1 “Power Management Controller FSM (Finite State Machines) status

(STATUS)".

The interrupt signal can be enabled for interrupt in the interrupt enable register in the
NVIC, see Table 8 to cause a CPU interrupt; if not, software can monitor the signal by
reading a dedicated status register.

If the BOD interrupt is enabled, the BOD interrupt can wake up the chip from a reduced
power mode, not including power-down and deep power-down. See Chapter 14
“LPC55S6x/LPC55S2x/LPC552x Power Profiles/Power Control API”.

If the BOD reset is enabled, the forced BOD reset can wake up the chip from reduced
power modes, not including power-down and deep power-down.

Flash accelerator functional description

The flash accelerator is also known as the Flash Memory Controller, or FMC. The FMC is
distinct from, and interfaces with the Flash Controller.

The flash accelerator block maximizes performance of the CPU, (when it is running code
from flash memory), and helps to reduce power consumption.

See Section 4.5.61 “FMC configuration register” for more details.

The flash accelerator is divided into several functional blocks:
* AHB matrix interface, accessible by all bus masters that have a connection to the
matrix slave port used for flash memory.
* An array of eight 128-bit buffers.
* Flash accelerator control logic, including address compare and flash control.

* A flash memory interface.

Figure 7 shows a simplified diagram of the flash accelerator blocks and data paths.

|
|
: I
! |
AHB : AHB-Lite | Instruction/ - Flash |« : Flash
Matrix = | “|bus interface| |data buffers| [Interface —> Memory
| A 3
| |
|
: 1 .
! Flash \
! » Accelerator |
I Control :
|
-
Fig 7. Simplified block diagram of the flash accelerator
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Note: In the following descriptions, the term “fetch” applies to an explicit flash read
request from the CPU.

Flash memory bank

Flash programming operations are not controlled by the flash accelerator, but are handled
as a separate function. The boot code includes flash programming functions that may be
called as part of the application program, as well as loaders that may be used to
accomplish initial flash programming.

Flash programming constraints

Since the flash memory does not allow accesses during programming and erase
operations, it is necessary for the flash accelerator to force the CPU to wait if a memory
access to a flash address is requested while the flash memory is busy with a
programming operation. Under some conditions, this delay could result in a Watchdog
time-out. The user will need to be aware of this possibility and take steps to insure that an
unwanted Watchdog reset does not cause a system failure while programming or erasing
the flash memory. Application code, especially interrupts, can continue to run from other
memories during flash erase/write operations.

In order to preclude the possibility of stale data being read from the flash memory, the
flash accelerator buffers are automatically invalidated at the beginning of any flash
programming or erase operation. Any subsequent read from a flash address will cause a
new fetch to be initiated after the flash operation has completed.

Note: Flash ERASE and PROGRAM operations must be performed with a system clock
below or equal to 100 MHz.

PLLO and PLL1 functional description

The PLL is typically used to create a frequency that is higher than other on-chip clock
sources, and used to operate the CPU and/or other on-chip functions. It may also be used
to obtain a specific clock that is otherwise not available. For example, a source clock with
a frequency of any integer MHz (for example, the 12 MHz FRO) can be divided down to 1
MHz, then multiplied up to any other integer MHz (for example, 13, 14 and15).The PLL
can be set up by calling an API supplied by NXP Semiconductors. Also see Section 4.5.69
“PLL registers”, and Section 14.4.2 “POWER_EnterSleep”.
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Fig 8. PLL block diagram showing typical operation
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4.6.6.1 PLL features

Integrated PLL with no external components for clock generation.

Large input range at the phase detector: 2 kHz - 150 MHz.

CCO frequency: 275 MHz - 550 MHz.

Output clock (clkout) range: 4.3 MHz to 550 MHz (max limited to 150 MHz).
Programmable:

— Pre-divider N, (N, 1 to 28-1)

— Feedback-divider M, (M, 1 to 216-1)

— Post-divider P * 2 (P, 1 to 25-1)

Programmable bandwidth (integrating action, proportional action, high frequency
pole).

Real-time adjustment of the clock (dividers with handshake control).
Positive edge clocking.

Frequency limiter to avoid hang-up of the PLL.

Lock detector.

Power-down mode.

Possibility to bypass whole PLL.

Possibility to bypass the post-divider.

Possibility to bypass the pre-divider.

Possibility to disable the output clock.

Spread Spectrum mode (only on PLLO).
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PLL description

A number of sources may be used as an input to the PLL, see Figure 4 “LPC55S6x Clock
generation (Part 1 of 3)". In addition, a block diagram of the PLL is shown in Figure 8 “PLL
block diagram showing typical operation”. The PLL input, in the range: 2 kHz to 150 MHz,
may initially be divided down by a value N, which may be in the range of 1 to 255. This
input division provides a greater number of possibilities in providing a wide range of output
frequencies from the same input frequency.

Following the PLL input divider is the PLL multiplier. The multiplier can multiply the input
divider output through the use of a Current Controlled Oscillator (CCO) by a value M, in
the range of 1 through 65,535. The resulting frequency must be in the range of 275 MHz
to 550 MHz. The multiplier works by dividing the CCO output by the value of M, then using
a phase-frequency detector to compare the divided CCO output to the multiplier input.
The error value is filtered and used to adjust the CCO frequency.

The PLL output may further be divided by a value 2P if desired, where P is value in the
range of 1 to 31.

All of the dividers that are part of the PLL use an encoded value, not the binary divide
value. The LPCOpen Chip_ POWER_SetPLL API, see Section 14.4.2
“‘“POWER_EnterSleep” can adjust the value for the main feedback divider (the M divider),
but does not accept pre- and post-divider values. See section Section 4.6.6.3 “PLL
operating modes” and Section 4.6.6.5 “PLL usage” for information on how to obtain
divider values.

There are additional dividers in the clocking system to bring the PLL output frequency
down to what is needed for the CPU, USB, and other peripherals. The PLL output dividers
are described in the Clock Dividers section following the PLL description.

For PLL register descriptions, see Section 4.5.69 “PLL registers”.

Lock detector

The lock detector measures the phase difference between the rising edges of the input
and feedback clocks. Only when this difference is smaller than the so called /ock criterion
for more than seven consecutive input clock periods, the lock output switches from low to
high. A single too large phase difference immediately resets the counter and causes the
lock signal to drop (if it was high). Requiring seven phase measurements in a row to be
below a certain figure ensures that the lock detector will not indicate lock until both the
phase and frequency of the input and feedback clocks are very well aligned. This
effectively prevents false lock indications, and thus ensures a glitch free lock signal.

The PLL lock indicator is not reliable when F,¢ is below 100 kHz or above 20 MHz.
Instead, software should use a 6 ms time interval to insure the PLL will be stable.

For PLLO, spread spectrum mode, the PLL will generally not lock, software should use a 6
ms time interval to insure the PLL will be stable. See Section 4.6.6.5.1 “Procedure for
determining PLL settings”.

Power-down

To reduce the power consumption when the PLL clock is not needed, a PLL power-down
mode has been incorporated. This mode is enabled by setting the PDEN_PLLn (where n
indicates PLL number) bit to one in the power configuration register PDRUNCFGO, see

Table 311. In this mode, the internal current reference will be turned off, the oscillator and
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the phase-frequency detector will be stopped and the dividers will enter a reset state.
While in PLL power-down mode, the lock output will be low to indicate that the PLL is not
in lock.

When the PLL power-down mode is terminated by setting the PDEN_PLLn (where n
indicates PLL number) bit to zero, the PLL will resume its normal operation and will make
the lock signal high once it has regained lock on the input clock. While in this state, new
divider values may be entered, which will be used when the PLL power-down state is
exited by clearing PDEN_PLLn (where n indicates PLL number).

PLL operating modes

The PLL includes several main operating modes, and a power-down mode. These are
summarized in Table 155 and detailed in the following sections.

Table 155. PLL operating mode summary

UM11126

Mode PDEN_PLLn (where n indicates  Bits in SYSPLLCTRL: SEL_EXT bit  PD bit in
PLL number) bit in PDRUNCFGO0 BYPASS UPLIMOFF BANDSEL N PLLOSSCGO |PLLOSSCG1
Normal 0 0 0 1 1 '
Spreadspectrum 0 0 1 0 0 0
(only for PLLO)
Power-down 1 x [ X X X 1
[1] Use 1 if the PLL output is used even though the PLL is not altering the frequency.
4.6.6.3.1 Normal modes

Typical operation of the PLL includes an optional pre-divide of the PLL input, followed by a
frequency multiplication, and finally an optional post-divide to produce the PLL output.

Notations used in the frequency equations:

® Fin = the input to the PLL.

¢ Fout = the output of the PLL.

* Fref = the PLL reference frequency, the input to the phase frequency detector.

* N = optional pre-divider value.

* M = feedback divider value, which represents the multiplier for the PLL.

* P = optional post-divider value. An additional divide-by-2 is included in the
post-divider path.

A block diagram of the PLL as used in normal modes is shown in Figure 9.

All information provided in this document is subject to legal disclaimers. © NXP B.V. 2021. All rights reserved.

User manual

Rev. 2.4 — 8 October 2021 110 of 1227



NXP Semiconductors

UM11126

Chapter 4: LPC55S6x/LPC55S2x/LPC552x SYSCON

PLL input __ |
clock (Fin)

Fig 9.

UM11126

PLL output
Fref Phase clock (Fout)
Divide byN g frequency Fliter CCO DIVIde‘ by 2P|— A
y A X
I detector
Divide by M
il
o
-
o 7
8 L e 8
o x I o
— O
z = = w o =l 0
- O ° w S | 7N
&} [} - O <
i} w L |
¥ — L X o
[a) X o w [a) = >
z o = 7] o QO m
PLL control Spread spectrum and PLL control registers
registers fractional mode controller
A A A A A A A Y A
o
-
ol | &
o 8 % | & g
=| | w| o S| &l S| «
. n| ® 0 4
Ol = | g| 2 | = ¥
ol ol % 2| 2| < E| o
S| S| ol a| 3| | S| gl a

PLL control registers

PLLO block diagram showing spread spectrum and fractional divide operation

Mode 1a: Normal operating mode without post-divider and without pre-divider

In normal operating mode 1a the post-divider and pre-divider are bypassed. The operating
frequencies are:

Fout = Fcco = M X Fin A (275 MHz < Fo < 550 MHz, 2 kHz < Fj, < 150 MHZz)
The feedback ratio is programmable:
* Feedback-divider M (M, 1 to 216 - 1)

Mode 1b: Normal operating mode with post-divider and without pre-divider

In normal operating mode 1b the pre-divider is bypassed. The operating frequencies are:

Fout = Feco / (2 XP) =M/ (2 x P) X Fin A (275 MHZz < F¢eo < 550 MHz, 2 kHz < F;, < 150
MHz)

The divider ratios are programmable:

* Feedback-divider M (M, 1 to 216 - 1)
* Post-divider P (P, 1t0 25-1)

Mode 1c: Normal operating mode without post-divider and with pre-divider

In normal operating mode 1c the post-divider with divide-by-2 divider is bypassed. The
operating frequencies are:
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Fout = Feco = M/IN X Fin A (275 MHz < Fo < 550 MHz, 2 kHz < F;/N < 150 MHz)
The divider ratios are programmable:

* Pre-divider N (N, 1t028-1)
* Feedback-divider M (M, 1 to 216 - 1)

Mode 1d: Normal operating mode with post-divider and with pre-divider

In normal operating mode 1d none of the dividers are bypassed. The operating
frequencies are:

Fout = Feco/2XP = M/ (N x 2 X P) X Fin A (275 MHZz < F¢eo < 550 MHz, 2 kHz < F;,/N < 150
MHz)

The divider ratios are programmable:
* Pre-divider N (N, 1to 28 - 1)

* Feedback-divider M (M, 1 to 216 - 1)
* Post-divider P (P, 1to 25-1)

Selecting the bandwidth

In normal applications the bandwidth must be calculated manually by using the equations
below for seli and selp. In that case the PLL will be automatically stable. In normal
applications pin band_direct has to be low (‘0’) in this case the bandwidth is changed
together with the M-divider value.

For normal applications the value for selp[4:0] must be calculated using the following
equation:

selp = floor(M/4) + 1
Where:

* Feedback-divider M (M, 1 to 216 - 1)
* |f selpcalculated >= 31 then selp[4:0] = 31

For normal applications the value for seli[5:0] must be calculated using one of the
following equations depending on the value of the feedback divider M:

if (M >= 8000) => seli = 1
if (8000 > M >= 122) => seli = floor(8000/M)
if (122 > M >= 1) => seli = 2 * floor(M/4) + 3

Where:

* Feedback-divider M (M, 1 to 216 - 1)
¢ If seli >= 63 then seli[5:0] = 63.

For normal applications the value for selr[3:0] must be kept 0.
For frequencies at the phase detector smaller than 50 kHz (Fin/N < 50kHz) please consult

NXP.
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In some applications, it is preferable to change the bandwidth directly on the PLL. In such
an application, Bit BWDIRECT in the PLLXCTRL register must be set high (‘1’).

Spread spectrum mode

The spread spectrum functionality can be used to modulate the PLL output frequency
automatically, in a programmable manner. It can decrease electromagnetic interference
(EMI) in an application.

The spread spectrum clock generator can be used in several ways:

* |t can encode M-divider values between 1 and 255 to produce the MDEC value used
directly by the PLL, saving the need for executing encoding algorithm code, or
hard-coding predetermined values into an application.

* |t can provide a fractional rate feature to the PLL.
® |t can be set up to automatically alter the PLL CCO frequency on an ongoing basis to
decrease electromagnetic interference (EMI).

A block diagram of the PLL as used in fractional mode is shown in Figure 9 “PLLO block
diagram showing spread spectrum and fractional divide operation”.

If the spread spectrum mode is enabled, choose N to ensure 3 MHz < Fin/N < 5 MHz.
Spread spectrum mode cannot be used when Fin = 32 kHz.

When the modulation (MR) is set to zero, the PLL becomes a fractional PLL.

Triangular wave modulation: For the center spread triangular waveform modulation with
a modulation frequency depth & fmodpk-pk and a modulation frequency fm, the clock
cycle displacement and spectral tone reduction AP can be calculated. The theoretical
maximum clock cycle displacement (peak-to-peak) can be expressed with the following
equation below:

if directop | = 1:

NYS x k
Anma}c theoretically 16
if diFECtOPLL =0, Pp|_|_ =1:
An Ny K

max theoretically 32xP
PLL

In practice, the clock cycle displacement could be larger. So, for safety reasons (buffer
overflow) use:

if directop | = 1:

An S

max practically 8

if diFECtOPLL =0, Pp|_|_ =1:
Nss x k

An . —_—
max practically 16 x P
PLL

The spectral tone reduction/EMI reduction AP at F is approximately:
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if directop | = 1:
x k

N
AP =~ 10log ”2

if directop | =0, Pp = 1:

N xk
AP~ IOlogL
*Pppy

See Table 156 for the spectral tone reduction and clock cycle displacement for
directop | = 0 and Pp = 1.

Table 156. Values for different settings, directop; | =0, Pp | =1

Table values are: mf[2:0]=000 'mf[2:0]=001 mf[2:0]=010 mf[2:0]=011 mf[2:0]=100 mf[2:0]=101 mf[2:0]=110 'mf[2:0]=111
AP Anpax |Nss =512 Nss = 384 Nss = 256 Nss =128 Nss = 64 Nss = 32 Nss = 24 Nss =16
mr[2:0]=000, k=0 0dB 0 0dB 0 0dB 0 0dB 0 |[0dB 0 |[0dB 0 0dB 0 |[0dB 0o
mr[2:0]=001, k=1 21dB 32 |20dB 24 |18dB 16 |15dB 12dB 4 9dB 2 |8dB 1.5 6dB 1
mr[2:0]=010, k=1.5 |23dB 48 |22dB 32 20dB 24 |17dB 12 |14dB 6 [11dB 3 10dB 22 8dB 1.5
mr[2:0]=011, k=2 24dB 64 23dB 48 21dB 32 18dB 16 |15dB 8 12dB 4 11dB 3 /9dB 2
mr[2:0]=100, k=3 26dB 96 25dB 64 |25dB 48 |20dB 24 (17dB 12 14dB 6 |[13dB 4.5 |12dB 4
mr[2:0]=101, k=4 27dB 128 |26dB 96 |24dB 64 |21dB 32 |[18dB 16 15dB 8 |14 dB 6 [12dB 4
mr[2:0]=110, k=6 28dB 192 28dB 128 26dB 96 23dB 48 20dB 24 17dB 12 16dB 9 |14dB 6
mr[2:0]=111, k=8 30dB 256 [29dB 192 |27dB 128 |24dB 64 (21dB 32 18dB 16 |17dB 12 |15dB 8
4.6.6.3.4 Fractional Divide operation

Please refer to Table 125 “PLLO spread spectrum wrapper control register 0
(PLLOSSCGO, offset = 0x590)” and Table 126 “PLLO spread spectrum wrapper control

4.6.6.3.5

4.6.6.4

UM11126

register 1 (PLLOSSCG1, offset = 0x594)” registers to use fractional adjustable mode.

PLL power-down mode

If the PLL is not used, or if it there are cases where it is turned off in a running application,
power can be saved by putting the PLL in power-down mode. Before this is done, the
CPU and any peripherals that are not meant to be stopped as well, must be running from
some other clock source.

PLL related registers

The PLL is controlled by registers described elsewhere in this chapter, see Section 4.5.69
“PLL registers”, and summarized below.

Table 157. Summary of PLL related registers

Register Description Section

PLLXCTRL PLL control. 4.5.69.1.1
PLLXSTAT PLL status. 4.5.69.1.2
PLLXNDEC PLL pre-divider. 4.5.69.1.3
PLLXPDEC 'PLL post-divider. 4.5.69.1.4
PLLOSSCTRL PLL spread spectrum control 0. 4.5.69.1.5
PLLOSSCTRL1 'PLL spread spectrum control 1. 4.5.69.1.5
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4.6.6.5 PLL usage

As previously noted, the PLL divider settings used in the PLL registers are not simple
binary values, they are encoded as shown in the PLL register descriptions. The divider
values and their encoding can be found by calculation using the information in this
document. For simple PLL usage with no pre- or post-divide, the LPCOpen.

Chip_ POWER_SetPLL API can be used, see Section 14.4.2 “POWER _EnterSleep”. Also,
a PLL setting calculator can be found on the NXP website. The latter two possibilities are
recommended in order to avoid PLL setup issues.

4.6.6.5.1

Procedure for determining PLL settings

In general, PLL configuration values may be found as follows:

1.

Identify a desired PLL output frequency. This may depend on a specific interface
frequency needed or be based on expected CPU performance requirements, and
may be limited by system power availability.

. Determine which clock source to use as the PLL input. This can be influenced by

power or accuracy required, or by the potential to obtain the desired PLL output
frequency.

Identify PLL settings to obtain the desired output from the selected input. The Fcco
frequency must be either the actual desired output frequency, or the desired output
frequency times 2 x P, where P is from 2 to 31. The Fcco frequency must also be a
multiple of the PLL reference frequency, which is either the PLL input, or the PLL input
divided by N, where N is from 2 to 255.

. There may be several ways to obtain the same PLL output frequency. PLL power

depends on Fcco (a lower frequency uses less power) and the divider used.
Bypassing the input and/or output divider saves power.

. Check that the selected settings meet all of the PLL requirements:

— Finis in the range of 32 kHz to 100 MHz.

— Fccois in the range of 275 MHz to 550 MHz.

— Foutis in the range of 1.2 MHz to 100 MHz.

— The pre-divider is either bypassed, or N is in the range of 2 to 255.
— The post-divider is either bypassed, or P is in the range of 2 to 31.
— Mis in the range of 3 to 65,535.

Also note that PLL startup time becomes longer as Fref drops below 500 kHz. At 500
kHz and above, startup time is up to 500 microseconds. Below 500 kHz, startup time
can be estimated as 200 / Fref, or up to 6.1 milliseconds for Fref = 32 kHz. PLL
accuracy and jitter is better with higher values of Fref.

4.6.6.5.2 PLL setup sequence

The following sequence should be followed to initialize and connect the PLL:

1. Make sure that the PLL output is disconnected from any downstream functions. If the

PLL was previously being used to clock the CPU, and the CPU Clock Divider is being
used, it may be set to speed up operation while the PLL is disconnected.

2. Select a PLL input clock source. See Section 4.5.37 “PLLO clock source select

register”.

3. Set up the PLL dividers and mode settings. See Section 4.5.69 “PLL registers”.

All information provided in this document is subject to legal disclaimers. © NXP B.V. 2021. All rights reserved.

User manual

Rev. 2.4 — 8 October 2021 115 of 1227



NXP Semiconductors U M1 1 1 26

Chapter 4: LPC55S6x/LPC55S2x/LPC552x SYSCON

4. Wait for the PLL output to stabilize. The start-up time is 500 ys + 300 / Fref seconds.

5. If the PLL will be used to clock the CPU, change the CPU Clock Divider setting for
operation with the PLL, if needed. This must be done before connecting the PLL.

6. Connect the PLL to whichever downstream function with which it is being used. The
structure of the clock dividers may be seen on the right of Figure 4.
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5.1 General description

5.2 Features

This chapter describes the flash controller targeted for the
LPC55S6x/LPC55S2x/LPC552x device.

* Includes analog delay block to manage self-timed read operation.
* Read port designed as an interface to the FMC flash cache.
* APB registers interface (separate clock domain with respect to the read port).

* Auto initialization after reset.

ECC management, including single bit correction and error correction logging.

5.3 Block diagram

UM11126

Figure 10 shows a functional block diagram of the controller. Some connections between
blocks are not presented for clarity. The actual design hierarchy does not correspond to
this diagram: the controller top level instantiates the hard blocks (the flash and the analog
delay block), and a block that contains all logic. The logic block is subdivided into
sub-block for each of the different clock domains, and an additional block that manages all
clocks and resets.

The architecture is built around a sequencer, which transforms complex user and test
commands into a sequence of basic memory operations. The sequencer implements a
number of commands, for example, to change the content of the memory, check its
content, and change the mode of operation.

Flash operations (erase, blank check, program) and reading a single word can only be
performed for CPU frequencies of up to 100 MHz. These operations cannot be performed
for frequencies above 100 MHz.

Remark: When performing AHB reads of the flash memory contents, a hardware fault will
occur if an unrecoverable error is detected. Read operations performed using flash
controller commands (See Section 5.6.2 “Command listing (CMD)”) will not cause a hard
fault.
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Fig 10. Block diagram

5.4 Software Interface

See Chapter 9 “LPC55S6x/LPC55S2x/LPC552x Flash API” for details.

5.5 Register overview

Control and status information for the controller is mapped into register bits. All registers
are 32 bit wide and can only be accessed as a whole word.
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See Table 158 for a list of registers. Registers are arranged in an address space which is
4 kbyte wide.

The “Access” field must be interpreted as follows: R = read, W = write, S = set (set
asserted bits, leave others unchanged), C = clear (clear asserted bits, leave others
unchanged), T= only accessible (R/W) in test mode (reserved in user mode).

S and C are special versions of write access, where the write data does not reflect the
new register content, but indicates which bits must be set or cleared.

When multiple access types are supported, multiple characters are given: for example
R/W for registers that have both read and write access.

Within an otherwise accessible register, there may be reserved register bits, which can be
neither read nor written.When the read access is not specified explicitly, read access is
not supported.

Inside a register marked R/W there could be read-only bits.

Table 158. Register overview: flash (base address = 0x40034000)

Name Access Offset Description Reset value Section

CMD w 0x0 Command register 0x0 5.6.1.1

EVENT w 0x4 Event register undefined 5.6.1.24

STARTA RW 0x10 | Start (or only) address for next flash command undefined  5.6.1.2.1

STOPA RW 0x14  |End address for next flash command, if command operates undefined 5.6.1.2.1
on address ranges

DATAWO RW 0x80 Data register, word 0-7, Memory data, or command 0x0 5.6.1.2.3
parameter, or command result.

DATAW1 RW 0x84 Data register, word 0-7, Memory data, or command 0x0 5.6.1.2.3
parameter, or command result.

DATAW2 RW 0x88 |Data register, word 0-7, Memory data, or command 0x0 5.6.1.2.3
parameter, or command result.

DATAW3 RW 0x8C | Data register, word 0-7, Memory data, or command 0x0 5.6.1.2.3
parameter, or command result.

INT_CLR_ENABLE (W 0xFD8 | Clear interrupt enable bits undefined 5.6.1.3.1

INT_SET_ENABLE W '0XFDC  Set interrupt enable bits undefined  5.6.1.3.2

INT_STATUS RwW OxFEO | Interrupt status bits undefined 5.6.1.3.3

INT_ENABLE RW \OXFE4 Interrupt enable bits undefined 5.6.1.3.4

INT_CLR_STATUS |W OxFE8 | Clear interrupt status bits undefined 5.6.1.3.5

INT_SET_STATUS |W 'OXFEC Set interrupt status bits undefined  5.6.1.3.6

MODULE_ID R OxFFC |Controller +Memory module identification 0xC40F0800 5.6.1.3.7

UM11126
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5.6 Register description

5.6.1

5.6.1.1

This section lists the individual bit fields which make up each single register, and their
purpose.

A more detailed description for some bit fields can often be found in Section 5.7
“Functional description” references to the specific section(s) are provided.

When a field is marked as Reserved, this means that no function is currently assigned to
that field. To ensure compatibility with future enhancements, software should not rely on
the value read, and should not modify the bit (i.e: writes should confirm the value just
read). When reading is not possible (e.g. write-only register) or not practical, the reset
value should be written on reserved fields. Typically reserved fields read as 0 and their
write data is discarded, but this may not always be the case.

Controller specific registers

Valid APB transactions to all registers specified in this section, with the exception of the
EVENT register, stall if accessed when a sequencer command is pending or running.
Access to other registers never stalls.

Remark: Acommand is pending if the bus transaction that started it has already occurred,
but the sequencer waits for the completion of an ongoing read operation before starting

Command register

The controller manages execution of commands. A commands is any action performed by
the controller, for example, a mode change, programming, erasing, or calculating a
checksum over an address range. See Section 5.6.2 “Command listing (CMD)” for a list of
available commands.

A command usually has parameters, such as an address or address range, data to be
written, a mode specification. Parameters must be written into corresponding registers
before that command is started. Writing parameters has no effect until the command is
started.

Command execution is triggered when writing the CMD register.

When a command is executed, it sets appropriate bits in the INT_STATUS registers.
Some commands also return additional information in other registers.

Note: Associated prefetches should be disabled before issuing any Flash commands for
CPUO.

Table 159. Command register (CMD, offset = 0x0)

Bit |Symbol Description Reset value

31:0 | CMD

‘Command register. 0x0

UM11126

5.6.1.2 Parameter or result registers

The following registers hold command parameters and/or command results. DATAWXx
registers are always updated as a result of executing a controller command, even if the
command description does not report a result to be returned on some or all registers.
STARTA and STOPA only contain parameters, and are never updated by a running
command.
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STARTA and STOPA are used for the command to specify the start and end address. This
register contains the address in units of memory words and not bytes.

This is a physical word address inside the flash memory (that is, address 1 represents the
second 128-bit word inside the flash memory, not the second byte in the first word

5.6.1.2.1 Start address register

Table 160. Start (or only) address for next flash command (STARTA, offset = 0x10)

Bit Symbol |Description Reset value
17:0 |STARTA |Address / Start address for commands that take an address (range) as a parameter. 0x0
31:18 - Reserved. Read value is undefined, only zero should be written. undefined

5.6.1.2.2 Stop address register

Table 161. End address for next flash command, if command operates on address ranges (STOPA, offset = 0x14)

Bit Symbol Description Reset value

17:0 |STOPA Stop address for commands that take an address range as a parameter (the word specified | 0x0
by STOPA is included in the address range).

Reserved. Read value is undefined, only zero should be written. undefined

31:18

5.6.1.2.3 Data register
Table 162. Data register, word 0-3, Memory data, or command parameter, or command result. (DATAWO0-3, offset =
0x80 to 0x08C
Bit |Symbol Description
31:0 DATAW Memory data, or command parameter, or command result. 0x0

Reset value

5.6.1.2.4 Event register
As a general rule, when the controller is busy executing a command it is not possible to
give further orders, and all registers involved in command execution cannot be used (an
access would stall the APB bus).

However, some events may happen (also) when the controller is busy executing a
command, and these events would influence the command being executed. Examples of
such events are a reset, a command abort request, wake-up from power-down.

The event register allows to generate such events through software.The event register is
write-only. The act of writing the register with one of the bits at 1 activates the generation
of the corresponding event.

Table 163. Event register (EVENT, offset = 0x4)

Bit | Symbol |Description Reset value
0 RST When bit is set, the controller and flash are reset. 0x0
1 WAKEUP 'When bit is set, the controller wakes up from either low power or power-down mode that was |0x0
active.
2 ABORT  When bit is set, a running program/erase command is aborted. 0x0
31:3 Reserved. Read value is undefined, only zero should be written. undefined
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5.6.1.3 Interrupt and ldentification registers

5.6.1.3.1 Interrupt registers

These interrupt registers determine when the controller gives an interrupt request. The
interrupt line output is asserted when the bit-wise AND of INT_STATUS and INT_ENABLE

is nonzero.

If the corresponding INT_ENABLE bit is zero, an INT_STATUS register bit can be polled

to test for the occurrence of an event.

The INT_STATUS register can be set for software testing purpose, by writing into the

INT_SET_STATUS register.

Table 164. Clear interrupt enable bits (INT_CLR_ENABLE, offset = 0xFD8)
Bit Symbol Description Reset value
0 FAIL When a CLR_ENABLE bit is written to 1, the corresponding INT_ENABLE bit is cleared. |0x0
ERR When a CLR_ENABLE bit is written to 1, the corresponding INT_ENABLE bit is cleared. | 0x0
DONE ‘When a CLR_ENABLE bit is written to 1, the corresponding INT_ENABLE bit is cleared. 0x0
ECC_ERR |When a CLR_ENABLE bit is written to 1, the corresponding INT_ENABLE bit is cleared. |0x0
31:4 'Reserved. Read value is undefined, only zero should be written. ‘undefined
5.6.1.3.2 Set interrupt enable bits register
Table 165. Set interrupt enable bits (INT_SET_ENABLE, offset = 0xFDC)
Bit |Symbol Description Reset value
0 FAIL When a SET_ENABLE bit is written to 1, the corresponding INT_ENABLE bit is set. 0x0
ERR When a SET_ENABLE bit is written to 1, the corresponding INT_ENABLE bit is set. 0x0
DONE ‘When a SET_ENABLE bit is written to 1, the corresponding INT_ENABLE bit is set. 0x0
ECC_ERR |When a SET_ENABLE bit is written to 1, the corresponding INT_ENABLE bit is set. 0x0
31:4 'Reserved. Read value is undefined, only zero should be written. undefined
5.6.1.3.3 Interrupt status bits register
Table 166. Interrupt status bits (INT_STATUS, offset = 0xFEO)
Bit |Symbol Description Reset value
0 FAIL This status bit is set if execution of a (legal) command failed. 0x0
1 ERR This status bit is set if execution of an illegal command is detected. 0x0
2 DONE This status bit is set at the end of command execution. 0x0
3 ECC_ERR |This status bit is set if, during a memory read operation (either a user-requested read, ora |0x0
speculative read, or reads performed by a controller command), the ECC decoding logic
detects a correctable or uncorrectable error.
31:4 Reserved. Read value is undefined, only zero should be written. undefined
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5.6.1.3.4 Interrupt enable bits

Table 167. Interrupt enable bits (INT_ENABLE, offset = 0xFE4)

Bit | Symbol Description Reset value

0 FAIL If an INT_ENABLE bit is set, an interrupt request will be generated if the corresponding 0x0
INT_STATUS bit is high.

1 ERR If an INT_ENABLE bit is set, an interrupt request will be generated if the corresponding 0x0
INT_STATUS bit is high.

2 DONE If an INT_ENABLE bit is set, an interrupt request will be generated if the corresponding 0x0

INT_STATUS bit is high.

3 ECC_ERR |If an INT_ENABLE bit is set, an interrupt request will be generated if the corresponding 0x0
INT_STATUS bit is high.

314 Reserved. Read value is undefined, only zero should be written. undefined

5.6.1.3.5 Clear interrupt status bits

Table 168. Clear interrupt status bits (INT_CLR_STATUS, offset = 0xFES8)

Bit |Symbol Description Reset value
0 FAIL When a CLR_STATUS bit is written to 1, the corresponding INT_STATUS bit is cleared. 0x0
ERR When a CLR_STATUS bit is written to 1, the corresponding INT_STATUS bit is cleared. 0x0
2 DONE  Whena CLR_STATUS bit is written to 1, the corresponding INT_STATUS bit is cleared.  0x0
3 ECC_ERR When a CLR_STATUS bit is written to 1, the corresponding INT_STATUS bit is cleared. 0x0
314 | ‘Reserved. Read value is undefined, only zero should be written. vundefined

5.6.1.3.6 Set interrupt status bits

Table 169. Set interrupt status bits (INT_SET_STATUS, offset = 0xFEC)

Bit Symbol Description Reset value
0 FAIL When a SET_STATUS bit is written to 1, the corresponding INT_STATUS bit is set. 0x0
ERR When a SET_STATUS bit is written to 1, the corresponding INT_STATUS bit is set. 0x0
2 'DONE When a SET_STATUS bit is written to 1, the corresponding INT_STATUS bit is set. 0x0
3 ECC_ERR |When a SET_STATUS bit is written to 1, the corresponding INT_STATUS bit is set. 0x0
314 | Reserved. Read value is undefined, only zero should be written. undefined

5.6.1.3.7 Identification register

The purpose of this read-only register is to give information over the controller version

Table 170. Controller and Memory module identification (MODULE_ID, offset = 0xFFC)

Bit Symbol Description Reset value

7:0 'APERTURE Aperture i. 0x0

11:8 MINOR_REV Minor revision i. 0x8

1512  MAJOR_REV 'Major revision i. 0x0

31:16 ID Identifier. 0xC40F
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5.6.2 Command listing (CMD)

This section lists all commands that can be specified in the CMD register. Irrespective of
how command execution is triggered, any ongoing memory read is completed before that
actual command execution starts. When command execution is triggered but not yet
started, the command is said to be pending.

When any command completes execution, it sets the DONE bit in the INT_STATUS
register. All commands report failure and error status bits as specified in their respective
description; such flags are not listed in the command’s output results. In general, when an
error is detected (either by command execution, or because no command could be
executed) no command result is defined, not even a fail status. Therefore, if a command
(or a CMD register write operation) sets the INT_STATUS ERR bit, it will not modify the
FAIL bits and the result registers.

Remark: All registers capable of holding a command result (DATAWX) are always
updated by a running command. If no specific result is listed for any of these registers, its
content after command execution is undefined.

When a register (STARTA, STOPA, DATAWX...) is said to contain an address, this is a
physical word address inside the flash memory (that is, address 1 represents the second
128-bit word inside the flash memory, not the second byte in the first word). When a page
address is required/returned, the 5 least significant bits of the address are don’t-care (a
flash page contains 32 user-accessible words).

Addresses and address ranges given as parameters have to be within the address range
of the memory.
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vOutput

' Description

CMD_INIT

None

None

Initialization. Automatically triggered when
exiting from Reset.

CMD_POWERDOWN

DATAWO (See
Table 172)

When this command is started, the flash and
controller enter power-down mode. During
power-down (as with any other command),
the flash is not accessible. The power-down
command waits indefinitely for a wake-up
event. When such an event happens
(triggered by the EVENT register), the
controller will disable flash power-down and
then will wait until the flash is ready for
operation, with a time-out of 4096 clock
cycles; FAIL is reported if the time-out is
reached. Then the command terminates

CMD_SET_READ_MODE

CMD_READ_SINGLE_WORD

UM11126

DATAWO (see
Table 172)

STARTA (flash
word address),
DATAWO (read
mode). (See
Table 173)

All information provided in this document is subject to legal disclaimers.

None

' DATAWO-3:
Read Data

The flash data sheet reports the minimum
duration of the pre-charge (Tp) and
evaluation (Tdpd) as a function of the
memory size, and of whether EWLE is active
or not. Select the figures for EWLE=1, sum
them up, add ~34ns (to take address path
and ECC delay, wire delay, jitter, read delay
uncertainty, data setup... into account: exact
value is to be determined after synthesis),
then divide the result by the clock period,
rounding down the division result to an
integer: this will give the values to specify in
bits 3:0 of the DATAWO register.

The clock frequency should be kept constant

while a controller command is being
executed.

This command reads a single memory word,

using a specified combination of read modes.
For instance, it is possible to perform a read
of the DMACC word with ECC disabled.The
controller will respond to the command by
setting the ERR flag if an illegal mode
combination is requested. Depending on the
chosen modes, the controller ensures that
adequate settling times are met, both when
the modes are activated and when they are
deactivated.
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Table 171. CMD listing ...continued
Command Value Parameters Output Description

CMD_ERASE_RANGE 4 STARTA, STOPA None The range from the page containing the
STARTA address to the page containing
STOPA (included) is erased. An abort event
interrupts erasing, unless the event happens
very late in the erase process (when the flash
is discharging high voltages and
reconfiguring itself for reading), where it
would have no effect. If abort influences the
erase process, the FAIL flag is set. When
erasing completes, the controller waits until
the flash is ready for operation, with a
time-out of 4096 clock cycles; FAIL is
reported if the time-out is reached. Then the
command completes. The FAIL flag is also
set in the case the flash reports an HV error
(requested high voltages could not be
reached). If STARTA points to a page
following the one pointed by STOPA, no
page is erased and the ERR flag is set.

CMD_BLANK_CHECK 5 STARTA, STOPA DATAWO The range from the page containing address
containsaddress STARTA to the page containing STOPA
inside the first (included) is checked. The selected pages
failing page (if are checked for the erased condition (all0
any). If the FAIL |including parity), with a specific margin read
flag is not set, mode. ECC is off during the check (single bit
the content of errors cause failures). If a page is found
DATAWO is not  which is not correctly erased, the FAIL flag is
significant. Do set, the page is reported on DATAWO and
not assume that |processing stops. The check is performed in
this is the incrementing address order, so that, in case
address of the of fail, it is known that pages at a lower
first failing word; 'address than the failing one are successfully
in the case of a |verified. To know the individual status of all
DMACC word selected pages, when a fail is reported on a
failure, such an  page which is not the last in the range, the
address would command should be restarted with the page
not be following the failing one being selected as
representable. start page. Checking a page range is more
time-efficient than individually running the
check command on single pages. If STARTA
points to a page following the one pointed by
STOPA, no page is checked and the ERR
flag is set. As a side effect of this command,
the ECC log is cleared. This is because the
same HW resources are used to record the
failing page.

CMD_MARGIN_CHECK 6 STARTA, STOPA DATAWO: an This command checks the selected page
address inside range for correct programming. If, for any
the first failing reason, programming was interrupted or
page (if any). disturbed, or erase was performed without a
subsequent programming, this check fails.

CMD_CHECKSUM 7 STARTA, STOPA DATAWO-3, the
computed
checksum
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Command Value Parameters Output Description

CMD_WRITE 8 STARTA, None The selected word is copied into the page
DATAWO0-3: word register, at the specified position. STARTA is
to be written the column address of the word to be written.

CMD_WRITE_PROG 10 STARTA, None This command first performs a “write word”

DATAWO-3: word command, then, if the written word was the
to be written last of a page, it performs a “program page”
command.

CMD_PROGRAM 12 STARTA None First, an all1 value (data+parity) is stored in
the page register in the location
corresponding to the DMACC word(*). Then,
programming is started, which copies the
page register content into the selected page.
The controller waits until the flash is ready for
operation, with a time out of 4096 clock
cycles; FAIL is reported if the time out is
reached.

CMD_REPORT_ECC 13 None DATAWO: All ECC events are logged, both for reads

address of first | performed by user code and for
word with ECC | internally-generated reads (e.g. checksum
event and “read word” commands, initialization...).
DATAW1: This command copies logging information to
number of the DATAWO-2 registers, and then clears the
uncorrectable log, zeroing the counters. 20-bit counters are
errors found used. When they reach their maximum value,
DATAW?:- further incrementing is prevente_d (that is,

ber of they saturate rather than wrapping around).
nu:: et.r% As the DMACC word is not meant to contain
corfec 10 ds ECC-encoded data, ECC errors are not
periorme logged for it.

Table 172.

Bit Function

[31-4] Reserved. Do not modify.

[3-0] Number of extra wait states for controller-internal reads.

Table 173.

Bit Function

[15] Read DMACC word.

[14-12] Reserved.

[11-10] 00: normal read.

01: margin vs program.
10: margin vs erase.
11: illegal bit combination.

[9-3] Reserved.

[2] Read with ECC off.

[1-0] Reserved.
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5.7 Functional description

UM11126

5.7.1

5.71.1

5.7.2

This chapter contains the following information:

Throughout the chapter, [pseudo] code examples are also given. In these examples, it is
assumed that register names are accessible through variables with the same name.
Syntax is pseudo-C language.

* Detailed specification of the behavior of the controller (with the exception of
commands, which are described in Section 5.6.2 “Command listing (CMD)”.

¢ Constraints that must be followed while using the controller If these constraints are
not met, the controller and/or the associated memory will not behave as specified.

¢ |Instructions for the use of the controller (including usage examples), explanation of
the rationale behind the architectural choices, caveats and warnings.

Basic principles of operation

This section lists information which is common to multiple controller functions.

Definitions

The memory managed by the controller can execute the following basic operations:

* Reading: it is the process of extracting the information contained at a specific memory
location

* Writing: it is the process of updating temporary storage present in the memory, called
page register, with data that must subsequently be programmed

* Program/erase: it is the process by which the memory will alter its nonvolatile content,
by either clearing all selected bits to a default value (erase), or setting them to the
value specified by the page register (program).

* Power down: the memory is put in a mode where a minimum amount of supply current
is used; no (other) operation can be performed in this state

* When none of these operations is being performed, the memory is said to be idle.

In general, read and write operations on the memory are de-coupled by read and write
requests to the controller: a single controller command can perform multiple memory
operations.

In any case, no flash operation is initiated without a triggering event (e.g. a write to the
CMD register, activation of the memory read, or a reset).

Address validity

If a nonexisting memory location is addressed through the flash read address, the read
result is unspecified.

If a read or write operation is performed on a nonexisting register address, writes are
ignored and reads return 0; it is unspecified whether such access would stall.

Remark: If an access to an existing register address would have stalled, then it is
possible that access to a nonexisting register address stalls as well.
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If a read operation is performed on a write-only register (for example, without the “R”
specifier in the Access column of Table 158), undefined data is returned.

If a write operation is performed on a read-only register (for example, without any of the
“W”, “S”, orc “C” specifier in the Access column of Table 158, the operation is ignored.

If an address is used with bits 1-0 not 00 on APB, a bus error is reported.

Initialization

When entering the reset mode (hard reset, or “1” written into the RST bit of the EVENT
register), all controller registers will be initialized to the value specified in the relative
register description. Any command or bus transaction in progress is interrupted as well,
with no regards for data integrity.

Immediately after leaving reset mode, an initialization phase takes place, where some
memory locations are read, and corresponding volatile locations are initialized depending
on the value just read.

The controller reads 19 locations in the last two pages of the flash (see Table 158 for the
exact locations and their content). For each location read, it initializes the corresponding
volatile storage in the controller: flash trim values, flash repair info, gpo trim bus.

If an un-correctable ECC error is detected, the corresponding volatile storage is not
updated (so that the safe default values are kept), and the initialization is immediately
terminated with the FAIL flag set.

A per-page checksum protects the integrity of information read by the Initialization
command. An additional word is programmed with a value, such that the checksum of the
words read (including the additional word) is 0. The checksum algorithm is the same as
the one used by the checksum page range command.

If initialization reports a FAIL, the flash was not correctly configured, and must not be used
(read data may be incorrect, and writing may corrupt the content). Security-conscious
users should ensure that an application is not started with a failing init.

Although the controller will not ensure that reading is performed correctly and with the
correct mode in case of an init error, reading is anyway permitted, to avoid ending up with
inaccessible samples in the case of initialization issues.

Configuration

Controller configuration amounts to specifying options such as read speed, and
caching/pre-fetching options in a way that best matches system operation. Configuration
is normally performed by system software shortly after initialization, although default
configuration values are normally chosen to allow safe operation with no further software
intervention. When conditions change (for example, the system clock frequency is
changed), configuration can be repeated.

Be aware that configuration errors may prevent correct working of the flash.

This is an example of code to perform configuration just after exiting from reset. It
assumes execution from ROM by default, with comments specifying the differences in the
case of booting from flash.

All information provided in this document is subject to legal disclaimers. © NXP B.V. 2021. All rights reserved.

User manual

Rev. 2.4 — 8 October 2021 129 of 1227



NXP Semiconductors U M1 1 1 26

Chapter 5: LPC55S6x/LPC55S2x/LPC552x Flash

//check init status. Not needed if booting from flash: in that case, the safest
//option is to prevent fetching from flash if pin init error=I.
while (! (INT STATUS & 0x4 )) ; //wait until DONE is set. Not needed if CPU reset
//is only released when ctl busy=0

1f (INT STATUS & 0x1) f{

handle boot error(); //communicate to the external world that a
//non-recoverable error occurred.

while(1); //handle boot error should not return. In any case, the flash
//cannot be used.

}

//end of init status checking

//begin interrupt configuration

INT CLR ENABLE = 0x1f;//clear all interrupt enables. Not needed just after
//reset, as this is the default state

INT SET ENABLE = 0x2; //only enable interrupt on ERR status.

//Correct code would never set this flag.

//Correctable ECC events can be managed by periodic checks.

//Most examples in this manual will poll the DONE bit

//and explicitly check for FAIL status, so no INT on these.

//end interrupt configuration

//begin of read mode configuration

//EXAMPLE CODE! values may also depend on target clock frequency

fmc_cache controller config = flash location containing cache controller default WS;
DATAW(0 = flash location containing flash controller default WS;

CMD = CMD SET READ MODE; //this starts the “set read modes” command

//no need to wait until command is completed: further accesses are stalled
//until the command is completed.

switch to target clock frequency();

//end of read mode configuration

//begin of program/erase configuration [optional, see 8.7.3]

DATAWO = 0xf; //slowest clock for both program and erase

CMD = CMD_SET WRITE MODE; //no need to wait for completion

//end of program mode configuration

5.7.5 Memory power-down

In this controller, power-down is implemented as a command. See Section 5.6.2
“Command listing (CMD)” for details on the power-down command.

During power-down, the memory will be placed in a mode where it draws a minimum
amount of current.

During power-down (as with any other command) non-volatile memory controller is busy
performing a command., and all memory read requests will be ignored.

Power-down is exited by a wake-up event, which can be triggered by writing a 1 in the
WAKEUP bit of the EVENT register.

Power-down is also exited in case of a reset.

After that a wake-up event is triggered, the controller will wait for the memory to recover,
and then end the power-down command, thus re-enabling read.
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Codes examples

In this example, powerdown is used as a low-power version of the CPU’s WFI instruction.
For this example to work, code is executed from flash, and the interrupt controller
activates the wake-up input of a flash controller if a valid interrupt request comes.

Enable interrupt sources(); //to be sure that wake-up will occur

CMD = CMD POWERDOWN;

//Now the CPU will try to fetch the next word from the flash, which will stall
//because the flash is in powerdown mode. Whenever an interrupt request comes,
//the pending read will be completed, then (if CPU interrupts are enabled) the
//interrupt service routine is executed, then the following code is executed:
Process_interrupt event();

In the following example, the CPU determines that it does need the flash for a while (all
needed code is in ROM/RAM), then turns it off temporarily. Be sure not to access flash
when it is in power-down mode, otherwise the system will hang (a watchdog timer is
recommended).

//executing from ROM/RAM:

INT CLR _STATUS = 0Ox4; //clear the DONE status bit

CMD = CMD_POWERDOWN;

do_things without flash();

//when we need the flash again:

EVENT = 0x2; //WAKEUP event

while (! (INT STATUS & 0x4 )) ; //wait until DONE is set
do_things with the flash();

In the above example, INT_STATUS register handling can be removed, if it is OK that, in
case the flash is accessed after wakeup is triggered but before the flash is ready, the
system may temporarily be stalled.

Reading

The memory is read through the AHB bus. Normal user memory is mapped on the AHB
address space, as a contiguous address space, starting from address 0.

The Flash contains one additional word per page (the so-called “dmacc” word). Such
words are not readable through the AHB bus. These words are managed internally by the
controller in order to store a flag (all1), which can be used to verify whether a
programming operation was prematurely terminated. See Section 5.6.2 “Command listing

(CMDY”

Reading is not possible if the controller is executing a command.

Writing

For writing, a number of APB writes are needed to fully define a memory word, which is
larger than 32 bits. The controller accumulates data inside its own internal storage, until
the content of a full memory word has been specified. When this is done, the full word is

transferred to the memory’s page register (at the position specified by the STARTA
register), as a single operation.

Data to be written is accumulated inside the controller's DATAWO0-DATAW3 registers.
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After specifying an address in the STARTA register and 128 bit of data in the DATAWO0-3

registers, it's possible to activate the controller's Write” command, which will transfer the

data to the memory’s page register, at the position indicated by the STARTA register (only
the column part of the address is significant).

Erasing, programming, and verifying

Some controller commands can modify the content of the memory: program page, erase
and page range. Other commands are targeted at verifying the content of the memory:
checksum address range, blank check and margin check. Such commands operate either
on a single address, specified by the STARTA register, or on an address range, specified
by both STARTA and STOPA. Since all memory program/erase operations have a page
granularity, column address bits are don’t-care in the case of program, erase, and some
other commands.

Additional command parameters may be required (see the command documentation for
details): they can be written in the DATAWX registers. Writes in STARTA, STOPA, and
DATAWX registers can happen in any order, and have no other effect than modifying the
register’s content.

When all command parameters are set, the command can be started, by writing the
command’s code into the CMD register.

During command execution, controller is busy, and access to some registers (CMD,
STARTA, STOPA, DATAWYX) is stalled. Other registers remain accessible: it is therefore
possible to poll the INT_STATUS register and change INT_ENABLE; it is also possible to
force an ERR or FAIL indication through writing to INT_SET_STATUS, in order to test the
application’s behaviour in the case of an error condition.

Code examples

This section presents an example of pseudocode to copy two pages (1024 bytes) of code
from address src to address dst. Address dst is relative to the beginning of the flash
address space, and is page-aligned (that is, a multiple of 512).

This code demonstrates the erase, write and program commands. If this code is not
fetched from the flash itself (that is, it is fetched from RAM/ROM), accesses to the flash
and controller never stall, therefore other masters are not prevented from accessing other
resources on the bus. Interrupts are not needed, but they can be enabled and, as long as
their service routines do not try to access the flash and controller, they retain their
real-time performance.

int *src_i;
INT CLR_STATUS = 0xf; //clear status register
STARTA = ((int)dst)>>4; //set start address. Assuming dst is a char*

STOPA = STARTA+32; //set end address. 1 page = 32 flash words.
CMD=CMD_ERASE RANGE; //command: erase page range. Now erase starts.
while (! (INT STATUS & 0x4 )) ; //wait until DONE is set

if (INT _STATUS & 3) handle erase errors();

//now write & progranm

src_i = (int *) src;

for(page=0; page < 2; pagett) {

for(flashword=0; flashword<32; flashword++) ({
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INT CLR STATUS = 0xf; //clear status register

STARTA = flashword;

DATAW0 = *src_it+;

DATAWL = *src_i++;

DATAW2 = *src_i++;

DATAW3 = *src_i++;

CMD=CMD_WRITE; //start write

while (! (INT_STATUS & 0x4 )) ; //wait until DONE is set
1f (INT STATUS & 3) handle write errors();

} //end of word loop

INT CLR STATUS = 0xf; //clear status register

STARTA = (((int)dst)>>4) + page*32

CMD=CMD_PROGRAM; //start program

while (! (INT STATUS & 0x4 )) ; //wait until DONE is set
if (INT _STATUS & 3) handle program errors();

} //end of page loop

Command abort

Some commands can be aborted while they are executing; this is normally the case for
erase and program commands, which take a long time: the application may need to
urgently access the memory, and then it needs to abort the command being executed.

An abort event can be specified through the ABORT bit of the EVENT register.

An aborted command flags unsuccessful completion by setting the FAIL bit in the
INT_STATUS register. A failed program/erase command has to be retried, even if the
memory content appears to be OK (either the original one or the new one).

An abort request during the execution of a command that can be aborted does not
necessarily result in a FAIL indication: when the request arrives very late in the command
execution timeframe (i.e. when the command is already busy restoring safe read
conditions) the request is ignored.

Verification

The flash and controller offer a number of commands to check whether the memory has
been correctly programmed or erased. As a rule, there is no need to run any type of
verification after programming or erasing, except for safety applications where it is desired
that the consequence of an error is known/deterministic. However, such commands come
handy in order to verify whether a flash content modification has been allowed to complete
successfully (for instance, a reset or power loss could interrupt an ongoing operation). In
the following, a simple example of how a small amount of data which is modified often can
be handled in order to guarantee that, in case of power loss during a modification, valid
data can be always retrieved (either the old data or the new data).

In this example, the size of the data to be stored fits in a single flash page, leaving some

room for locations required for algorithm management. Two pages are used: one normally
contains the data, while the other is erased. When writing, new data is firstly programmed
in the erased page, then old data is erased. The get_data() function returns the address of
the page which contains valid data, performing cleanup of the other page if necessary
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(cleanup is necessary if programming or erasing was interrupted: in this case, one of the
pages contains valid data while the other holds data halfway between programmed and
erased levels). The put_data() function updates the stored data.

The concepts shown in this example can be adapted to different contexts (e.g. different
data sizes), and optimizations can be performed (e.g. caching get_data() [intermediate]
results to RAM, using multiple blank pages with one data page [to increase cycling
endurance], sharing one backup page with multiple data pages [to reduce flash space —
do not use a fixed backup page, otherwise it will be cycled too quickly], etc...).

const char *page( = address of Ist flash page;

const char *pagel = address of 2nd flash page;

char *get data()

{

//DMACC words are all 0 for an erased page, all 1 for a programmed page
//doing a quick sanity check, to avoid time-consuming checks if not needed
//get_dmacc_status() returns 0 for all0, 1 for alll, 2 for any other content
int pagel status=get dmacc_status(page0);

int pagel status=get dmacc_status(pagel);

if (pagel status==1 && pagel status==0) return page0;

if (pagel status==0 && pagel status==1) return pagel;

//if we are here, the status of pages is not ideal... check full pages
//get _page status returns 0 for a fully erased page, 1 for a correctly
//programmed page, 2 for a corrupted page

pagel status=get page status(page(, pagel status);

pagel status=get page status(pagel, pagel status);

if (pagel status==2 && pagel status==2)

return do_recover(); //both pages marginal or X0

//at least one page is good (it’s not possible that both are erased)

if (pagel status==1) {erase(pagel); return page0;}

else {erase(pagel); return pagel;}

}

int get dmacc_status(char *page)

{

int res;

STARTA = ((int)page)>>4;

DATAWO = 0x8004; // read DMACC word, normal mode, ECC off

CMD= CMD _READ SINGLE WORD;

//the following access to DATAWO is automatically stalled until the command completes
res=(DATAWO==0xffffffff)?1: (DATAW0==0)20:2;

if (DATAWL!=DATAW0) return 2;

if (DATAW2 !=DATAW0) return 2;

if (DATAW3!=DATAW0) return 2;

return res;

}

int get page status(char *page, int hint)

{

int res;

if(hint==2) return 2; //margin checks surely fail if usermode read is wrong
INT CLR STATUS=0x7; //clear DONE FAIL ERR (ERR is optional)

STARTA = STOPA = ((int)page)>>4;
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CMD= hint? CMD_MARGIN_CHECK: CMD_BLANK_CHECK; //run the right command
while (! (INT STATUS & 0x4 )) ; //wait until DONE: needed as INT STATUS doesn’t stall
return (INT STATUS & 1)? 2: hint; //if the command does not fail, the hint was correct
}

void erase(char *page)

{
INT CLR STATUS=0x7; //clear DONE FAIL ERR (ERR is optional)

STARTA = STOPA = ((int)page)>>4;
CMD= CMD_ERASE RANGE;
while (! (INT STATUS & 0x4 )) ; //wait until DONE: needed as INT STATUS doesn’t stall

if (INT STATUS&1) handle hw failure(); //erase of 1 page is always meant to pass
}

char *do_recover ()

{

// check with the help of user mode & signatures whether one of the pages still has
//valid data; re-write it to get better margin

char *good page=NULL;

char *other page;

char buf[512];

if (consistency check(page0,buf)) good page=pagel;

else if (consistency check(pagel,buf)) good page=pagel;

if(lgood page) f{

handle hw failure(); //we don’t get consistent data anywhere

return NULL;//best would be that handle hw failure() does not return at all

}

//don’t overwrite the ~good page, use the other one

erase (other page);

program(buf,other page); //the data which was previously read and found consistent
//is used to re-program; if we re-read good page (which

//failed margin checks), we might get different data!

erase (good page);

return other page;

}

int consistency check(char *page,char *buf)

{

int i;

int *ip; //assuming 32-bit integer

//1f the optional check on many ECC corrections is performed (see below),
//this fragment of code is best executed from RAM/ROM, with other bus masters
//disabled, in order to avoid that other accesses cause additional ECC corrections
CMD=CMD REPORT ECC; //clear ECC datalog

ip=(int *)buf;

for(i=0;1<32;i++) { //32 words in a page

//use READ SINGLE WORD command to avoid bus errors on corrupt data

STARTA = ((int)page)>>4;

DATAWO = 4; //read with ECC off

CMD= CMD READ SINGLE WORD;

*ip++=DATANO;

*ip++=DATAW1;
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*ip++=DATAW2;

*ip++=DATAW3;

paget+=16; //a word contains 16 bytes

}

CMD=CMD_REPORT ECC; //get ECC datalog

//end of execution from RAM/ROM

if (DATAWL) return 0; //faill if there are uncorrectable words

//optional, if it's more risky to process dubious data than to report a data loss:
//1f (DATAW2>treshold) return 0; //avoid too many corrections as well

return check user consistency(buf); //check based on the structure of the user payload

//For example, a checksum may have been added to the data; some values might be known
//to be within specific ranges; some fixed-content fields may be there; etc...

//Note that the check is performed on the buffer, not directly on the flash.

}

void put data(char *src)

{

char *old page=get data();

char *new page=(old page==pagel)? pagel:pagel;

//new_page is the page NOT returned by get data(), the other one (expected blank)

INT CLR_STATUS=0x7; //clear DONE FAIL ERR (ERR is optional)

STARTA = STOPA = ((int)new page) >>4;

CMD= CMD BLANK CHECK; //needed to ensure that erase was properly completed: only

// the DMACC word was possibly checked

while (! (INT STATUS & 0x4 )) ; //wait until DONE: needed as INT STATUS doesn’t stall

if (INT _STATUS&l) erase(new_page);

program(src,new_page); //copy the code into the new page. For examples on how to
//do this, see 8.7.1 (program code only)

erase (old page);

}

The following example is targeted at verifying the correctness/integrity of a code area; it
can be used for example after an application upgrade, or periodically to ensure that the
correct code is still there (for example, not modified by a hacker, a programming error, and
an HW failure). The area is delimited by start_address and end_address (end_address
still included in the range). The content programmed in that page range has a known
128-bit checksum. Other than verifying the checksum, this example checks whether a
high number of ECC corrections were found (an unexpected ECC uncorrectable error
results in a failing checksum; expected errors can occur if erased pages are included in
the checked range).

//execute this code from RAM/ROM, so that fetching does not create

//additional ECC errors

CMD= CMD_REPORT ECC; //clear ECC error count

STOPA = ((int)end address) >> 4;

STARTA = ((int)start address) >> 4;

CMD=CMD_CHECKSUM;

//the following access will stall until the checksum command is completed.

//if this is not desired, then either poll the DONE bit in the INT STATUS register,
//as in previous code examples, or configure an interrupt to occur on DONE

//and wait for it before proceeding with execution.
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if (DATAWO!=known checksum[0] || DATAWL!=known checksum([1] || DATAWZ!=known checksum[2]
|| DATAW3!=known checksum[3]) return CHECK FAILED;

CMD= CMD REPORT ECC; //get ECC error count

if (DATAW2>ECC correction treshold) return CHECK FAILED; //singlebit corrections
return CHECK PASSED;

ECC

The ECC function is normally transparent to the user.
When writing, parity is automatically computed and stored alongside user data.

When reading, data and parity are used to reconstruct correct data, even in the case of a
1-bit error.

ECC has to be taken into account only in the following contexts:

* |n case of a correction or uncorrectable error, this fact and the location of the error are
logged inside the controller, and an interrupt is optionally generated: in case of failure
the application must be able to take countermeasures, and even if execution is not
endangered (when a correction is successfully performed), the application may
choose to refresh memory data to avoid that a subsequent error in the same word
causes a failure.

* Flags are made available, alongside read data and with the same timing, to identify
ECC corrections and uncorrectable errors.

* When reading an erased location, an uncorrectable error is flagged. Use the “blank
check” command to test for successful erase.

* Due to the presence of ECC, over-programming an already programmed word will
likely result in inconsistent parity bits; for this reason, it is not allowed to program a
memory word without erasing it first.

* |f a program or erase operation is aborted, data and parity bits are unknown and
probably inconsistent: the resulting ECC operation may result in not easily
understandable behaviour (for example, when partially erasing a word, a bit which
was previously already erased may be read as programmed, due to an inconsistent
value of the parity bits).

Each data word has its associated parity bits, and only one wrong bit in the whole word
(either in the data or in the parity) can be corrected. When more than one bit is wrong, the
read result is unspecified (it is possible that no error is flagged, or that a correctable error
is flagged, or an uncorrectable error is flagged).

Whenever a memory word is read by the controller, and a (correctable or uncorrectable)
ECC error is identified, the address of the first occurrence of the most severe type of error
is captured inside the controller; all errors (correctable or uncorrectable) are separately
counted (a saturating counter is used). A controller command allows to read this
information and contextually clear the logging information.

ECC is stored inverted, so that an ALLO or ALL1 output from the memory is flagged as an
uncorrectable error. This helps for safety and security, since most (hacker-induced)
failures have a common-mode effect on all output bits.
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5.7.14 Interrupts

There is a status register bit for each interrupt source, which is automatically set when the
corresponding event occurs.

Each interrupt status bit has a corresponding interrupt enable bit; if the interrupt enable
and status bits for at least one interrupt source are both set, an interrupt will be raised to
the CPUs (as long as the interrupt line number 0 is enabled inside the CPU registers).

The interrupt enable and status register bits are not writable directly: they are set by
writing a 1 in the corresponding bit of the INT_SET_ENABLE and INT_SET_STATUS
registers respectively, and are cleared by writing a 1 in the corresponding bit of the
INT_CLR_ENABLE and INT_CLR_STATUS registers respectively.

If an enabled interrupt event occurs while the corresponding status register bit is being
cleared, the interrupt request to the CPUs is set high for at least one clock cycle.

The above provision is to ensure that no event is lost, in case a new event occurs just
before the CPU writes the INT_CLR_STATUS register. However, in this case an interrupt
can be triggered but it is not possible to determine its source among the ones available
within the controller, since the status register would be cleared. It can be normally
assumed that this is an ECC interrupt, since software is expected to first clear the
indication of the completion status of a command, and only afterwards start a new
operation of the same kind. The presence of an ECC error can be confirmed by clearing
the ECC log information maintained inside the controller: in case that an ECC error
indication is cleared in the status register before being processed, its presence would still
be recorded in the ECC log info.

For system reasons, the interrupt request to the CPUs must be kept active until an
interrupt service routine handles the interrupt, then the status register must be cleared
while interrupts are disabled (either by means of the corresponding INT_ENABLE bit, or
through some other viable means).
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6.1 How to read this chapter

This chapter applies to all LPC55S6x/LPC55S2x/LPC552x parts.

6.2 Features

128 kB on-chip boot ROM with bootloader that allows various boot options and APIs:

* Based on ISP pins or CMPA setting in PFR region (see: Chapter 10
“LPC55S6x/LPC55S2x/LPC552x Protected Flash Region”), supports automated
booting from internal flash.

* |AP calls. See Chapter 8 “LPC55S6x/LPC55S2x/LPC552x ISP and IAP”.

* FLASH API for programming internal flash. See Chapter 5
“LPC55S6x/LPC55S2x/LPC552x Flash™.

* Supports SPI flash recovery boot from 1-bit SPI flash device (revision 1B only). See
Section 6.4.3 for more details.

6.3 General description

The internal ROM memory is used to store the boot code. After a reset, the Arm processor
starts its code execution from this memory. The bootloader code is executed every time
the part is powered-ON, is reset, or wakes up from a deep power-down while in a low
power mode.

Images must be stored in internal flash because the LPC55S6x/LPC55S2x/LPC552x has
internal flash for code and data storage. The code is then validated, and the boot ROM
vectors to on-chip flash.

Depending on the values of the CMPA bits, ISP pin, and the image header type definition,
the bootloader decides whether to boot from internal flash or run into ISP mode. See
Section 6.5 “PFR region definitions”. The LPC55S6x/LPC55S2x/LPC552x will read status
of the ISP pins to determine boot source. See Table 174.

Table 174. Boot mode and ISP download modes based on ISP pins [
Boot mode |ISPO (PIO0_5 pin) | Description

Passive boot HIGH The LPC55S6x/LPC55S2x/LPC552x will look for valid image in the internal flash, if no
valid image is found, the LPC55S6x/LPC55S2x/LPC552x will enter ISP boot mode
based on DEFAULT_ISP_MODE bits defined in Table 175.

ISP boot ‘LOW One of the serial interfaces (UARTO, 12C1, SPI3, HS_SPI, USBO, USB1) is used to
download image from host into internal flash. The first valid probe message on USART,
I2C, SPI or USB locks in that interface.
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Table 175. ISP download mode based on DEFAULT_ISP_MODE bits (6:4, word 0 in CMPA)
ISP Boot mode ISP_MODE_2 ISP_MODE_1 ISP_MODE_0 Description

Auto ISP 0 0 0 The LPC55S6x/LPC55S2x/LPC552x probes the active
peripheral from one of below serial interfaces, and
download image from the probed peripherals:

UARTO, 12C1, SPI3, HS_SPI, USBO or USB1.

USBHIDISP 0 0 E The USB HID class is used to download an image of the
USBO0/1 port. (HS-USB is the default USB port).

Remark: For USB HS ISP mode, 16 MHz crystal is
required, and for the USB FS ISP mode, ROM uses FRO.

UART ISP 0 1 0 The UART is used to download the image.
SPISlave ISP 0 1 1 The SPI slave is used to download the image.
I2C Slave ISP |1 0 0 The 12C slave is used to download the image.
Disable ISP 1 1 1 Disable ISP mode.

[11 To enable USBO-FS ISP mode, see the BOOT_CFG (USB_SPEED. attached PFR
excel sheet) needs to be set. USBO FS ISP mode can only be used when using single
hub or when connected directly to PC.

Table 176 shows the ISP pin assignments and is the default pin assignment used by the
ROM code that cannot be changed.

Table 176. ISP pin assignments

ISP pin Port pin assignment
ISPO PIO0_5
USART ISP mode '
FCO_TXD PIO0_30
FCO_RXD 'PIO0_29
12C ISP mode

FC1_SDA PIO0_13
FC1_SCL PIO0_14
SPI ISP model] '
FC3_SCK PIO0_6
FC3_SSELO PIO0_4
FC3_MISO PIO0_2
FC3_MOSI 'PIO0_3
HS_SPI_SCK PIO1 2
HS_SP|_SSEL1 PIO1_1
HS_SPI_MISO PIO1_3
HS_SPI_MOSI 'PIO0_26
SPI Flash Recovery model2l
FC3_TXD_SCL_MISO_WS PIO0_2
FC3_RXD_SDA_MOSI_DATA PIO0_3
FC3_CTS_SDA_SSELNO PIO0_4
FC3_SCK PIO0_6
USBO ISP mode '

USBO_VBUS PIO0_22
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Table 176. ISP pin assignments ...continued

ISP pin Port pin assignment
USBO_DP '

USBO_DM

USB1 ISP Mode

USB1_VBUS Dedicated pin per package
USB1_DP '

USB1_DP

(11 SPI ISP mode on Flexcomm 3 is supported on device revision A0 only.
21 SPI Flash Recovery mode applies to device revision 1B only.

[31 To enable USBO-FS ISP mode, see the BOOT_CFG (USB_SPEED. attached PFR
excel sheet) needs to be set. USBO FS ISP mode can only be used when using single
hub or when connected directly to PC.

Figure 11 shows the top-level boot process. The boot starts after Reset is released.

The CPU clock is 48 MHz based on the 96 MHz FRO. When the Cortex-M33 starts the
bootloader, the SWD access is disabled and therefore, the debugger is unable to connect
to the CPU during this period of time. The boot ROM determines the boot mode based on
the reset state of the ISP pins.

After the boot mode is determined, and the image is present in internal flash, the
bootloader will validate the vector table and image header.

The boot ROM checks the following for image validity check:

¢ Validate image using header and CMPA settings when secure boot is enabled. See
the Secure Boot chapter for more details.

* Validate image using CRC32 when secure boot is NOT enabled, and the CRC check
is enabled in image header.

* Validate the SP and PC if neither the integrity check nor authentication check is
enabled.

* Validate the TZM image type if the basic image check passed.

The beginning of the image follows the format mentioned in Table 177. The boot loader
begins scanning for user images by examining the image type marker located at 0x0000
0024. If the value matches any supported image type markers, then validation of an image
header will begin. After the validation of the image header is completed, the qualification
continues by examining the TZM image type field.

If it is a CRC image, then the imageLength field value is used as the length to perform a
CRC ON. See Table 177. The CRC is performed on the image in internal flash. The CRC
calculation begins at offset 0x0 from the beginning of the image sector and continues up
to the number of bytes specified by the length. The length does not include the
offsetToSpecificHeader field that make up the CRC value field, which means that the CRC
calculated skips the CRC value field. The result is then compared to the
offsetToSpecificHeader entry in the structure and the image is considered valid if a match
exists, otherwise the image is considered invalid. CRC is not performed if the image is not
a CRC image.

All information provided in this document is subject to legal disclaimers. © NXP B.V. 2021. All rights reserved.

User manual

Rev. 2.4 — 8 October 2021 141 of 1227



NXP Semiconductors U M1 1 1 26

Chapter 6: LPC55S6x/LPC55S2x/LPC552x Boot ROM

If it is a signed image, then the imagelLength field value is used as the length to perform
an authentication on. The authentication will be performed on the image in internal flash.
The authentication begins at the offset 0x0 from the beginning of the image sector and
continues up to the number of bytes specified by the length. The offsetToSpecificHeader
field value points to the offset that holds the certificates.

Table 177. Image header for the LPC55S6x/LPC55S2x/LPC552x device

Offset Size in bytes Symbol Description

0x00 4 Initial SP Stack pointer.

0x04 4 Initial PC The application first execution instruction.
0x08 24 'Vector table 'Cortex-M33 Vector table entries .

0x20 4 imageLength The length of current image

Set to 0 if the image type is 0 as well
Set to actual image length if the image type is other value.

0x24 4 imageType Image Type
0x0000 — Normal image for unsecure boot
0x0001 — Plain signed Image
0x0002 — Plain CRC Image
0x0004 — Plain signed XIP Image
0x0005 — Plain CRC XIP Image
0x8001 — Signed plain Image with KeyStore Included

0x28 4 voffsetToSpecificHeader Offset to specific header
It means offset to certificate block header if the image type is 0x01, 0x04,
or 0x8001
It means the crcChecksum if the image type is 0x02 or 0x05.

0x2C 8 'Vector table 'Cortex-M33 Vector table entries

0x34 4 imageExecutionAddress ' The execution address of the image

Set to 0 if image type is 0
Set to actual image execution address if the image type is other value
0x38 8 Vector table Cortex-M33 Vector table entries
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Fig 11. LPC55S6x/LPC55S2x/LPC552x boot flow chart for 1B
There are several paths into the ISP mode:
* Entry through the ISP pin assertion.

— This mechanism is mainly used on EVK boards and customer boards where
switches and jumpers are affordable in-terms of space and cost.

— This method is used to recover a part programmed with corrupted image which is
not detectable by ROM. Once in ISP mode commands are provided to re-program
the flash with proper image.

* Entry through fall-through mode.
— When the user image in flash is blank or invalid the ROM enters into ISP mode.
— This mode of entry allows programming factory fresh parts through ISP interface.
* Entry through ROM API call.

— Used by application code to implement in field update using ISP mechanism.
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¢ Entry through the Debug Mailbox command.

— This mechanism is mainly used to recover a part programmed with a corrupted
image. For instance, on boards/products where the ISP pin mechanism in not
affordable and SED pins are accessible or when ISP mode is disabled through the
“Default ISP mode” field in the CMPA_BOOT_CFG configuration word.

— For security sensitive application option to control access to this mechanism is
provided through Debug Authentication procedure.

6.4 Boot modes

The boot modes include:

* Section 3.4.1 “Passive boot mode”.
* Section 6.4.2 “ISP boot mode”

6.4.1 Passive boot mode

The CPU clock is set to the boot speed specified in CMPA field and will boot directly from
internal flash based on the image header. See Figure 11.

6.4.2 ISP boot mode

ISP boot mode can be entered as a result of failed internal flash verification or if ISP pin
forces the device into ISP mode.The ISP mode is mainly used for:

* Downloading the image (initial or updated) into the internal flash from the Host.

* Provisioning the device into production life-cycle (configure secure mode, program
key data, ISP fall-through mode, lock settings).

See Chapter 8 “LPC55S6x/LPC55S2x/LPC552x ISP and IAP”.

6.4.3 SPI flash recovery

For silicon revision 1B and beyond, support is provided for a recovery boot from an
external 1-bit SPI flash device where an SB2.1 image is stored. The SB2.1 file is an
encrypted and signed command script file which supports programming flash, PFR and
other configuration commands. This feature can be implemented during OTA in the
following ways:

* Recovery media model: where an external SPI flash is used to store a factory image
in SB2.1 format. When the image on main flash is corrupted, ROM will attempt to
recover the device by booting/executing the SB2.1 file present on the external flash
device.

See: Section 7.3.6 “ROM firmware update using SB file” for more details regarding the
SB2.1 file format.

In passive boot mode (ISP pin not asserted), if the internal flash image is deemed invalid,
the device checks the SPI_RECOVERY_BOOT_EN (bits 3:0) in protected flash
SPI_FLASH_CFG (0x9E404) to determine if SPI flash recovery is enabled. If SPI flash
recovery is enabled, the boot ROM tests SEC_BOOT_EN (bits 31:30) in protected flash
SECURE_BOOT_CFG (0x9E41C).
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If SEC_BOOT_EN is non-zero, then the image can be programmed into internal flash or
booted into internal SRAM. The following commands are available for SB file recovery

mode:

#define SBLOADER V2 CMD SET IN REC MODE \

((Iu << ROM_NOP _CMD) | (lu << ROM LOAD CMD) | (lu << ROM JUMP CMD) | (lu <<

ROM_FW_VER_CHK))

If SEC_BOOT_EN is zero, the LPC55xx boots a plain text image with the boot address
and image length specified in the image header. For plain text SPI flash recovery, the
image can only be booted into internal RAM in a non-reserved region. To determine
reserved regions of RAM, use the following command in ISP mode:

blhost -p COM3 get-property 12

See: Section 8.6.11.2 “1-bit SPI NOR FLASH support (for version 1B only)” for more

details.

6.5 PFR region definitions

Table 178. Image header for the LPC55S6x/LPC55S2x/LPC552x devices

The PFR region is used as the persistent storage for the secure boot and the SoC specific
parameters. It starts at fixed address 0x9DEOQO. Please see: Chapter 9
“LPC55S6x/LPC55S2x/LPC552x Flash API”) Protected Flash Region for details.

Region

Field

Description

0x9DEOO0-0x9E3FF
0x9E400-0x9EBFF

0x9EC00-0x9FDFF

Customer In-field Programmable Area(CFPA)

Customer Manufacturing/Factory Programmable Area
(CMPA) and Key Store Area (KSA)

NXP Manufacturing Programmed Area(NMPA)

See the Secure Boot chapter for more details.

Reserved for NXP internal use only
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7.1 How to read this chapter

This document describes the Secure Boot ROM architecture for
LPC55S6x/LPC55S2x/LPC552x series.

The Secure part of ROM boot loader provides following basic operations:

* Secure boot
* Secure firmware update
® Security related miscellaneous functions

The ROM bootloader provides an API to allow integration of loader operations into
customer applications.

7.2 Function description

UM11126

7.21

7.2.2

Secure Boot

Secure boot provides guarantee that unauthorized code cannot be executed on a given
product. It involves the device's ROM always executing when coming out of reset. The
ROM will then examine the first user executable image resident in internal flash memory
to determine the authenticity of that code. If the code is authentic, then control is
transferred to it. This establishes a chain of trusted code from the ROM to the user boot
code. This chain can be further extended, as described below.

The method used in this architecture to verify the authenticity of the boot code is to verify
RSA signatures over the code. The boot code is signed with RSA private keys. The
corresponding RSA public keys used for signature verification are contained in X.509
certificates that are contained in the signed image. Device supports up to four Root of
Trust keys.

Device could be configured to boot plain images during development. In such case ROM
does not check image to be booted, or perform only CRC32 checking, depending on
configuration.

Secure firmware update

If firmware updates are to be performed in the field when secure boot is enabled, then a
secure firmware update mechanism is preferred. Otherwise inauthentic firmware may be
written to the device, causing it to not boot. In the most basic sense, secure firmware
update simply performs an authentication of the new firmware prior to committing it to
memory. In this case, the chain of trust is extended from the old, currently executing, code
to the new code.

Another use case for secure firmware update is to hide the application binary code during
transit over public media such as the web. This is accomplished by encrypting the
firmware update image. As the new firmware is written into device memory, it is decrypted.
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In this architecture, both cases of secure firmware update are supported. The SB file
format is encrypted and digitally signed. SB file can be loaded via secure interfaces such
as USB, UART, etc. or can be provided to ROM API as complete binary file. See:
Section 6.4.3 “SPI flash recovery” for details.

Extending the chain of trust

Once secure boot has transferred CPU control to user code, that code may need to load
additional pieces of code. This establishes another link in the chain of trust. The process
can continue for any many nested sub-modules are required, with each parent code
module authenticating the chain. Another use case is to authenticate boot code for one or
more secondary CPU cores prior to releasing them from reset.

The loader API is used from customer code to verify signatures on the additional code
images. Using the API to verify signatures gives complete control to the customer code
over what additional code must be signed and how that code is organized in memory.

Miscellaneous functions
Rom provides support for various security related additional functionalities. The main are:

* Support for the load of TrustZone-M pre-configuration during ROM secure boot

* Support of booting from encrypted internal Flash regions using PRINCE peripheral
module

¢ Debug Authentication

Boot flow diagram

Booting of the device is controlled by setting written in PFR (Protected Flash Region) of
internal device flash memory and based on ISP pin setting.
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Fig 12. Secure Boot ROM Flow chart

7.2.6 Data structures

7.2.6.1 Overview

LPC55S6x/LPC55S2x/LPC552x stores configuration and PUF key store for the boot ROM
in Protected Flash Region (PFR). It resides at the end of flash region and can be
programmed through ROM in ISP mode.
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0x0009_DEOO

CFPA —» 9DE00 Header — g 9E400 BOOT_CFG
Scratch Page 9DE04 Version 9E404 SPI_FLASH_CFG
OXOOOQ—DFFF 9DE08 Secure_FW_Version 9E408 USB_ID
9DEOC NS_FW._Version 9E40C
9DE10 IMAGE_KEY_REVOKE 9E410 DCFG_CC_SOCU_PIN
9DE14 9E414 DCFG_CC_SOCU_DFLT
0x0009_E1FF
9DE18 ROTKH_REVOKE 9E418 DAP_VENDOR_USAGE_FIXED
9DETC VENDOR_USAGE 9E41C SECURE_BOOT_CFG
9DE20 DCFG_CC_SOCU_NS_PIN 9E420 PRINCE_BASE_ADDR
0x0009 E3FF 9DE24 DCFG_CC_SOCU_NS_DFLT 9E424 PRINCE_SR_0
9DE28 ENABLE_FA_MODE 9E428 PRINCE_SR_1
9DE2C CMPA_PROG_IN_PROGRESS 9E42C PRINCE_SR 2
9E42C PRINCE_SR_2
0x0009_E5FF 9DFEO
— 9E42C PRINCE_SR_2
9DFE4
9E438 FLASH_REMAP_SIZE
9DFES
9E43C FLASH_REMAP_OFFSET
SDFEC SHA-256 DIGEST
9DFFO (9DE0O - SDFDF) 9E450 ROTKH-[255:224]
0x0009_E8FF 9DFF4 9E454 ROTKH-[223:192]
9DFF8 9E458 ROTKH-[191:160]
9DFFC 9E45C ROTKH-[159:128]
9E460 ROTKH-[127:96]
9E464 ROTKH-[95:64]
9E5E0
0x0009_FFFF
9E5E4
9E5E8
Laise SHA-256 DIGEST
9ESFO (9E400 — 9E5DF)

9E5F4
9E5F8

9ESFC

Fig 13. Protected Flash Region

7.2.6.2 Key storage in Protected Flash Region

LPC55S6x/LPC55S2x/LPC552x uses PUF controller for key wrapping. The PUF key store
occupies three flash pages (1 536 bytes in total) of PFR and consists of Activation Code
and six Key Codes and is managed and used mainly by the ROM during the boot and SB
file processing. The key store data structure can be created during key provisioning
process and written to PFR using write to non-volatile blhost command. The content of
key storage is also available to user application by using PFR_KeystoreGetAC and
PFR_KeystoreGetKC ROM API functions. See ROM API chapter for more info. During
the startup, the ROM checks if valid key store data structure is present in PFR. If so, the
whole key store data structure is loaded into RAM and ROM issues PUF start procedure,
which initializes PUF and loads the activation code so that each key can be used if
needed.
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0x0009_EBFF

0x0009_FFFF

Fig 14. KeyStore area in PFR

Table 179. PUF key code storage area structure

Address Size Name Description
(bytes)
0x9E600 4 Key Store Header Marker. A value of 0x95959595 means that Activation code is valid.
0x9E604 4 PUF Discharge time Time in milliseconds to wait until PUF SRAM fully discharges. Only
effective when PUF Start fails. Set to zero to use default discharge
time.
0x9E608 1192 Activation Code Device specific PUF activation code generated by enroll command
during key provisioning.
0x9EABO 4 SBKEK Key Code Header Marker. A value of 0x59595959 means that key code is valid.
0x9EAB4 52 SBKEK Key Code Key Code for wrapped SBKEK key.
Ox9EAES8 4 USERKEK Key Code Header |Marker. A value of 0x59595959 means that key code is valid.
0x9EABC 52 USERKEK Key Code Key Code for wrapped USERKEK key.
0x9EB20 56 - Reserved.
0x9EB58 4 PRINCE Region 0 Key Code Marker. A value of 0x59595959 means that key code is valid.
Header
0x9EB5C 52 PRINCE Region 0 Key Code |Key Code for wrapped PRINCE Region 0 key.
0x9EB90 4 PRINCE Region 1 Key Code |Marker. A value of 0x59595959 means that key code is valid.
Header
0x9EB94 52 PRINCE Region 1 Key Code |Key Code for wrapped PRINCE Region 1 key.
0x9EBC8 4 PRINCE Region 2 Key Code |Marker. A value of 0x59595959 means that key code is valid.
Header
0x9EBCC 52 PRINCE Region 2 Key Code |Key Code for wrapped PRINCE Region 2 key.
7.3 Keys

This chapter will describe purpose of individual keys used by the bootloader. Key Codes

for given keys are generated (wrapped) using PUF by data supplied to blhost by key

provisioning commands with specified key type and key length. Keys stored with PUF key
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index 0 can be unwrapped only on secure key hardware bus so that only security
peripherals connected to this bus are able to use this code. See Chapter 48
“LPC55S6x/LPC5582x/LPC552x Security features” for more details about how to
generate and load the key store into device PFR.

7.3.1 PUF key code format

Table 180. PUF key code format

Offset Bytes ‘ Name ‘ Description

0x0 4 Type, Index, Size Bits 1:0 — Type
2'b00: User key

2'b01: Generate key
2'b10: Invalid

2'b11: Invalid

Bits 7:2 — Reserved
Always set to 0

Bits 11:8 - Key Index
PUF key index 0 - 15
Bits 23:12 — Reserved
Always set to 0

Bits 29:24 — Key Size
Size of the key (64-bit multiple)
Bits 31:30 — Reserved
Always set to 0

0x4 48 Key Code Wrapped key code data

7.3.2 Key descriptions
SBKEK- Secure Binary Key Encryption Key

® Used for SB2 firmware update image decrypt
* AES-256 symmetric key

¢ blhost key type 3

PUF key index 0

USERKEK - User Key Encryption Key
* Not used by LPC55S6x/LPC55S2x/LPC552x bootloader. Available for user as
pre-shared master key
* AES-256 symmetric key
* blhost key type 11
* PUF key index O

PRINCE Region 0-2 key

* Key used to encrypt/decrypt data in internal flash memory when PRINCE is enabled
for given memory region.

® 128-bit symmetric key
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* Region 0 - blhost key type 7

® Region 1 - blhost key type 8

* Region 2 - blhost key type 9

All three keys are PUF key index 0

7.3.2.1 Secure boot related configuration fields in PFR

7.3.2.11

CMPA page

The CMPA (Customer Manufacturing/Factory Programmable Area) page contains
settings for signed image in secure boot configuration, PRINCE configuration registers (if
encrypted flash is needed) and 32 bytes of Root Key Table Hash (RKTH). Only secure
boot related fields are described in this chapter.

Table 181. CMPA Secure boot configuration overview

Address Bytes Name ‘ Description

0x9E41C 4 SECURE_BOOT_CFG Secure boot configuration flags

0X9E420 4 'PRINCE_BASE_ADDR 'PRINCE configuration and region base addresses
0x9E424 4 PRINCE_SR_0 Region 0, sub-region enable.

0x9E428 4 PRINCE_SR_1 Region 1, sub-region enable

0X9E42C 4 'PRINCE_SR_2 'Region 2, sub-region enable

0x9E450 32 RKTH Root Key Table Hash

UM11126

Note: PRINCE region base addresses are shown below:

PRINCE base address: 0x4003 5000 (non-secure)

PRINCE base address for region 0: 0x4003 5018

PRINCE base address for region 1: 0x4003 5028

PRINCE base address for region 2: 0x4003 5038
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SECURE_BOOT_CFG configuration word

Table 182. SECURE_BOOT_CFG word bit field definitions

Address
0x9E41C

Bit(s)

1:0

13:2

’ Name
RSA4K

'DICE_INC_NXP_CFG

Description

Use RSA4096 keys only
2'b00: Allow RSA2048 and higher
2'b01: RSA4096 only
2'b10: RSA4096 only
2'b11: RSA4096 only

‘Include NXP area in DICE computation

2'b00: not included
2'b01: included
2'b10: included
2'b11: included

5:4

7:6

0:8

DICE_CUST_CFG

'SKIP_DICE

'TZM_IMAGE_TYPE

Include CFPA page and key store area in DICE computation
2'b00: not included
2'b01: included
2'b10: included
2'b11: included

'Skip DICE computation

2'p00: Enable DICE
2'p01: Disable DICE
2'p10: Disable DICE
2'b11: Disable DICE

‘TrustZone-M image mode

2'b00: TZ-M image mode is taken from application image
2'b01: TZ-M disabled image, boots to non-secure mode
2'b10: TZ-M enabled image, boots to secure mode

header

2'b11: TZ-M enabled image with TZ-M preset, boot to secure mode
TZ-M pre-configured by data from application image header

11:10

BLOCK_SET_KEY

Block PUF key code generation
2'b00: Allow PUF Key Code generation
2'b01: Disable PUF Key Code generation
2'b10: Disable PUF Key Code generation
2'b11: Disable PUF Key Code generation

13:12

15:14

BLOCK_ENROLL

'DICE_INC_SEC_EPOCH

Block PUF enroliment
2'b00: Allow PUF enroll operation
2'b01: Disable PUF enroll operation
2'b10: Disable PUF enroll operation
2'b11: Disable PUF enroll operation

'Include security epoch area in DICE computation

2'b00: not included
2'b01: included
2'b10: included
2'b11: included

29:16

RESERVED

Reserved, filled with zeros

UM11126

31:30

SEC_BOOT_EN

Secure boot enable
2'b00: Plain image (internal flash with or without CRC)
2'b01: Boot signed images. (internal flash, RSA signed)
2'b10: Boot signed images. (internal flash, RSA signed)
2'b11: Boot signed images. (internal flash, RSA signed)
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PRINCE_BASE_ADDR: Contains various configuration for PRINCE peripheral to be set
by ROM bootloader during device startup.

Table 183. PRINCE configuration

Address

Bit(s)

Name

Description

0x9E420

3.0
7:4

ADDRO_PRG
ADDR1_PRG

Programmable portion of the base address of region 0.

Programmable portion of the base address of region 1.

11:8

ADDR2_PRG

Programmable portion of the base address of region 2.

15:12
17:16

RESERVED
RESERVED

Should be filled with zeros.

‘Should be filled with zeros.

19:18

LOCK_REGO

Lock PRINCE region 0 settings.

2'b00: Region is not locked
2'b01: Region is locked
2'b10: Region is locked
2'b11: Region is locked
Lock PRINCE region 1 settings.
2'b00: Region is not locked
2'b01: Region is locked
2'b10: Region is locked
2'b11: Region is locked

‘Should be filled with zeros.

21:20 LOCK_REG1

23:22 RESERVED
25:24 REGO_ERASE_CHECK_EN

PRINCE region 0 enable checking whether all encrypted pages
are erased together.

2'b00: Region is disabled
2'b01: Region is enabled
2'b10: Region is enabled
2'b11: Region is enabled

'PRINCE region 1 enable checking whether all encrypted pages
are erased together.

2'b00: Region is disabled
2'b01: Region is enabled
2'b10: Region is enabled
2'b11: Region is enabled

27:26 REG1_ERASE_CHECK_EN

'PRINCE region 2 enable checking whether all encrypted pages
are erased together.

2'b00: Region is disabled
2'b01: Region is enabled
2'b10: Region is enabled
2'b11: Region is enabled

29:28 REG2_ERASE_CHECK_EN

31:30 RESERVED 'Should be filled with zeros.

PRINCE_SR_x: When on-the-fly encryption/decryption of internal flash using PRINCE is
enabled, ROM configures sub-region enable bits for given memory region according to
value stored in this word
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Table 184. PRINCE sub-region enable bits

Address Bit(s)

v Name ' Description

0x9E424 31:0

SRn_EN Each bit in this field enables a sub-region of crypto region x at offset
8kB*n, where n is the bit number. A 0 in bit n bit means encryption and
decryption of data associated with sub-region n is disabled. A 1 in bit n
means that data written to sub-region n during flash programming when
ENC_ENABLE.EN = 1 will be encrypted, and flash reads from
sub-region n will be decrypted using the PRINCE.

RKTH: RKTH is 32 byte SHA-256 hash of SHA-256 hashes of up to four root public keys.

Multiple root public keys are supported to allow for key revocation.
The structure of this table is shown here

RKH Table
i ~ | .
Root Cert #0 Root PK #0 : —>| SHA-256 [——{  Entry #0
L _ | .
Root Cert #1 Root PK #1 : —>| SHA-256 | - Entry #1
——| SHA-256 |—>| RKTH |
Root Cert #2 Root PK #2 -——>| SHA-256 I - Entry #2
R Root PK #3 o 256 ||  Entry #3
oot Cert #3 00 : —>| SHA-256 | y

Fig 15. RKTH generation process
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Each entry in the table is a SHA-256 computed over the concatenation of an RSA public
key's modulus and exponent (modulus || exponent). Both modulus and exponent must be
in big endian byte order, with the minimum number of bytes required to represent the
value. For instance, an exponent of 65537 would be represented by a 3-byte value of [01
00 01], while an exponent of 3 would be represented by a single byte of that value. The
entire RKH table is itself hashed with SHA-256. This final hash is then stored in the RKTH
field in PFR.

Foriin0...3:

Let M i = BE(Modulus i) Let E i = BE(Exponent i)

Let RKH i = SHA256(M i || E i)

Let RKTH = SHA256(RKH 0 || RKH 1 || RKH 2 || RKH 3)

The number of hashes of keys in the RKH table must be from at least 1 through a
maximum of 4. Unused table entries must be set to all 0 bytes. When searching the RKH
table for a key's hash, the loader will stop at the first entry that is all zeroes.
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The extra root public keys and root certificates must be created in advance and would be
held in reserve in case a public key had to be revoked. The customer is responsible for
implementing the mechanism to determine whether a key needs to be revoked, and then
set the appropriate RKTH REVOKE bit(s). This would usually be done through an
authenticated connection with a server during a firmware update.

Note: Only one of the root certificates whose keys are listed in the RKH table may be
included in the certificate table at a time.

Table 185. RKTH layout in CMPA

Address Description Address Description

0x9E450 RKTH[255:224] 0x9E460 RKTH [127:96]
OX9E454 RKTH [223:192] |OX9E464 'RKTH [95:64]

0x9E458 RKTH [191:160] 0x9E468 RKTH [63:32]

0x9E45C RKTH [159:128] 0x9E46C RKTH [31:0]

7.3.2.1.2 CFPA page

The CFPA (Customer Field Programmable Area) page contains three monotonic
counters, RKTH revocation fields and storage for three PRINCE region IV codes. Only
secure boot related fields are described in this chapter.

Table 186. CFPA page layout

UM11126

Address Byte(s) Name Description

0x9DE08 4 vSecure_FW_Version 'Secure firmware version (Monotonic counter)
0x9DEOC >4 FNS_FW_Version ‘Non Secure firmware version (Monotonic counter)
0x9DE10 4 IMAGE_KEY_REVOKE Image key revocation ID (Monotonic counter)
0x9DE18 " 'RKTH_REVOKE 'Used for revocation of individual Root keys
0x9DE30 56 'PRINCE Region 0 IV CODE | IV code used for PRINCE region 0

0x9DEG68 56 PRINCE Region 1 IV CODE |IV code used for PRINCE region 1

0X9DEAQ 56 'PRINCE Region 2 IV CODE IV code used for PRINCE region 2

Secure_FW_version: Used during SB2 file loading. The value written in this
configuration word must be always lower or equal to secure FW version specified in
elftosb .bd file used for creating SB2 file. Otherwise the SB file load will be rejected.

NS_FW_version: Used during SB2 file loading. The value written in this configuration

word must be always lower or equal to non-secure FW version specified in elftosb .bd file
used for creating SB2 file. Otherwise the SB file load will be rejected.

IMAGE_KEY_REVOKE: This value is checked during image authentication process. The
x509 serial number field in the image signing certificate is used the following way: byte 0
shall be 0x3c, byte 1 shall be 0xc3, byte 2 and byte 3 form an unsigned 16-bit integer
whose value is compared with the IMAGE_KEY_REVOKE value in the PFR. On
mismatch, the image authentication process will fail. Only 17 revocation IDs are possible.
(0x0, 0x1, 0x3, 0x7, OxF, Ox1F, Ox3F, Ox7F, OxFF ... OXFFFF). One bit should be set on
every revocation starting from lower bit 0 to 16:

0b0 ->0b1 -> 0b11->0b111 ......
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To avoid bricking the device if power loss happens after FW update but before
IMAGE_KEY_REVOKE is updated, LPC55Sxx boot ROM allows a roll forward (only by 1),
and cannot be rolled back.

RKTH_REVOKE: Each of four RoT Keys can be revoked. When trying to boot Images
that are signed using revoked RoT key they will be rejected during the authentication
process and will fail to boot if SEC_BOOT_EN is set to boot only signed images.

Table 187. RKTH table bit field description

Address Bit(s) Name Description
0x9DE18 1.0 RoTKO_EN RoT Key 0 enable
2'b00: Invalid
2'b01: RoT Key 0 is enabled
2'b10: RoT Key 0 is revoked
2'b11: RoT Key 0 is revoked
3:2 RoTK1_EN RoT Key 1 enable
2'b00: Invalid
2'b01: RoT Key 1 is enabled
2'b10: RoT Key 1 is revoked
2'b11: RoT Key 1 is revoked
5:4 RoTK2_EN RoT Key 2 enable
2'b00: Invalid
2'b01: RoT Key 2 is enabled
2'b10: RoT Key 2 is revoked
2'b11: RoT Key 2 is revoked
7:6 RoTK3_EN RoT Key 3 enable
2'b00: Invalid
2'b01: RoT Key3 iis enabled
2'b10: RoT Key3 is revoked
2'b11: RoT Key 3 is revoked
31:8 RESERVED Should be filled with zeros
PRINCE region x IV code: Initial vector value for PRINCE region x in PUF Key Code
format. This value is used to configure IV for PRINCE regions during ROM startup. It is
generated and used only by bootloader. This value should not be modified by the user.
7.3.3 Plain image structure
Unsigned Plain CRC images are supported by non-Secure versions of
LPC55S6x/LPC55S2x/LPC552x as well as Secure versions during development life-cycle
state of S parts (LPC55S6x/LPC55S2x/LPC552x).
The structure of unsigned CRC images is shown here:
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0x20 Image length

0x24 Image type: unsigned plain CRC

0x28 CRC32 -t

===

0x34 Load addr

Plain Image

Data (Trust zone conf.)

Fig 16. Structure of Unsigned CRC images

7.3.4 Signed image structure

Images are signed using the RSASSA-PKCS1-v1_5 algorithm. The digest is computed
using SHA-256, 2048-bit, or 4096-bit RSA keys are supported.

The structure of signed images is shown here:
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0x20 Image Length

0x24 Image type:
Signed Plain Text (SPT)

0x28 Header offset

Image_Keyerrivate

0x34 Load addr

Plain Image

Certificate Block Header -—

X.509 Certificate

RoT Key0 hash (SHA2)

RoT Key1 hash (SHA2)

RoT Key2 hash (SHA2)

RoT Key3 hash (SHA2)

Data (TZ-M preset)
- RSASSA-PKC1-v1_5 Signature

Fig 17. Structure of Signed Images

Image length - total length of the image in bytes including signature

Image type -

Table 188. LPC55S6x/LPC55S2x/LPC552x Image Type (word at offset 0x24)

31:16 Reserved Setto 0
15 Reserved Setto 0
14 TZ-M Image 0: TZ-M enabled image. The image uses TZ-M
Type 1: TZ-M disabled image. The image doesn’t uses TZ-M
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Table 188. LPC55S6x/LPC55S2x/LPC552x Image Type (word at offset 0x24)

13 TZ-M Preset 0: No TZ-M peripherals preset
1: TZ-M peripherals preset. The TZ-M related peripherals are configured by bootloader
based on data appended to an image (after RoT Key Hash table))

12:8 Reserved Setto 0

7:0 Image Type 0x0: plain image

0x4: Internal flash, plain, signed
0x5: Internal flash, plain, CRC
Other values are reserved

Header Offset - A 32-bit offset from the beginning of the signed image to the certificate
block header, called offsetToCertificateBlockinBytes, must reside at offset 0x28 from the
start of the signed image. An executable code image in internal flash is expected to start
with an NVIC vector table. The word at offset 0x28 is a reserved slot in the vector table.

As an example, if an image resides in flash at a non-zero address (say 0x8000), and its
certificate block header is at address 0x24000, then the word at 0x8028 will contain the
value 0x1c000.

Here is a standard Cortex-M33 NVIC vector table with the offset to the certificate block
header highlighted.

Table 189.

Offset Usage

0x00 Initial SP

0x04 Reset

0x08 NMI

0x0C 'HardFault

0x010 MemManage

0x014 ‘BusFault

0x018 ‘ UsageFault

0x01C Reserved

0x020 'Image Length

0x024 Image Type

0x028 ' offsetToCertificateBlockinBytes

0x030 sve

0x034 DebugMon

0x038 ' Reserved

0x03C 'SysTick

7.3.5 Certificate block

The certificate block consists of the certificate block header, the certificate table, and the
RKH table concatenated together.
The certificate block can reside anywhere within the signed image, but must be fully
contained within the signed data, such that the certificate block itself is signed. The most
common constructions will have the certificate block placed at either the beginning (after
the vector table) or end of the signed data.
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The structure of the certificate block looks like this:

Signature (‘cert’)
hearderMinorVersion | headerMajorVersion
headerLengthinBytes
flags
buildNumber
totallmageLengthInBytes
certificateCount

certificateTableLengthInBytes

x509CertificateLengthinBytes

x509Certificate

=
Root Key Hash 0
Root Key Hash 1
> SHA-256
Root Key Hash 2
Root Key Hash 3
—
Fig 18. Structure of Certificate Block
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Certificate block header

The certificate block header (or just certificate header) is a structure containing
information required to properly verify a signed image. As described above, it is pointed to
by the offsetToCertificateBlockInBytes header offset field.

Let O header = (offsetToCertificateBlockInBytes) The first word of the
certificate block header must be 4-byte aligned.

Descriptions of the fields in the certificate block header:

Table 190.

Field Description
signature Always set to 'cert'.
headerMajorVersion Setto 1
headerMinorVersion Setto 0

headerLengthinBytes

flags

Number of bytes long the header is, starting from the signature. Does not include the
certificate table

Reserved for future use

buildNumber

User specified build number for the signed image. Allows user to prevent reverting to old
versions. The API compares this against the minBuildNumberspecified in kb_options_t

totallmagelLengthinBytes

Length in bytes of the signed data

certificateCount

Must be greater than 0

certificateTableLengthInBytes Total length in bytes of the certificate table

7.3.5.2
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The key field in the certificate header is total ImageLengthInBytes. This field
indicates the number of bytes of signed data, starting at offset 0 of the image. The entire
certificate block must be contained within the signed data.

The signature field can be treated as 4-character string, without a terminating null byte,
with a value of 'cert'. Represented as a 32-bit little endian constant, the value would be
((c) [ (€' << 8) [ (1" << 16) | ('t << 24)).

Certificate table

Immediately following the certificate block header is the certificate table. It consists of a
complete chain of one or more X.509 certificates, each prefixed with a length word.

Let O cert-table = (offsetToCertificateBlockinBytes + headerLengthinBytes)

The x509CertificateLengthInBytes field for each certificate must be set to the
length of that certificate's data in bytes, rounded up to the next word (4-byte) alignment.
Thus, x509CertificateLengthInBytes mustbe divisible by 4. x509Certificate
contains the actual certificate data, and can be of variable length. There may be from 0-3
bytes of padding inserted after the certificate data. The cert entry structis repeated for
certificateCount entries in the table. The total number of bytes occupied by the
table must equal certificateTableLengthInBytes, and must always be divisible by
4,

There are a number of restrictions on the certificates:
Only x509 v3 format certificates are supported. Must be DER encoded.

Must use RSA-2048, RSA-3072 or RSA-4096 and SHA-256.
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All certificates must use RSA keys with a modulus bit length greater than or equal the
RSA bit length, specified by the security profile. This means that a 4096-bit or 3072-bit
root key followed by a 2048-bit image key is allowed, if the security profile is set to
2048-bit keys.

The SHA-256 hash of the public key contained in the first certificate in the table must be
present in the RKH table.

The certificate table can contain one or more certificates. Certificates must be positioned
in the table starting with the root certificate, followed by each subsequent certificate in the
chain in order of signing. The final certificate in the table is called the image signing
certificate. Using a single certificate is allowed. In this case, the sole certificate must be
self-signed and must not be a CA. If multiple certificates are used, the root must be
self-signed and all but the last must be CAs.

The RSA public key from the root certificate is denoted RPK, while the RSA public key
from the image signing certificate is denoted IPK. The two most common configurations
will be:

One self-signed certificate

Self-signed root CA certificate, followed by image signing certificate which is itself signed
by the root certificate.

ROM firmware update using SB file

The Secure Binary (SB) image format is a command-based firmware update image. It has
a long history, and has been used on multiple STMP and i.MX devices. The 0A version of
the LPC55S6xx silicon supports version 2.0 and the 1B version of the LPC55S6xx
supports version 2.1 of the SB image format. These new versions update the encryption
scheme to use modern algorithms. They also add support for signed images. The main
difference between version 2.0 and version 2.1 is in the usage of the digital signature.

With version 2.0, introduced with the first version of LPC55S6x/LPC55S2x/LPC552x
silicon, the digital signature of the SB 2.0 file is optional, the signed hash is the hash of
complete SB 2.0 file and the ROM bootloader's ReceiveSBFile command never verifies
the signature. SB file version 2.1, introduces with the next version of
LPC55S6x/LPC55S2x/LPC552x silicon, makes the usage of digital signature mandatory.
The ReceiveSBFile command verifies the digital signature.

The SB 2.0 and 2.1 file format also uses AES encryption for confidentiality and HMAC for
extending trust from the signed part of the SB file to the command and data part of the SB
file. These two keys (AES decrypt key and HMAC key) are wrapped in the RFC3394 key
blob, for which the key wrapping key is the SBKEK key.

The layout of an SB 2.0 and SB 2.1 file is shown in the elftosb tool User’'s Guide. The
elftosb tool is the NXP image signing and SB file creating tool for Windows/Linux/MAC. In
this chapter, we provide introductory description of the SB file format components, while
for the exact description, one shall refer to the elftosb tool User's Guide.

Header

The header contains plaintext information about the SB file, such as version, length and
nonce for AES CTR mode. With SB file version 2.1, the header also contains RSA
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signature of the hash computed from all the header plaintext data. The RSA Verify logic
implemented in the ROM for the SB file version 2.1 is the same as the logic for the internal
flash image authentication, that ROM can execute during the secure boot flow.

Header MAC
Only present in SB file version 2.0.

The header MAC is a message authentication code that provides secret key based
authentication of the SB file header. It is computed with the HMAC-SHA256 algorithm
using a 256-bit secret key called K MAC. The HMAC is generated over the entire header
plus the section table, including any required padding. It is 32 bytes in size.

Key blob

The key blob wraps two 256-bit keys using the RFC3394 algorithm. It provides
integrity and authenticity over the wrapped keys. The two keys in the key blob are:

1. Data Encryption Key (K DEK).
2. MAC Key (K MAC)
The K pexis used to encrypt section data in the SB file. K macis used for header

HMAC (if available) and section HMACs.

Both keys are uniquely generated each time an SB file is built. They are wrapped with the
SBKEK that is programmed into the target device's PFR.

Sections

The content of SB files is divided into an arbitrary number of sections, each with a unique
ID. Every section is preceded with a boot tag that acts as a header, plus an HMAC table.
A section may be either a bootable section that contains boot commands, or a data
section containing data not used by the loader. There must be at least 1 bootable section
for an SB file to be valid. The LPC55xx ROM loader supports only a single section.

Boot tag

Boot tags prefix a section with the information about that section. They form a linked list
within the SB file, allowing the loader to sequentially search for a given section. Boot tags
are always encrypted using AES-CTR.

Section MAC table

Following the boot tag is a table of MACs used to verify the integrity and authenticity of
section data. These MACs are computed using the HMAC-SHA256 algorithm with the K
MAC key from the SB file's key blob. The number of MACs for a section is configurable by
the user to trade between memory utilization and protection granularity.

Bootable section

A section that has the bootable section flag set is called a bootable section. It contains a
sequence of boot commands that are processed by the loader to perform a firmware
update.

The boot commands are described in the elftosb User’'s Guide. The LPC55xx ROM loader
provides the support for the following bootloader commands:
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WriteMemory, FillMemory, ConfigureMemory, FlashEraseAll, FlashEraseRegion,

The WriteMemory and FillMemory commands can be used to write data to RAMs.
WriteMemory can be also used to program internal flash, including the PFR CFPA page,
assuming the flash is erased, for example, by FlashEraseAll or FlashEraseRegion
commands. ConfigureMemory command can be used to configure LPC55xx PRINCE
on-the-fly encryption module.

SB 2.1 introduces two new commands that can be used to prevent firmware roll-back:
SecureFirmwareVersion
NonsecureFirmwareVersion

The recovery boot mode on the 1B version of the LPC55S6xx that is using SB 2.1,
supports the following commands:

e ROM_NOP_CMD
e ROM_LOAD_CMD
e ROM_JUMP_CMD
e ROM_FW_VER_CHK_CMD

Data section

Any section for which the bootable section flag is cleared is a data section. The loader
does not examine the contents of such sections; it simply skips over them. Data sections
may optionally be unencrypted by setting the cleartext flag. The SB 2.0 optional certificate
block header is an example of a data section.

Certificate block header, certificates and RKH table

A signed SB file must have a certificate block header. For SB 2.0, the certificate header in
a signed SB file is stored in a data section with a tag of 'sign'. This section must have its
cleartext flag set to mark it as unencrypted. It also must have the bootable flag cleared to
cause the SB loader to skip the certificate header when executing the SB file. The
certificate chain and RKH table are also included in the 'sign' section, since they must
always immediately follow the certificate block header. The 'sign' section itself may be at
any position within the sequence of sections, though usually would be the first or last.

For SB 2.1, the certificate block header, certificate chain and RKH table is mandatory part
of the SB 2.1 file header.

Signature

An SB 2.0 file may optionally be signed. If signed, a signature in RSASSA-PKCS1-v1_5
format is appended to the end of the file. The digest is computed over the entire SB 2.0 file
except for the signature itself.

For SB 2.1, the signature is mandatory and immediately follows the RKH table.

The SB 2.0 file and the SB 2.1 file header have the same structure as a signed image in
the internal flash. Thus, the ROM’s image authenticate function is used to verify digital
signature of internal flash image, SB 2.0 signed file and SB 2.1 header. The signature in
RSASSA-PKCS1-v1_5 format is appended to the tail end of the internal flash image / SB
2.0 file and to the tail end of the SB 2.1 header.
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Usage of firmware update

SB 2.0 files are always encrypted and optionally signed. SB 2.1 files are always
encrypted, and the header is always signed. Users may call the loader API from their
application code to authenticate an image, either signed code or an SB file.

The recommended method to perform secure firmware updates is as follows:

* User application receives an encrypted SB file containing new firmware and
stores it in external SPI flash, or a similar memory.

* Use API to authenticate SB file.
* Use API to decrypt and load the SB file.

¢ |f also using secure boot, the API can be used to authenticate the new firmware in
flash before rebooting into it. If this final authentication fails, the new firmware should
be made non-executable by erasing and writing over critical regions of it such as the
vector table. Even if not using secure boot, the code written to flash can still be signed
to support this final authentication step.

Device setup required for SB file 2.0 processing

The SB 2.0 processing by ROM depends on the presence of a valid key store setup with
SBKEK key code. Below is an example of such key store provisioning into the device
using the ROM bootloader key provisioning commands:

:: PUF enroll (generate activation code into key store)

blhost -p com6 -- key-provisioning enroll

:: install SBKEK into key store. SBKEK key type = 3.

blhost -p com6 -- key-provisioning set_user_key 3 sbkek.bin

.: install USERKEK into key store. USERKEK key type = 11.

blhost -p com6 -- key-provisioning set_user_key 11 userkek.bin

:: generate random PRINCE region 0. PRINCE region 0 key type = 7
blhost -p com6 -- key-provisioning set_key 7 16

.. generate random PRINCE region 1. PRINCE region 1 key type = 8
blhost -p com6 -- key-provisioning set_key 8 16

:: generate random PRINCE region 2. PRINCE region 0 key type = 9
blhost -p com6 -- key-provisioning set_key 9 16

:: save the key store into PFR

blhost -p com6 -- key-provisioning write_key nonvolatile 0

Device setup required for SB file 2.1 processing

The SB 2.1 processing by ROM depends on the presence of a valid key store with SBKEK
key code. This is the same as with SB 2.0.
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The SB 2.1 processing by ROM also depends on the presence of RKT hash (RKTH) in the
CMPA page in the PFR.

Secure ROM API

The ROM API table is located at address 0x730010f0 and contains absolute ROM API
function addresses which can be called using function pointers. PRINCE ROM API
section starts at address 0x1300119C and skboot_authenticate() function address is
located at 0x71300120C. Only secure boot related functions are described in this chapter.
See LPC55S6x/LPC55S2x/LPC552x User Manual for complete list of ROM API functions.

The main purpose of these APlIs is to provide access to functions used and implemented
in ROM to authenticate the application image and to configure PRINCE on-the-fly
encryption/decryption peripheral.

Table 191. Secure ROM APl summary

Address in Absolute Function

ROM API table function address

0x1300120C >0x1300A34F ‘skboot_status_t skboot_authenticate(const uint8_t *imageStartAddr, secure_bool_t
*isSignVerified)

0x13001210 >Ox13003717 ‘void skboot_hashcrypt_irq_handler(void)

0x1300119C 0x13006B3B skboot_status_t bus_crypto_engine_gen_new_iv(uint32_t region, uint8_t *iv_code,
secure_bool_t store, flash_config_t *flash_context)

0x130011A0 0x13006C6D skboot_status_t bus_crypto_engine_load_iv(uint32_t region, uint8_t *iv_code)

0x130011A4 v 0x13006955 ' skboot_status_t bus_crypto_engine_set_encrypt_for_address_range

7.4 Image authentication API

7.4.1
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skboot_authenticate

This API function can be used to verify authenticity of an image. The ROM uses this
function during the secure boot flow to authenticate an image in the internal flash, and it
also uses it to verify authenticity of the SB 2.0/2.1 files. If a user application calls
skboot_authenticate() directly or indirectly from SB file processing functions
kb_init/kb_process/kb_deinit, the user HASH interrupt vector shall call the
HASH_IRQHandler() function for handling of the Hash-crypt IP interrupt. This is due to the
fact that the hashing is implemented as non-blocking for shorter computation time — while
the Hash-crypt AHB master fetches data for hashing, the CPU and Casper co-processor
work on RSA Verify.

It is important to note that the skboot_authenticate() ROM function uses global variables
in RAM.

Thus, the caller has to assure that it doesn't have any data in the global variables location
before the function call. The caller shall discard the data in the global variables location
after the function returns.

The ROM reserved space for global variables in RAM on this
LPC55S6x/LPC55S2x/LPC552x product is:

0x30000000 to 0x30003FFF
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0x14005000 to 0x140059FF

The function requires the imageStartAddr input pointer to be 32-bit word aligned. The
status is returned by two ways - via a function return as well as by a write to the
*isSignVerified pointer. This is provided for redundant protection, the caller shall verify
both return values and consider authentic image only when the function returns
kStatus_SKBOOT_Success AND *isSignVerified == kKSECURE_TRACKER_VERIFIED.

On function output, it returns:
kStatus SKBOOT_Success when signature verification pass

kStatus_ SKBOOT_Fail when parsing certificate header, certificate/certificates chain, RKH
or signature verification fails

kStatus_ SKBOOT _InvalidArgument for unexpected value in the image

On function output, it writes

*isSignVerified = kKkSECURE_FALSE (0x5aa55aa5U) when signature verification fails
*isSignVerified = kSECURE_TRACKER_VERIFIED (0x55aacc33U) when signature
verification pass

HASH_IRQHandler

This function shall be called from user Hash-crypt interrupt handler, if the
sktoot_authenticate() or kb_process() ROM function is called in user applications. The
hashing in ROM is implemented as non-blocking and so the interrupt handler function is
required to assist with fetching data for Hash-crypt hardware module.

7.5 PRINCE ROM API

UM11126

The boot ROM API supports PRINCE encryption regions configuration. This section
describes all PRINCE-related functions that can be called from the user application.

The whole ROM API table locates at address 0x130010f0 and the PRINCE ROM API part
locates at address 0x1300119C.

The bus crypto engine (PRINCE) ROM API prototypes are:
typedef struct BusCryptoEnginelnterface

{

skboot_status_t (*bus_crypto_engine_gen_new_iv)(uint32_t region, uint8_t *iv_code,
secure_bool_t store, flash_config_t *flash_context);

skboot_status_t (*bus_crypto_engine_load_iv)(uint32_t region, uint8_t *iv_code);

skboot_status_t (*bus_crypto_engine_set_encrypt_for_address_range)(uint8_t
region_number, uint32_t start_address, uint32_t length, flash_config_t *flash_context);

} bus_crypto_engine_interface _t;

The skboot_status_t is defined here:
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typedef enum _skboot_status

{
kStatus SKBOOT_Success = 0x5ac3c35au,
kStatus_ SKBOOT_Fail = Oxc35ac35au,
kStatus SKBOOT _InvalidArgument = 0xc35a5ac3u,
kStatus_ SKBOOT_KeyStoreMarkerlnvalid = Oxc3c35a5au,

} skboot_status t;

The skboot_bool tis defined here:

typedef enum _secure_bool

{
kSECURE_TRUE = 0xc33cc33cU,
kSECURE_FALSE = 0x5aa55aa5U,

} secure_bool _t;

7.5.1 bus_crypto_engine_gen_new_iv

This APl is used for generating new |V (initial vector) code and storing it into the persistent
memory. The flash_init ROM API function must be called before calling this PRINCE API.

Prototype

skboot_status_t (*bus_crypto_engine_gen_new_iv)(uint32_t region, uint8_t *iv_code,
secure_bool_t store, flash_config_t *flash_context);

Table 192. Parameters

Parameter v Description

region Bus encryption engine region index (0, 1, 2).

iv_code IV code pointer used for storing the newly generated |V code.

store v Flag to allow storing the newly generated IV code into the persistent

memory (PFR). Can be assigned to kSECURE_TRUE or
kSECURE_FALSE.

flash_context Pointer to the flash driver context structure initialized by flash_init ROM API
function.

Example:

#define ROM_API_TREE ((*uint32_t)0x130010f0)

#define FLASH_API_TREE (flash_driver_interface_t*) ROM_API_TREE[3]

#define PRINCE_API_TREE (bus_crypto_engine_interface_t*) ROM_API_TREE[9]
status_t status;

skboot_status_t skboot_status;
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flash_config_t flashConfig;

uint8_t prince_iv_code[52] = {0};

status = FLASH_API_TREE->flash_init(&flashConfig);

skboot_status = PRINCE_API_TREE->bus_crypto_engine_gen_new _iv (0,
&prince_iv_code[0], kSECURE_TRUE, &flashConfig);
bus_crypto_engine_load_iv

This API function enables IV code loading into a bus encryption engine (PRINCE)
registers.

Prototype

skboot_status_t (*bus_crypto_engine load_iv)(uint32_t region, uint8 t *iv_code);

Parameter Description
region Bus encryption engine region index (0, 1, 2).
iv_code IV code pointer used for passing the IV code.

Table 194. Parameters

Parameter

Example:

#define ROM_API_TREE ((*uint32_t)0x130010f0)

#define PRINCE_API_TREE (bus_crypto_engine_interface_t*) ROM_API_TREE[9]
skboot_status_t skboot_status;

uint8_t prince_iv_code[52];

skboot_status = PRINCE_API_TREE->bus_crypto_engine_load_iv(0,
&prince_iv_code[0]);

bus_crypto_engine_set_for_address_range: This API function allows the
encryption/decryption for specified address range. It configures the PRINCE registers and
related PFR regions. The flash_init ROM API function must be called before calling this
PRINCE API. Note that the PRINCE configuration can be also done using the blhost ISP
command interface, see Section 7.5.4.2.2 “PRINCE region configuration with blhost”.

skboot_status_t (*bus_crypto_engine_set_encrypt_for_address_range)(uint8_t
region_number, uint32_t start_address, uint32_t length, flash_config_t *flash_context);

Description

region_number

Bus encryption engine region index (0, 1, 2).

start_address

Start address of the area to be encrypted/decrypted

length bLength of the area to be encrypted/decrypted

flash_context Pointer to the flash driver context structure initialized by flash_init ROM API
function.
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Example:

#define ROM_API_TREE ((*uint32_t)0x130010f0)

#define FLASH_API_TREE (flash_driver_interface_t*) ROM_API_TREE[3]

#define PRINCE_API_TREE (bus_crypto_engine_interface_t*) ROM_API_TREE[9]
status_t status;

skboot_status_t skboot_status;

flash_config_t flashConfig;

status = FLASH_API_TREE->flash_init(&flashConfig);

skboot_status =
PRINCE_API_TREE->bus_crypto_engine_set_encrypt_for_address_range(0, 0, 0x2000,
&flashConfig);

For 1.0 silicone version:

typedef skboot_status_t
(*BUS_CRYPTO_ENGINE_SET_ENCRYPT_FOR_ADDRESS_RANGE_FPTR)(uint8_t,
uint32_t, uint32_t);

typedef struct BusCryptoEnginelnterfaceExt

{

BUS CRYPTO_ENGINE_SET _ENCRYPT_FOR_ADDRESS RANGE_FPTR
bus_crypto_engine_set_encrypt_for_address_range;

} bus_crypto_engine_interface_ext_t;
const bus_crypto_engine_interface_ext_t s _busCryptoEnginelnterfaceExt = {

.bus_crypto_engine_set_encrypt_for_address_range =
(BUS_CRYPTO_ENGINE_SET_ENCRYPT_FOR_ADDRESS_RANGE_FPTR)0x13003d
fb,

|3
skboot_status t skboot_status;

skboot_status =
s_busCryptoEnginelnterfaceExt.bus_crypto_engine_set_encrypt_for_address_range(O0,
0, 0x2000);

ROM TrustZone support

Trustzone image type
From TrustZone perspective the ROM distinguishes between two image types:

® TrustZone disabled image
* TrustZone enabled image
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The TrustZone Image type is defined in the vector section of image header at offset 0x24,
bit 14 (TZM_IMAGE_TYPE):

Table 195. Trustzone image type
‘TZM_IMAGE_TYPE value (offset 24, bit 14) \

0
1

UM11126

7.5.3.1.1

7.5.3.1.2

7.5.3.2

TrustZone enabled image

TrustZone disabled image

TrustZone disabled image

TrustZone disabled image is an image, which is supposed to be executed on devices
without TrustZone (M33 without security extension). To keep full software compatibility
between CM33 with and without security extension, this software/image must be executed
in normal mode. To allow easy transition between devices with and without security
extension, the LPC55S6x/LPC55S2x/LPC552x ROM supports direct execution of
software developed for MC33 devices without security extension. If the TrustZone
disabled image is executed, the ROM, before it jumps to user application, configures all
device resources into normal world, lock access to all TrustZone related configuration
registers, switches from secure to normal world and finally jumps to user application. This
mode allows easy reuse of the software developed for Cortex-M33 without security
extension. The user doesn’t need to do any software modification.

Note: After jump into user application, the security extension (TrustZone) is still enabled.
The MCU is running in normal, mode, all TrustZone related configuration registers are
locked, memory region 0x13000000-0x13001000 (first 4kB of ROM) is configured as
secure memory. The user should avoid code execution or data read from this memory
otherwise HardFault will be generated.

TrustZone enabled image

TrustZone enabled image is an image, which is supposed to be executed on devices with
TrustZone (M33 with security extension) and it utilizes TrustZone. It this case the user
application is split into secure and non-secure part, and after device reset, the software
execution starts in secure mode. If TrustZone enabled image is executed, the ROM
doesn’t provide any TrustZone settings (except optional TrustZone preset data
configuration) and jumps into user application in secure mode. The executed
software/image is responsible for TrustZone settings and jump from secure to normal
world.

TrustZone preset data
LPC55S6x/LPC55S2x/LPC552x ROM provides support for TrustZone data configuration
during boot process. The TrustZone preset data includes:

* VTOR, VTOR_NS, NVIC_ITNSO, NVIC_ITNS1 (CPUO) registers

* VTOR (CPU1) register

* Secure MPU

* Non-secure MPU

¢ SAU

* Secure AHB Controller
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If the TrustZone preset is enabled, the ROM, after image validation, configures all
TrustZone related registers by data, provided at the end of the image. If any register or
whole peripheral has lock feature and corresponding bit is set, the register is also locked,
so any further register modification is not possible until next reset.

This feature increases robustness of the user application since the user application jumps
into pre-configured TrustZone environment and it doesn’t need to contain any TrustZone
configuration code.

7.5.3.2.1 TrustZone preset data structure

The TrustZone preset data structure is defined by following C structure:
typedef struct _tzm_secure_config

{
uint32_t cm33_vtor_addr; /*I< CM33 Secure vector table address */
uint32_t cm33_vtor _ns_addr; /1< CM33 Non-secure vector table address */
uint32_t cm33_nvic_itns0; /*1< CM33 Interrupt target non-secure register 0 */
uint32_t cm33_nvic_itns1; [*1< CM33 Interrupt target non-secure register 1 */
uint32_t mecm33_vtor_addr; [*I< MCM33 Secure vector table address */
uint32_t cm33_mpu_ctrl; [*!1< MPU Control Register.*/
uint32_t cm33_mpu_mair0; /1< MPU Memory Attribute Indirection Register 0%/
uint32_t cm33_mpu_mair1; /*1< MPU Memory Attribute Indirection Register 1

*/
uint32_t cm33_mpu_rbar0; /1< MPU Region 0 Base Address Register */
uint32_t cm33_mpu_rlar0; /*I< MPU Region 0 Limit Address Register */
uint32_t cm33_mpu_rbar1; /*1< MPU Region 1 Base Address Register */
uint32_t cm33_mpu_rlar1; /1< MPU Region 1 Limit Address Register */
uint32_t cm33_mpu_rbar2; /*1< MPU Region 2 Base Address Register */
uint32_t cm33_mpu_rlar2; /1< MPU Region 2 Limit Address Register */
uint32_t cm33_mpu_rbar3; /*1< MPU Region 3 Base Address Register */
uint32_t cm33_mpu_rlar3; /*I1< MPU Region 3 Limit Address Register */
uint32_t cm33_mpu_rbar4; /*I< MPU Region 4 Base Address Register */
uint32_t cm33_mpu_rlar4; /*I< MPU Region 4 Limit Address Register */
uint32_t cm33_mpu_rbar5; /*1< MPU Region 5 Base Address Register */
uint32_t cm33_mpu_rlar5; /*!I< MPU Region 5 Limit Address Register */
uint32_t cm33_mpu_rbar6; /*1< MPU Region 6 Base Address Register */
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uint32_t cm33_mpu_rlar6; /< MPU Region 6 Limit Address Register */
uint32_t cm33_mpu_rbar7; /*1< MPU Region 7 Base Address Register */
uint32_t cm33_mpu_rlar7; /1< MPU Region 7 Limit Address Register */
uint32_t cm33_mpu_ctrl_ns; [*1< Non-secure MPU Control Register.*/
uint32_t cm33_mpu_mair0_ns; /*1< Non-secure MPU Memory Attribute

Indirection Register 0 */

uint32_t cm33_mpu_mair1_ns; /*!< Non-secure MPU Memory Attribute
Indirection Register 1 */

uint32_t cm33_mpu_rbar0_ns; /*1< Non-secure MPU Region 0 Base Address
Register */

uint32_t cm33_mpu_rlar0_ns; /*1< Non-secure MPU Region 0 Limit Address
Register */

uint32_t cm33_mpu_rbar1_ns; /*I< Non-secure MPU Region 1 Base Address
Register */

uint32_t cm33_mpu_rlar1_ns; /*1< Non-secure MPU Region 1 Limit Address
Register */

uint32_t cm33_mpu_rbar2_ns; /*1< Non-secure MPU Region 2 Base Address
Register */

uint32_t cm33_mpu_rlar2_ns; /*I< Non-secure MPU Region 2 Limit Address
Register */

uint32_t cm33_mpu_rbar3_ns; /*I< Non-secure MPU Region 3 Base Address
Register */

uint32_t cm33_mpu_rlar3_ns; /*1< Non-secure MPU Region 3 Limit Address
Register */

uint32_t cm33_mpu_rbar4_ns; /*1< Non-secure MPU Region 4 Base Address
Register */

uint32_t cm33_mpu_rlar4_ns; /*1< Non-secure MPU Region 4 Limit Address
Register */

uint32_t cm33_mpu_rbar5_ns; /*1< Non-secure MPU Region 5 Base Address
Register */

uint32_t cm33_mpu_rlarb5_ns; /*I< Non-secure MPU Region 5 Limit Address
Register */

uint32_t cm33_mpu_rbar6_ns; /*I< Non-secure MPU Region 6 Base Address
Register */

uint32_t cm33_mpu_rlar6_ns; /*1< Non-secure MPU Region 6 Limit Address
Register */
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uint32_t cm33_mpu_rbar7_ns;
Register */

uint32_t cm33_mpu_rlar7_ns;
Register */

uint32_t cm33_sau_ctrl;

uint32_t cm33_sau_rbar0;
uint32_t cm33_sau_rlar0;
uint32_t cm33_sau_rbar1;
uint32_t cm33_sau_rlar1;
uint32_t cm33_sau_rbar2;
uint32_t cm33_sau_rlar2;
uint32_t cm33_sau_rbar3;
uint32_t cm33_sau_rlar3;
uint32_t cm33_sau_rbar4;
uint32_t cm33_sau_rlar4;
uint32_t cm33_sau_rbar5;
uint32_t cm33_sau_rlar5;
uint32_t cm33_sau_rbar6;
uint32_t cm33_sau_rlar6;
uint32_t cm33_sau_rbar7;
uint32_t cm33_sau_rlar7;
uint32_t flash_rom_slave_rule;
uint32_t flash_mem_ruleO;
uint32_t flash_mem_rule1;
uint32_t flash_mem_rule2;
uint32_t rom_mem_rule0;
uint32_t rom_mem_rule1;
uint32_trom_mem_rule2;
uint32_t rom_mem_rule3;
uint32_t ramx_slave_rule;

uint32_t ramx_mem_rule0;

All information provided in this document is subject to legal disclaimers.

/*1< Non-secure MPU Region 7 Base Address

/*I< Non-secure MPU Region 7 Limit Address

/1< SAU Control Register.*/

/1< SAU Region 0 Base Address Register */
/*1< SAU Region 0 Limit Address Register */
/1< SAU Region 1 Base Address Register */
/*I< SAU Region 1 Limit Address Register */
/1< SAU Region 2 Base Address Register */
/1< SAU Region 2 Limit Address Register */
/1< SAU Region 3 Base Address Register */
/1< SAU Region 3 Limit Address Register */
/1< SAU Region 4 Base Address Register */
/*I< SAU Region 4 Limit Address Register */
/< SAU Region 5 Base Address Register */
/1< SAU Region 5 Limit Address Register */
/< SAU Region 6 Base Address Register */
/*I< SAU Region 6 Limit Address Register */
/1< SAU Region 7 Base Address Register */
/*I< SAU Region 7 Limit Address Register */

[*I< FLASH/ROM Slave Rule Register 0 */

[*!I< FLASH Memory Rule Register 0 */
/1< FLASH Memory Rule Register 1 */

/*I< FLASH Memory Rule Register 2 */

/*!I< ROM Memory Rule Register 0 */
/*!< ROM Memory Rule Register 1 */
/*!1< ROM Memory Rule Register 2 */

/*1< ROM Memory Rule Register 3 */

/*I< RAMX Slave Rule Register */

/*I< RAMX Memory Rule Register 0 */
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uint32_t ramO0_slave_rule;
uint32_t ram0_mem_rule0;

uint32_t ram0_mem_rule1;

uint32_t ram1_slave_rule;
uint32_tram1_mem_ruleO;
uint32_t ram1_mem_rule1;
uint32_t ram2_slave_rule;
uint32_t ram2_mem_rule0;
uint32_t ram2_mem_rule1;
uint32_tram3_slave_rule;
uint32_t ram3_mem_ruleO;
uint32_t ram3_mem_rule1;
uint32_t ram4_slave_rule;
uint32_t ram4_mem_ruleO;
uint32_t apb_grp_slave_rule;

uint32_t apb_grp0_mem_ruleO;
*/

uint32_t apb_grp0_mem_rule1;
*/

uint32_t apb_grp0_mem_rule2;
*/

uint32_t apb_grp0_mem_rule3;
*/

uint32_t apb_grp1_mem_ruleO;
*/

uint32_t apb_grp1_mem_rule1;
*/

uint32_t apb_grp1_mem_rule2;
*/

uint32_t apb_grp1_mem_rule3;
*/

UM11126 All information provided in this document is subject to legal disclaimers.

/*1< RAMO Slave Rule Register */
/*I< RAMO Memory Rule Register 0 */

/*1< RAMO Memory Rule Register 1 */

/*1< RAM1 Slave Rule Register */
/*I< RAM1 Memory Rule Register 0 */
/*1< RAM1 Memory Rule Register 1 */
/*I< RAM2 Slave Rule Register */
/*I< RAM2 Memory Rule Register 0 */
/*1< RAM2 Memory Rule Register 1 */
/*I< RAM3 Slave Rule Register */
/*1< RAM3 Memory Rule Register 0 */
/*I< RAM3 Memory Rule Register 1 */
/*1< RAM4 Slave Rule Register */

/*I< RAM4 Memory Rule Register 0 */

[*1< APB Bridge Group Slave Rule Register */

/*1< APB Bridge Group 0 Memory Rule Register 0

/*I< APB Bridge Group 0 Memory Rule Register 1

/*!< APB Bridge Group 0 Memory Rule Register 2

/*1< APB Bridge Group 0 Memory Rule Register 3

/*1< APB Bridge Group 1 Memory Rule Register 0

/*!< APB Bridge Group 1 Memory Rule Register 1

/*1< APB Bridge Group 1 Memory Rule Register 2

/*1< APB Bridge Group 1 Memory Rule Register 3
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uint32_t ahb_periphQ_slave_rule0; /*!< AHB Peripherals 0 Slave Rule Register 0 */

uint32_t ahb_periphQ_slave_rule1; /*!< AHB Peripherals 0 Slave Rule Register 1 */

uint32_t ahb_periph1_slave_ruleO; /*!< AHB Peripherals 1 Slave Rule Register 0 */

uint32_t ahb_periph1_slave_rule1; /*!< AHB Peripherals 1 Slave Rule Register 1 */

uint32_t ahb_periph2_slave _rule0; /*!< AHB Peripherals 2 Slave Rule Register 0 */

uint32_t ahb_periph2_slave rule1; /*I< AHB Peripherals 2 Slave Rule Register 1 */

uint32_t ahb_periph2_mem_rule0;  /*I< AHB Peripherals 2 Memory Rule Register 0*/

uint32_t usb_hs_slave_rule0; /*1< HS USB Slave Rule Register 0 */
uint32_t usb_hs__mem_rule0; /*!1< HS USB Memory Rule Register 0 */
uint32_t sec_gp_reg0; /*1< Secure GPIO Register 0 */
uint32_t sec_gp_reg1; [*1< Secure GPIO Register 1 */
uint32_t sec_gp_reg2; /*1< Secure GPIO Register 2 */
uint32_t sec_gp_reg3; [*1< Secure GPIO Register 3 */
uint32_t sec_int_regO0; /*I< Secure Interrupt Mask for CPU1 Register 0 */
uint32_t sec_int_regf; [*1< Secure Interrupt Mask for CPU1 Register 1 */
uint32_t sec_gp_reg_lock; /*1< Secure GPIO Lock Register */
uint32_t master_sec_reg; /*1< Master Secure Level Register */

uint32_t master_sec_anti_pol_reg; /*!< Master Secure Level Anti-pole Register */

uint32_t cm33_lock_reg; /*1< CM33 Lock Control Register */
uint32_t mem33_lock_reg; [*I< MCM33 Lock Control Register */
uint32_t misc_ctrl_dp_reg; /*1< Secure Control Duplicate Register */
uint32_t misc_ctrl_reg; [*I< Secure Control Register */

uint32_t misc_tzm_settings; [*I< Miscellaneous TZM settings */

} tzm_secure_config_t;

The configuration data are copied one to one into appropriate registers except
misc_tzm_settings. The configuration word misc_tzm_settings is defined in following table

Table 196. Misc TZM settings

Field

Function

31-1

Reserved

0
SECUREFAULTENA

UM11126

SHCSR.SECUREFAULTENA control
Ob - SECUREFAULTENA is set to 0
1b - SECUREFAULTENA is set to 1
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The configuration data are attached in binary format at the end of the image, in the case of
signed image in front of signature, see figure xx.

| 0x20 Image length

| 0x24 Image Type: UPC

| ox28 cre32

| 0x34 Load addr

Plain Image

I 0x20 Image length ]
| 0x24 Image Type: SPT I
[ 0x28 Header offset |

| 0x34 Load addr |

Plain Image

Certificate Block Header

" X.509 Certificate

RoT Key0 hash (SHA2)

RoT Keyl hash (SHA2)

RoT Key2 hash (SHA2)

RoT Key3 hash (SHA2)

RSASSA-PKCS1-vl_5
Signature

Fig 19. Location of TrustZone configuration data in the image file

The user can also use elftosb.exe tool to create TrustZone configuration data. For more
information please see elftosb manual.

The information whether image file contains TrustZone configuration data or not is defined
in the vector section of the image header at offset 0x24, bit 13 (TZM_PRESET)

Table 197. TZM Preset value

TZM_PRESET value (offset 24, bit 13)

0

TrustZone data not present

1

UM11126

TrustZone data present

Note: Since the TrustZone configuration is enabled before a jump to the user application,
the user’s TrustZone configuration data must allow ROM code execution for successful

transition from secure to normal mode and jump to user application. This means that
user’s TrustZone settings must include:

1. Whole ROM space (0x13000000-0x1301FFFF) must be configured as secure

privilege.
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2. In the case, that secure MPU is used, whole ROM space (0x13000000-0x1301FFFF)
must be configured for code execution.

If these two conditions are not met, boot process will fail.

TrustZone image type restriction control during boot process

The user can restrict, which TrustZone image type is allowed for execution. For this
purpose there are two bits CMPA.SECURE_BOOT_CFG.TZM_IMAGE_TYPE[1:0] in
Customer Manufacturing Programmed Area (CMPA) flash. This field restricts execution of
the TrustZone image type as described in following table:

Table 198. Allowed Trustzone image types

Allowed TrustZone Image Type CMPA.SECURE_BOOT_CFG.TZM_IMAGE_TYPE[1:0] Value

Any TrustZone image type is allowed. The image type is set in 00b
the Vectors section of the image (offset 0x24)

TrustZone disabled image type is allowed only 01b

TrustZone enabled or TrustZone enabled with TrustZone Preset |10b
Data image type are allowed

UM11126

TrustZone enabled with Preset Data image type is allowed 11b
7.5.3.3 Boot ROM API and TrustZone
7.5.3.3.1 TrustZone disabled images
TrustZone disabled image is executed in normal mode and whole memory space is
configured as non-secure (except first 4kB of ROM). Thus, the ROM API can be used
without any limitation as on any LPC device without security extension.
7.5.3.3.2 TrustZone enabled images

The whole boot ROM is executed in secure mode. Thus, the user can fully control which
ROM API will be available also in normal world. The user can expose full ROM API,
limited ROM API functions set or modify/limit ROM API functionality. For example, the
user can expose flash programming API with limitation to non-secure data memory
address range only. It means that code executed in normal world can program data into
flash memory, but it cannot erase whole flash or reprogram application itself or its secure
part.

To enable the ROM API into normal world the user must create entry function for every
ROM API function exposed to normal world. Example of entry function for flash
programming can be seen below:

#define ROM_API_TREE ((*uint32_t)0x130010f0)
#define FLASH_API_TREE ((flash_driver_interface_t*) ROM_API_TREE[3])

__cmse_nonsecure_entry status_t flash_program_NSE(flash_config_t *config, uint32_t
start, uint8_t *src, uint32_t lengthinBytes)

{

status_t status;
/*
Validate all input parameters based on application requirements. If input parameters are
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Invalid, return error
*/
status = FLASH_API_TREE->flash_program(&config, start, src, lengthinBytes);

return status;

}

Then user can call flash program function from normal world as:
flash_config_t flashConfig;
uint8_t programBuffer[512];

status = flash_program_NSE(&flashConfig, 0x0, programBuffer, sizeof(programBuffer));

Secure boot usage

The LPC55S6x/LPC55S2x/LPC552x allows booting of public-key signed images. The
device boot ROM supports following types of security protected boot modes:

* Secure boot with signed image
* Secure boot with signed image from encrypted internal flash regions

Each of these options has attributes related to manufacturability, the firmware update
scheme and level of protection against attacks.

The ROM further supports public keys and image revocation i.e. the method of not
allowing new updates to be applied unless they are of a specific version. This is the basis
for roll back protection.

The following section describes the main steps for key provisioning, creating signed
images and loading the signed images into the target. Tools used are elftosb or elftosb-gui
— see AN12283 LPC55S6x/LPC55S2x/LPC552x Secure Boot for detailed step-by-step
guide describing use of these tools.

Keys and certificates

Image signing process will require RSA key pair and image signing certificate. Use e.g.
openssl for key and certificate generation.

ROM supports:
* Up to 4 Root of Trust (RoT) keys

* Up to 16 Image key certificates with Image revocation feature

Prior the secure image preparation Root Key Hash table needs to be written to
corresponding CFPA boot pages

CFPA/CMPA page preparation

Before the first use of the device CFPA and CMPA pages are cleared, there are registers
related to secure boot which must be set up.
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ROTKH_REVOKE field at CFPA page address 0x9DE18 must be setup to accept signed
images with created certificates

¢ Enter ISP boot mode by asserting ISP boot pin
* Prepare CMPA page using elftosb-gui PC tool
— RKTH field containing root key table hash
— SEC_BOOT_EN secure boot enable bit
— RSA4K field selecting minimal key length

* Prepare CFPA page using elftosb-gui PC tool
— RKTH_REVOKE field to accept signed images with created certificates

* Write prepared CFPA/CMPA page into flash memory using blhost tool

7.5.4.1.2 Signed image preparation

NXP provides elftosb and elftosb-gui tools which prepare signed binary, which can be
loaded to target device. The input for elftosb program are plain application image in binary
format, image signing certificate, associated private key and JSON format configuration
structure. For detailed step-by-step guide see AN12283 LPC55S6x/LPC55S2x/LPC552x

Secure Boot application note.

Fig 20. Signed Image Preparation

Following information are needed by elftosb tool to produce Internal flash (XIP) signed
image:

* Plain application binary generated for LPC55S6x/LPC55S2x/LPC552x device

¢ Start address of application binary

* TZrelated settings

* Certificates or chain certificates
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* Private key for selected certificate (last certificate in chain)

Loading signed image

The signed image could be programmed directly into the device using various methods.
The main options are:

* ROM In System Programming (ISP) using write-memory blhost command
* ROM ISP using Secure FW update container
* Programming signed image directly from target application using ROM API
* Flashing signed image through debugger

Internal flash encryption using PRINCE engine

Boot ROM offers configuration PRINCE engine during the boot time.

First, during the flash programming, PRINCE engine is set up to store the image in
encrypted format using user defined key.

The user key is stored on device and protected against copying using PUF encryption in
the format readable only for given instance of the processor. SRAM PUF internally uses
HW specific random keys unique for each processor.

During the boot ROM will locate the key store, decrypt it internally using SRAM PUF and
pre-configure the PRINCE engine. Keys are delivered to the PRINCE engine through
internal HW bus. User application is then decrypted in real time and executed.

The following steps describes the tools required to perform key provisioning and
programming application image using PRINCE.

PRINCE related PUF key store setup

The keys used for PRINCE encryption/decryption are generated in the device using
on-chip SRAM PUF and they are delivered to the PRINCE engine through internal
hardware bus.

In the following example you can see the sequence of commands to be issued from PC
blhost application to the device in ISP mode to generate proper PRINCE enabled Key
Store. The key store is saved into device PFR and accessed by boot ROM during secure
boot.

In this example blhost PC tool is connecting to the processor using UART COM6 and
baudrate 38400.

® generate device activation code and store it into key store structure
blhost -p com6,38400 -- key-provisioning enroll

¢ generate random PRINCE region 0. PRINCE region 0 key type =7
blhost -p com6,38400 -- key-provisioning set_key 7 16

* generate random PRINCE region 1. PRINCE region 1 key type = 8

blhost -p com6,38400 -- key-provisioning set_key 8 16
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® generate random PRINCE region 2. PRINCE region 0 key type = 9
blhost -p com6,38400 -- key-provisioning set_key 9 16

* save the key store into PFR page of Flash memory
blhost -p com6,38400 -- key-provisioning write_key_nonvolatile 0

7.5.4.2.2 PRINCE region configuration with blhost

For PRINCE encryption and decryption, the regions and sub-regions for the crypto
operation needs to be configured. This can be done with ISP command
“configure-memory”. This command has to be called with following data structure.

Table 199. Structure for configure-memory command

Offset Size Description
0 4 PRINCE Configuration
4 8 PRINCE Region info

Table 200. PRINCE configuration register for configure-memory command
Bit Symbol
1:0 0x00 — PRINCE Region 0

0x01 — PRINCE Region 1
0x10 — PRINCE Region 2

25:2 Reserved
31:8 0x50 ('P') — Configure PRINCE

Table 201. PRINCE region info register for configure-memory command

Bit Symbol
31:0 PRINCE Region X Start
63:32 PRINCE Region X size

Load structure into RAM memory and call “configure-memory” command with this
structure:
1. Region selection (Region 0 in this example
— blhost.exe -p COMxx -- fill-memory 0x20034000 4 0x50000000
2. Start address of encrypted area (Address 0x0 in this example)
— blhost.exe -p COMxx -- fill-memory 0x20034004 4 0
3. Length of the encrypted area (0x40000 in this example)
— blhost.exe -p COMxx -- fill-memory 0x20034008 4 0x40000
4. Call configure-memory with prepared structure in RAM
— blhost.exe -p COMxx -- configure-memory 0 0x20034000

Following this command, PRINCE is configured for flash encryption.
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Note: The PFR area should be excluded from PRINCE encryption area, i.e., the start and
size settings in the configuration for the structure must be set to avoid overlapping with the
PFR area.

Upload image

A "prince erase checker" is implemented in the boot ROM that checks whether the whole
PRINCE sub region (8k block) are erased at once. Similarly, "prince flash write checker" is
implemented in the ROM code to check whether the whole PRINCE 8 KB subregions are
programmed at once. To load the image that is on-the-fly encrypted by PRINCE, the
following sequence of ISP commands need to be issued using BLHOST tool:

1. Erase the flash memory
— blhost.exe -p COMxx -- flash-erase-region 0x00000 0x40000
2. Load the image into the flash
— blhost.exe -p COMxx -- write-memory 0 <path to the image(.bin)>
3. Reset device
— Press reset pin or run BLHOST tool blhost -p COMxx reset
4. The image loaded into flash starts executing

Note: Special care should be taken when erasing and writing the encrypted flash area.
The whole Prince encrypted flash area must be erased and written in a single operation.

Note: Because the "prince erase checker" and “prince flash write” are implemented in the
boot ROM, the flash-erase-region command and write-memory command has to cover
the whole encrypted area previously defined through the configure-memory command. In
other words, the image (.bin) size has to equal to the encrypted area size (8k aligned).

After these steps the image loaded in the flash is encrypted. Decryption of the flash
content is done on-the-fly by the PRINCE hardware engine.

Note: Due to several limitations in the "prince erase checker" and "prince flash write
checker" implementations in the boot ROM, it is recommend to properly check the
flash-erase-region and write-memory command parameters to strictly cover the whole
encrypted area. Using the latest MCUXpressoSDK Prince driver is the preferred way for
performing Prince region configuration, erase, and write operations.
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8.1 How to read this chapter

8.2 Features

All LPC55S6x/LPC55S2x/LPC552x devices include In-System Programming (ISP)
functions to support image programming from serial interface (UART, I12C, SPI) and USB
HID. In-Application Programming (IAP) calls are available.

* |n-System Programming supports:
— Supports UART, I2C, SPI, and USB peripheral interfaces.
— Automatic detection of the active peripheral.
— UART peripheral implements auto-baud.
— Common packet-based protocol for all peripherals.
— Packet error detection and retransmit.
— Flash-resident configuration options.
— Protection of RAM used by the bootloader, while it is running.

— Provides a command to read the properties of the device, such as Flash and RAM
size.

— Multiple options for executing the bootloader either at system startup or under
application control at runtime.

— Support for internal flash.

— Support for encrypted image download.

8.3 General description

8.3.1 Bootloader

UM11126

The internal ROM memory is used to store the boot code. After a reset, the ARM
processor starts its code execution from this memory.The bootloader code is executed
every time the part is powered-on, is reset, or is woken up from a deep power-down, low
power mode.

The bootloader provides flash programming utility that operates over a serial connection
on the MCUs. It enables quick and easy programming of MCUs through the entire product
lifecycle, including application development, final product manufacturing, and beyond.
Host-side command line and GUI tools are available to communicate with the bootloader.
Users can utilize host tools to upload/download application code and do manufacturing via
the bootloader.

For the bootloader operation and boot pin, see Chapter 6
“LPC55S6x/LPC55S2x/LPC552%x Boot ROM”
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Remark: Flash operations (erase, blank check, program) and reading a single word can
only be performed for CPU frequencies of up to 100 MHz. These operations cannot be
performed for frequencies above 100 MHz.

In-System Programming (ISP) and In-Application Programming (IAP)

Serial booting and other related functions, are supported in several different ways:

* For details of the ISP protocol, see Section 8.4 “In-System programming protocol”.

* For details of the ISP packet, see Section 8.5 “Bootloader packet types”.

* For details of the ISP commands, seeSection 8.6 “The bootloader command set’.

* For details of UART In-System Programming, see Section 8.8 “UART ISP”.

* For details of 12C In-System Programming, see Section 8.9 “I2C In-System
Programming”

* For details of SPI In-System Programming, seeSection 8.10 “SPI In-System
programming”.

* For details of USB In-System programming, see Section 8.11 “USB In-System
Programming”

* For details of In-Application Programming, see Section 8.12
“In-Application-Programming”.

Memory map after any reset

The boot ROM is located in the memory region starting from the address 0x1300 0000.
Both the ISP and IAP software use parts of the on-chip RAM. The RAM usage is
described in Section 8.3.4 “ISP interrupt and SRAM use”. For more information, see
Chapter 6 “LPC55S6x/LPC55S2x/LPC552x Boot ROM”

Based on the DEFAULT_ISP_MODE bit settings or ISP pin settings, the ROM will enter
ISP mode and auto-detect activity on the 12C / SPI/ USART or USB-HID interface. The
auto-detect looks for activity on the USART, I2C, SPI and USB-HID interfaces and selects
the appropriate interface once a properly formed frame is received. If an invalid frame is
received, the data is discarded and scanning resumes. USART, I2C, SPI and USB-HID
ISP communications are described in Section 8.4 “In-System programming protocol” and
Section 8.5 “Bootloader packet types”.

ISP interrupt and SRAM use

Interrupts during IAP

When the user application code starts executing, the interrupt vectors from the SRAM are
active. Before making any IAP call, disable the interrupts. The IAP code does not use or
disable interrupts.

RAM used by the ISP command handler

Below regions are reserved for bootloader use when the bootloader is running. The heap
and the BSS, RW section need to be reserved for the ROM API use before calling the
ROM APIs in user application (IAP scenario).
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0x30005000
Stack

0x30004000
Heap

0x30000000

0x14006000

BSS, RW section
0x14001000

Fig 21. Reserved RAM region for the boot ROM

8.4 In-System programming protocol

This section explains the general protocol for the packet transfers between the host and
the bootloader. The description includes the transfer of packets for different transactions,
such as commands with no data phase and commands with incoming or outgoing data
phase. The next section describes various packet types used in a transaction.

Each command sent from the host is replied to with a response command.
Commands may include an optional data phase.

* |f the data phase is incoming (from the host to the bootloader), it is part of the original
command.

* |f the data phase is outgoing (from the bootloader to host), it is part of the response
command.

8.4.1 Command with no data phase

The protocol for a command with no data phase contains:

* Command packet (from the host)

* Generic response command packet (to host)
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Host Target

Command

Process Command

Response

Fig 22. Command with no data phase

Remark: In these diagrams, the ACK sent in response to a command or a data packet
can arrive at any time before, during, or after the command or data packet has processed.

Command with the incoming data phase

The protocol for a command with incoming data phase contains:

Command packet (from host) (kCommandFlag_HasDataPhase set).
Generic response command packet (to host).

Incoming data packets (from the host).

Generic response command packet.

Note:

The host may not send any further packets while it is waiting for the response to a
command.

The data phase is aborted if the Generic Response packet prior to the start of the
Data phase does not have a status of kStatus_Success.

Data phases may be aborted by the receiving side by sending the final

GenericResponse early with a status of kStatus_AbortDataPhase. The host may abort
the data phase early by sending a zero-length data packet.

The final Generic Response packet sent after the data phase includes the status of
the entire operation.
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Host Target

Command

Process Command

Initial Response
¢
ACK
________________ ’|
Data Packet
>
Process Data
ACK
|‘ ________________

Final Data Packet

Process Data

Fig 23. Packet flow command with incoming data phase

8.4.3 Command with outgoing data phase

The protocol for a command with an outgoing data phase contains:

* Command packet (from the host).

* ReadMemory Response command packet (to host) (kCommandFlag HasDataPhase
set).
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* Qutgoing data packets (to host).
® Generic response command packet (to host).

UM11126 All information provided in this document is subject to legal disclaimers. © NXP B.V. 2021. All rights reserved.

User manual Rev. 2.4 — 8 October 2021 190 of 1227




NXP Semiconductors

UM11126

Chapter 8: LPC55S6x/LPC55S2x/LPC552x ISP and IAP

Host

Command

Target

Process Command

Process Data

Process Data

Fig 24. Command with outgoing data phase
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Note:

* The data phase is considered part of the response command for the outgoing data
phase sequence.

* The host may not send any further packets while the host is waiting for the response
to a command.

* The data phase is aborted if the ReadMemory Response command packet, prior to
the start of the data phase, does not contain the kCommandFlag_HasDataPhase flag.

¢ Data phases may be aborted by the host sending the final Generic Response early
with a status of kStatus_AbortDataPhase. The sending side may abort the data phase
early by sending a zero-length data packet.

* The final Generic Response packet sent after the data phase includes the status of
the entire operation.

8.5 Bootloader packet types

UM11126

8.5.1

8.5.2

Introduction

The bootloader device works in slave mode. All data communications are initiated by a
host, which is either a PC or an embedded host. The bootloader device is the target,
which receives a command or data packet. All data communications between host and
target are packetized.

There are six types of packets used:

* Ping packet.

* Ping Response packet.
* Framing packet.

* Command packet.

¢ Data packet.

* Response packet.

All fields in the packets are in little-endian byte order.

Ping packet

The Ping packet is the first packet sent from a host to the target to establish a connection
on the selected peripheral in order to run autobaud detection. The Ping packet can be
sent from host to target at any time that the target is expecting a command packet. If the
selected peripheral is UART, a Ping packet must be sent before any other
communications. For other serial peripherals, it is optional.

In response to a Ping packet, the target sends a Ping response packet, discussed in the
later sections.
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Byte # Value Name
0 O0x5A Start byte
1 0xA6 Ping
Host Target

\Ping Packet:

5a a6 \’

Target executes UART autobaud detection if necessary

PingResponse Packet:

L

Fig 25. Ping packet protocol sequence

8.5.3 Ping response packet

5a a7 000201500000 aa ea

I

The target sends a Ping response packet back to the host after receiving a Ping packet. If
communication is over a UART peripheral, the target uses the incoming Ping packet to
determine the baud rate before replying with the Ping response packet. Once the Ping
response packet is received by the host, the connection is established, and the host starts
sending commands to the target.

Table 203. Ping response packet format

Byte Value Parameter

0 O0x5A Start byte

1 OxA7 Ping response code

2 1000 'Protocol bugfix

3 0x03 Protocol minor

4 0x01 'Protocol major

5 0x50 Protocol name ="P' (0x50)
6 0x00 ‘ Options low

7 0x00 Options high

8 Oxfb 'CRC16 low

9 0x40 CRC16 high
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For the UART peripheral, it must be sent by the host when a connection is first
established, in order to run outbound. For other serial peripherals, it is optional but
recommended to determine the serial protocol version. The version number is in the same
format as the bootloader version number returned by the GetProperty command.

Framing packet

The framing packet is used for flow control and error detection for the communications
links that do not have such features built-in. The framing packet structure sits between the
link layer and the command layer. It wraps command and data packets as well.

Every framing packet containing data sent in one direction results in a synchronizing
response framing packet in the opposite direction.

The framing packet described in this section is used for serial peripherals including the
UART, I2C, and SPI. The USB HID peripheral does not use framing packets. Instead, the
packetization inherent in the USB protocol itself is used.

Table 204. Framing packet format

Byte Value Parameter Description
0 0x5A Start byte
1 PacketType
2 Length_low Length is a 16-bit field that specifies the entire command or data
3 Length_high packet size in bytes.
4 >Crc16_low This is a 16-bit field. The CRC16 value covers entire framing packet,
5 Crc16_high including the start byte and command or data packets, but does not
- include the CRC bytes.
See Section 8.5.5 “CRC16 algorithm”.
6....n Command or Data

packet payload

A special framing packet that contains only a start byte and a packet type is used for
synchronization between the host and target.

Table 205. Special framing packet format

Byte Value Parameter
0 0x5A Start byte
1 0xAn packetType

The Packet Type field specifies the type of the packet from one of the defined types
(below):

Table 206. Packet type field

Packet type Name Description

0xA1 kFramingPacketType_Ack The previous packet was received successfully; the
sending of more packets is allowed.

0xA2 kFramingPacketType_Nak The previous packet was corrupted and must be
re-sent.

0xA3 kFramingPacketType_AckAbort Data phase is being aborted.
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Packet type Name Description

0xA4 kFramingPacketType_Command The framing packet contains a command packet
payload.

0xA5 kFramingPacketType_Data The framing packet contains a data packet payload.

0xA6 kFramingPacketType_Ping Sent to verify the other side is alive. Also used for
UART autobaud.

OxA7 kFramingPacketType_PingResponse A response to Ping. It contains the framing protocol
version number and options.

8.5.5 CRC16 algorithm

The CRC is computed over each byte in the framing packet header, excluding the CRC16
field itself, and all of the payload bytes. The CRC algorithm is the XMODEM variant of

CRC16.

The characteristics of the XMODEM variants are:

Table 207. CRC16 algorithm

UM11126

Width 16
Polynomial 0x1021
Init value 0x0000
Reflect in False
Reflect out False
Xor out 10x0000
Check result 0x31c3

The check result is computed by running the ASCII character sequence "123456789"

through the algorithm.

uintlé t crcl6 update(const uint8 t * src, uint32 t lengthInBytes)

{
uint32 t crc = 0;
uint32 t j;
for (j=0; j < lengthInBytes; ++7)
{
uint32 t i;
uint32 t byte = src[j];
crc "= byte << §;
for (1 =0; 1 < 8; ++1i)
{
uint32 t temp = crc << 1
if (crc & 0x8000)
{
temp "= 0x1021;
}

crc = temp;

J

return crc;
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8.5.6 Command packet

The command packet carries a 32-bit command header and a list of 32-bit parameters.

Table 208. Command packet format

Command Packet Format (32 bytes)

Command Header (4 bytes) 28 bytes for Parameters (Max 7 parameters)

Tag Flags Rsvd Param Param1 Param2 Param3 Param4 |Param5 Param6 Param?7
Count  |(32-bit) |(32-bit) (32-bit)  |(32-bit) (32-bit) (32-bit) (32-bit)

Table 209. Command header format

Byte # Command header field Reset value

0 Command or Response tag The command header is 4 bytes long with these fields.
1 Flags

2 Reserved. Should be 0x00.

3 ParameterCount

The header is followed by 32-bit parameters up to the value of the ParameterCount field
specified in the header. Because a command packet is 32 bytes long, only seven
parameters can fit into the command packet.

Command packets are also used by the target to send responses back to the host. As
mentioned earlier, command packets and data packets are embedded into framing
packets for all of the transfers.
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Table 210. Command tags

Command tag Name Description

0x01 FlashEraseAll The command tag specifies one of the commands supported

0x02 FlashEraseRegion by the bootloadt_ar. The valid command tags for the
bootloader are listed here.

0x03 ReadMemory

0x04 WriteMemory

0x05 FillMemory

0x06 Reserved

0x07 GetProperty

0x08 ReceiveSbFile

0x09 Execute

0x0A Call

0x0B Reset

0x0C SetProperty

0x0D Reserved

0xO0E Reserved

O0x0F Reserved

0x10 Reserved

0x11 ConfigureMemory

0x12 Reserved

0x13 Reserved

0x14 Reserved

0x15 KeyProvision

Table 211. Response tags

Response tag Name Description
0xA0 GenericResponse The response tag specifies one of the responses the
0xA3 ReadMemoryResponse bootloader (target) returns to the host.
O0xA7 GetPropertyResponse (used for sending The valid response tags are listed here.
responses to GetProperty command only)
0xA3 ReadMemoryResponse (used for sending
responses to ReadMemory command
only)
OxAF FlashReadOnceResponse (used for
sending responses to FlashReadOnce
command only)
0xB5 KeyProvisionResponse

UM11126

Flags: Each command packet contains a flag byte. Only bit O of the flag byte is used. If bit
0 of the flag byte is set to 1, then data packets follow the command sequence. The
number of bytes that are transferred in the data phase is determined by a command
specific parameter in the parameters array.

ParameterCount: The number of parameters included in the command packet.
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Parameters: The parameters are word-length (32 bits). With the default maximum packet
size of 32 bytes, a command packet can contain up to seven parameters.

Response packet
The responses are carried using the same command packet format wrapped with framing
packet data. Types of responses include:

* GenericResponse.

* GetPropertyResponse.

* ReadMemoryResponse.

* FlashReadOnceResponse.

* KeyProvisionResponse.
GenericResponse: After the bootloader has processed a command, the bootloader
sends a generic response with status and command tag information to the host. The
generic response is the last packet in the command protocol sequence. The generic
response packet contains the framing packet data and the command packet data (with
generic response tag = 0xA0) and a list of parameters (defined in the next section). The

parameter count field in the header is always set to 2, for status code and command tag
parameters.

Table 212. GenericResponse parameters

Byte # Parameter Description

0-3 Status code The Status codes are errors encountered during the execution of a
command by the target. If a command succeeds, then a
kStatus_Success code is returned.

4-7 Command tag The Command tag parameter identifies the response to the

command sent by the host.

GetPropertyResponse: The GetPropertyResponse packet is sent by the target in
response to the host query that uses the GetProperty command. The
GetPropertyResponse packet contains the framing packet data and the command packet
data, with the command/response tag set to a GetPropertyResponse tag value (0xA7).

The parameter count field in the header is set to greater than 1, to always include the
status code and one or many property values.

Table 213. GetPropertyResponse parameters

Byte # Value Parameter
0-3 Status code
4-7

Property value

UM11126

Can be up to maximum 6 property values, limited to the size of the
32-bit command packet and property type.

ReadMemoryResponse: The ReadMemoryResponse packet is sent by the target in
response to the host sending a ReadMemory command. The ReadMemoryResponse
packet contains the framing packet data and the command packet data, with the
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command/response tag set to a ReadMemoryResponse tag value (0xA3), the flags field
set to kCommandFlag_HasDataPhase (1).

The parameter count set to two for the status code and the data byte count parameters
shown below.

Table 214. ReadMemoryResponse parameters

Byte # Parameter Description
0-3 Status code The status of the associated Read Memory command.
4-7 Data byte count The number of bytes sent in the data phase.

FlashReadOnceResponse: The FlashReadOnceResponse packet is sent by the target
in response to the host sending a FlashReadOnce command. The
FlashReadOnceResponse packet contains the framing packet data and the command
packet data, with the command/response tag set to a FlashReadOnceResponse tag value
(OxAF), and the flags field set to 0. The parameter count is set to 2 plus the number of
words requested to be read in the FlashReadOnceCommand.

Table 215. FlashReadOnceResponse parameters

Byte # Value Parameter
0-3 Status code
4-7 Byte count to read

‘Can be up to 20 bytes of requested read data.

The KeyProvisionResponse packet is sent by the target in response to the host sending a
KeyProvision command. The KeyProvisionResponse packet contains the framing packet
data and command packet data, with the command/response tag set to a
KeyProvisionResponse tag value (0xB5), and the flags field set to
kCommandFlag_HasDataPhase (1).

Table 216. KeyProvisionResponse parameters

Byte # Value ’ Parameter
0-3 Status code
4-7 Data Byte count

8.6 The bootloader command set

UM11126

8.6.1 Introduction

All bootloader commands follow the command packet format wrapped by the framing
packet as explained in previous sections.

For a list of status codes returned by bootloader see Section 8.6.14 “KeyProvision
command (for version 1B only)”.

8.6.2 GetProperty command

The GetProperty command is used to query the bootloader about various properties and
settings. Each supported property has a unique 32-bit tag associated with it. The tag
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occupies the first parameter of the command packet. The target returns a
GetPropertyResponse packet with the property values for the property identified with the
tag in the GetProperty command.

Properties are the defined units of data that can be accessed with the GetProperty or
SetProperty commands. Properties may be read-only or read-write. All read-write
properties are 32-bit integers, so they can easily be carried in a command parameter.

The 32-bit property tag is the only parameter required for GetProperty command.

Table 217. Parameters for GetProperty Command

Byte # Parameter
0-3 Property tag
See section 6.6.17 for more details.

4-7 External Memory Identifier (only applies to get property for external memory, or status
identifier if the property tag equals to 8).

Host Target

F— GetProperty:Property tag = 0x01
5a a4 0c 00 4b 33 07 00 00 02 01 00 00 00 00 00 00 00— M

ACk |
‘/ 5aal

Process Command

. ]
Generic Response

‘7/153 a4 0c 00 64 18 a7 00 00 02 00 00 00 00 00 01 02 4b

————  ACK:
5aal

Fig 26. Protocol sequence for GetProperty command

Table 218. GetProperty command packet format (example)

GetProperty Parameter ‘ Value
Framing packet |Start byte 0x5A
PacketType ’OxA4, kFramingPacketType_Command
Length 0x0C 0x00
Crc16 0x4B 0x33
Command packet |CommandTag 0x07 — GetProperty
Flags 000
Reserved 0x00
ParameterCount 002
PropertyTag 0x00000001 - CurrentVersion
Memory ID |0x00000000 - Internal Flash
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The GetProperty command has no data phase.

Response: In response to a GetProperty command, the target sends a

GetPropertyResponse packet with the response tag set to OxA7. The parameter count
indicates the number of parameters sent for the property values, with the first parameter
showing status code 0, followed by the property value(s). Table 219 shows an example of
a GetPropertyResponse packet.

Table 219. GetProperty response packet format (example)

GetPropertyResponse |Parameter ‘Value
Framing packet Start byte 0x5A
PacketType ’OxA4, kFramingPacketType_Command
Length 0x0c 0x00 (12 bytes)
Crc16 0x07 Ox7a
Command packet ResponseTag OxA7
Flags 0x00
Reserved 0x00
ParameterCount 0x02
Status 0x00000000
PropertyValue |0x0000014b - CurrentVersion

8.6.3

SetProperty command

The SetProperty command is used to change or alter the values of the properties or
options of the bootloader. The command accepts the same property tags used with the
GetProperty command. However, only some properties are writable. If an attempt to write
a read-only property is made, an error is returned indicating the property is read-only and
cannot be changed.

The property tag and the new value to set are the two parameters required for the
SetProperty command.

Table 220. Parameters for SetProperty command

Byte # Command
0-3 Property tag
4-7 Property value

UM11126
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Host Target

SetProperty: Property tag = 10, Property Value = 1
5a a4 0c 00 67 8d Oc 00 00 02 0a 00 00 00 01 00 00 00—

Ack: |
‘//Sa al

Process Command

] B
Generic Response

5a a4 0c 00 9e 10 a0 00 00 02 00 00 00 00 Oc 00 00 00

- Ack
5aal = )

Fig 27. Protocol sequence for SetProperty Command

Table 221. SetProperty command packet format (example)

SetProperty Parameter Value

Framing packet Start byte 0x5A
PacketType 0xA4, kFramingPacketType_Command
Length '0x0C 0x00
Crc16 0x67 0x8D

Command packet CommandTag 0x0C — SetProperty with property tag 10
Flags 0x00
Reserved 0x00
ParameterCount 0x02
PropertyTag '0x0000000A - VerifyWrites
PropertyValue 0x00000001

The SetProperty command has no data phase.

Response: The target returns a GenericResponse packet with one of following status
codes:

Table 222. SetProperty response status codes

Status code

kStatus_Success
kStatus_ReadOnly
kStatus_UnknownProperty

kStatus_InvalidArgument

8.6.4 FlashEraseAll command

The FlashEraseAll command performs an erase of the entire flash memory. If any flash
regions are protected, then the FlashEraseAll command fails and returns an error status
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code. The Command tag for FlashEraseAll command is 0x01 set in the commandTag
field of the command packet.

The FlashEraseAll command requires memory ID. If memory ID is not specified, the
internal flash (memory ID =0) will be selected as default.

Table 223. Parameter for FlashEraseAll command

Byte # ‘Parameter
0-3 Memory ID
0x000 Internal Flash
0x010 iExecute-onIy region in Internal Flash
0x001 Serial NOR through QuadSPI
0x008 ‘Parallel NOR through SEMC
0x009 Serial NOR through FlexSPI
0x100 'SLC Raw NAND through
SEMC
0x101 'Serial NAND through FlexSPI
0x110 Serial NOR/EEPROM through SPI
0x120 'SD through USDHC
0x121 eMMC through uSDHC
Host Target
FlashEraseAll
5a a4 08 00 Oc 22 01 00 00 01 00 00 00 00—
ACK: |

4//Sa al

Process Command

) I
Generic Response

5a a4 0c 00 66 ce a0 00 00 02 00 00 00 00 01 00 00 00

—  ACK
5aal

Fig 28. Protocol sequence for FlashEraseAll command

Table 224. FlashEraseAll command packet format (example)

FlashEraseAll Parameter Value
Framing packet Start byte 0x5A
PacketType | 0xA4, kFramingPacketType_Command
Length 0x08 0x00
Crc16 |0x0C 0x22
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Table 224. FlashEraseAll command packet format (example)

FlashEraseAll

Command packet

Parameter Value

CommandTag 0x01 - FlashEraseAll
Flags 0x00

Reserved 1000
ParameterCount 0x01

Memory ID ’Refer the above table

8.6.5

The FlashEraseAll command has no data phase.

Response: The target returns a GenericResponse packet with status code either set to
kStatus_Success for successful execution of the command or set to an appropriate error
status code.

FlashEraseRegion command

The FlashEraseRegion command performs an erase of one or more sectors of the flash
memory.

The start address, and number of bytes are the two parameters required for the
FlashEraseRegion command. The start and byte count parameters must be 4-byte
aligned ([1:0] = 00), or the FlashEraseRegion command fails and returns
kStatus_FlashAlignmentError (101). If the region specified does not fit in the flash memory
space, the FlashEraseRegion command fails and returns kStatus_FlashAddressError
(102). If any part of the region specified is protected, the FlashEraseRegion command
fails and returns kStatus_MemoryRangelnvalid (10200).

Table 225. Parameter for FlashEraseRegion command

Byte # Parameter
0-3 Start address
4-7 Byte count
8-11 Memory ID

UM11126

The FlashEraseRegion command has no data phase.
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Host Target

—FlashEraseRegion, startAddress=0x0, byteCount=0x1000,memoryld=0
5a a4 10 00 c5 f0 02 00 00 03 00 00 00 00 00 01 00 00 00 00 00 00

Ack: |
//Sa al

Process Command

] P
Generic Response

5a a4 0c 00 ba 55 a0 00 00 02 00 00 00 00 02 00 00 00
(—532340c00bas5a

- Ack
5aal = )

Fig 29. Protocol sequence for FlashEraseRegion command

Response: The target returns a GenericResponse packet with one of the following error
status codes.

Table 226. FlashEraseRegion response status codes

Status code

kStatus_Success (0).
kStatus_MemoryRangelnvalid (10200).
kStatus_FlashAlignmentError (101).
kStatus_IFlashAddressError (102).
kStatus_FlashAccessError (103).
kStatus_FlashProtectionViolation (104).
kStatus_FlashCommandFailure (105).

8.6.6 ReadMemory command

The ReadMemory command returns the contents of memory at the given address, for a
specified number of bytes. This command can read any region of memory accessible by
the CPU and not protected by security.

The start address, and number of bytes are the two parameters required for ReadMemory
command. The memory ID is optional. Internal memory will be selected as default if
memory ID is not specified.

Table 227. Parameter for read memory command

Byte # Parameter Description

0-3 Start address Start address of memory to read from.

4-7 Byte count Number of bytes to read and return to caller.
8-11 Memory ID Internal or external memory Identifier.
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Host

ReadMemory: startAddress=0x20000400, byteCount=0x10
5a a4 10 00 95 a4 03 00 00 03 00 04 00 20 10 00 00 00 00 00 00 00—

¢ saal

¢ 53a40c00a37ea3 01000200 000000 10000000

- ACK

[4—53a5100099 5b d1 00 20 40 11 2e 01 20 00 00 00 00 00 00 00 00

e

P
5a a4 Oc 00 Oe 23 a0 00 00 02 00 00 00 00 03 00 00 00

Chapter 8: LPC55S6x/LPC55S2x/LPC552x ISP and IAP

Target

Process Command

ReadMemoryResponse — |

LT ——

Process Data

Data Packet —

5aal >

Final GenericResponse

Fig 30. Command sequence for ReadMemory

Table 228. ReadMemory command packet format (example)

ReadMemory

Framing packet

Command packet

Parameter Value

Start byte 0x5A

PpacketType 0xA4, kFramingPacketType_Command
Length '0x10 0x00

Crc16 OxF4 0x1B
CommandTag 003 - ReadMemory
Flags 0x00

Reserved 000
ParameterCount 0x03

StartAddress 10x20000400
ByteCount 0x00000064
Memory ID 0x0

UM11126

Data Phase: The ReadMemory command has a data phase. Because the target works in
slave mode, the host needs to pull data packets until the number of bytes of data specified
in the byteCount parameter of ReadMemory command are received by host.

Response: The target returns a GenericResponse packet with a status code either set to
kStatus_Success upon successful execution of the command or set to an appropriate

error status code
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8.6.7 WriteMemory command

The WriteMemory command writes data provided in the data phase to a specified range
of bytes in memory (flash or RAM). However, if flash protection is enabled, then writes to
protected sectors fail.

Special care must be taken when writing to flash.
* First, any flash sector written to must have been previously erased with a

FlashEraseAll or FlashEraseRegion.

* First, any flash sector written to must have been previously erased with a
FlashEraseAll or FlashEraseRegion command.
* Writing to flash requires the start address to be page aligned.

* The byte count is rounded up to a page size, and trailing bytes are filled with the flash
erase pattern (0xff).

¢ |f the VerifyWrites property is set to true, then writes to flash also performs a flash
verify program operation.
When writing to RAM, the start address does not need to be aligned, and the data is not
padded.

The start address and number of bytes are the two parameters required for WriteMemory
command. The memory ID is optional. Internal memory will be selected as default if
memory ID is not specified.

Table 229. Parameters for WriteMemory command

Byte # Command
0-3 Start address
4-7 Byte count
8-11 ‘Memory ID
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Host Target
WriteMemory: startAddress=0x20000400, byteCount=0x10
5a a4 10 00 f6 62 04 01 00 03 00 04 00 20 10 0000 0000000000,
ACK:
¢ 5saal

-

¢ ———5aa40c 00 23 72 a0 00 00 02 00 00 00 00 04 00 00 00
- ACk

5aa51000258400112233445566778899aabbccddeeff— |

< saal

o2 a4 0c 00 23 72 a0 00 00 02 00 00 00 00 04 00 00 00

[ ACK

Process Command

Initial GenericResponse

5aal = 3

Data Packet

Process Data

S

. . I
Final GenericResponse

5a al\>

Fig 31. Protocol sequence for WriteMemory command

Table 230. WriteMemory command packet format (example)

UM11126

WriteMemory Parameter Value
Framing packet Start byte 0x5A
PacketType VOXA4, kFramingPacketType_Command
Length 0x10 0x00
Crc16 1097 0xDD
Command packet CommandTag 0x04 - WriteMemory
Flags 001
Reserved 0x00
ParameterCount 0x03
StartAddress 0x20000400
ByteCount |0x00000064
Memory ID 0x0

Data Phase: The WriteMemory command has a data phase; the host sends data packets
until the number of bytes of data specified in the byteCount parameter of the WriteMemory
command are received by the target.

Response: The target returns a GenericResponse packet with a status code set to
kStatus_Success upon successful execution of the command, or to an appropriate error

status code.
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8.6.8 FillMemory command

The FillMemory command fills a range of bytes in memory with a data pattern. It follows
the same rules as the WriteMemory command. The difference between FillMemory and
WriteMemory is that a data pattern is included in FillMemory command parameter, and
there is no data phase for the FillMemory command, while WriteMemory does have a data
phase.

Table 231. Parameters for FillMemory command

Byte # Command
0-3 Start address of memory to fill.
4-7 Number of bytes to write with the pattern

® The start address should be 32-bit aligned.

® The number of bytes must be evenly divisible by 4. (Note: for a
part that uses FTFE flash, the start address should be 64-bit
aligned, and the number of bytes must be evenly divisible by 8).

8-11 32-bit pattern.

¢ To fill with a byte pattern (8-bit), the byte must be replicated four times in the 32-bit
pattern.

* To fill with a short pattern (16-bit), the short value must be replicated two times in
the32-bit pattern.

For example, to fill a byte value with OxFE, the word pattern is OXFEFEFEFE; to fill a short
value Ox5AFE, the word pattern is OX5AFE5AFE.

Special care must be taken while writing to flash.
* First, any flash sector written to must have been previously erased with a

FlashEraseAll, or FlashEraseRegion command.

* First, any flash sector written to must have been previously erased with a
FlashEraseAll or FlashEraseRegion command.

* Writing to flash requires the start address to be 4-byte aligned ([1:0] = 00).
¢ |f the VerifyWrites property is set to true, then writes to flash also performs a flash
verify program operation.

When writing to RAM, the start address does not need to be aligned, and the data is not
padded.
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Host Target

FillMemory, startAddress=0x0, byteCount=4, pattern=0x12345678
5a a4 10 00 b6 70 05 00 00 03 00 00 00 00 04 00 00 00 78 56 34 12

B
ACK: ]
/Sa al

Process Command

X I
Generic Response

5324 0c 009704 a0 000002 0000 00 00 05 00 00 00

[ ACK:
5a al\>

Fig 32. Protocol sequence for FillMemory command

Table 232. FillMemory command packet format (example)

FillMemory Parameter Value
Framing packet Start byte 0x5A
PacketType VOXA4, kFramingPacketType_Command
Length 0x10 0x00
Crc16 (0XE4 0x57
Command packet CommandTag 0x05 - FillMemory
Flags 001
Reserved 0x00
ParameterCount 0x03
StartAddress 0x00007000
ByteCount |0x00000800
PatternWord 0x12345678

The FillMemory command has no data phase.

Response: upon successful execution of the command, the target (bootloader) returns a
GenericResponse packet with a status code set to kStatus_Success, or to an appropriate
error status code.

8.6.9 Execute command

The Execute command results in the bootloader setting the program counter to the code
at the provided jump address, RO to the provided argument, and a Stack pointer to the
provided stack pointer address. Prior to the jump, the system is returned to the reset
state.

The Jump address, function argument pointer, and stack pointer are the parameters
required for the Execute command. If the stack pointer is set to zero, the called code is
responsible for setting the processor stack pointer before using the stack.
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Table 233. Parameters for Execute command

Byte # Command

0-3 Jump address.

4-7 ‘Argument word.

8-11 Stack pointer address.

The Execute command has no data phase.

Response: Before executing the Execute command, the target validates the parameters
and return a GenericResponse packet with a status code either set to kStatus_Success or
an appropriate error status code.

8.6.10 Call command

The Call command executes a function that is written in memory at the address sent in the
command. The address needs to be a valid memory location residing in accessible flash
(internal or external) or in RAM. The command supports the passing of one 32-bit
argument. Although the command supports a stack address, at this time the call still takes
place using the current stack pointer. After execution of the function, a 32-bit return value
is returned in the generic response message.

Host Target
[
Call: address=0x00000cd9, arg=0
5a a4 0c 00 16 5c 0a 00 00 02 d9 Oc 00 00 00 00 00 00 00
D
ACK:
¢ 5aal

Process Command

. I
Generic Response

5334 0c 00 79 d0 a0 00 00 02 00 00 00 00 0a 00 00 00

 ACK:
5a al\

Fig 33. Protocol sequence for call command

Table 234. Parameters for Call command

Byte # Command

0-3 Jump address

4-7 ‘Argument word

8-11 Stack pointer address

Response: The target returns a GenericResponse packet with a status code either set to
the return value of the function called or set to kStatus_InvalidArgument (105).
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8.6.11 Reset command
The Reset command results in the bootloader resetting the chip.

The Reset command requires no parameters.

Host Target

D Reset
5a a4 04 00 6f 46 0b 00 00 00\>

Process Command

. I
Generic Response

l¢——5a2a40c 00 cd a6 a0 00 00 02 00 00 00 00 0b 00 00 00

[ ACK:
5a al\>

Fig 34. Protocol sequence for Reset command

Table 235. Reset command packet format (example)

Reset Parameter Value
Framing packet Start byte 0x5A
PacketType vaA4, kFramingPacketType_Command
Length 0x04 0x00
Crc16 |0x6F 0x46
Command packet CommandTag 0xOB - reset
Flags 0x00
Reserved 0x00
ParameterCount 0x03

The Reset command has no data phase.
Response: The target returns a GenericResponse packet with status code set to
kStatus_Success, before resetting the chip.

The reset command can also be used to switch boot from flash after successful flash
image provisioning via ROM bootloader. After issuing the reset command, allow five
seconds for the user application to start running from Flash.

8.6.11.1 Supported Memory IDs (for version 1B only)

The following table shows the supported memory IDs.
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Table 236. Supported memory IDs

Memory ID ‘ Description
0 Internal RAM/FLASH (Used for the PRINCE configuration)
0x110 External 1-bit SPI NOR FLASH device

8.6.11.2 1-bit SPI NOR FLASH support (for version 1B only)

The boot ROM support programming 1-bit SPI NOR FLASH devices (which supports
3-byte address read 0x03 or 4-byte address read 0x13) via the following Flash
Configuration Option Block.

The boot ROM support either manually configured option or the auto-detected option.
When using the first option, users need to specify all the Flash information (Flash size,
sector size, page size) in the option block, and when using the 2nd option, the boot ROM
is able to detect the Flash information via the read SFDP (0x5A) command, users can set
all the Flash information to 0x0s. Users need to be aware that only the device which is
JESD216 compliant can support the 2nd option.

Table 237. Serial NOR FLASH configuration option block

Field Tag Reserved Flash info set Flash size Sector size | Page size
[31:28] [27:16] [15:12] [11:8] [7:4] [3:0]
option0 Oxc 0 - Manual 0-512KB 0-4KB 0 - 256 Bytes
(Select Flash 1-1MB 1-8KB 1-512 Bytes
Parameter via Flash ', ;0 2 32KB 2_1KB
Datasheet)
1 - Auto 3-4MB 3 -64KB 3-128KB
(Detect Flash 4-8MB 4-128KB
Parameter via SFDP o 10 5 - 256KB
table)
6 - 32MB
7 - 64MB
8 - 64MB
9 -128MB
10 - 256MB
8.6.11.2.1 Example of programming 1-bit SPI| NOR FLASH via boot ROM
Use the manually configured parameter.
If the FLASH page size is 256-byte, sector size is 4KB, Flash size is 512KB. The
configuration option block is Oxc000_0000 then. Here are the steps to enable the 1-bit SPI
NOR FLASH programming using the boot ROM:
# Fill the configuration option block to RAM address 0x2000 8000
blhost -u 0x1fc9,0x0021 -- fill-memory 0x20008000 4 0xc0000000
# Enable 1-bit SPI NOR FLASH support using configuration option block stored at
0x2000 8000
blhost -u 0x1£fc9,0x0021 -- configure-memory 0x110 0x20008000
# Erase 64KB starting from address 0
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blhost -u 0x1fc9,0x0021 -- flash-erase-region 0 0x10000 0x110
t Program boot image to the 1-bit SPI NOR FLASH

blhost -u 0x1£c9,0x0021 -- write-memory 0 <boot image> 0x110

8.6.12 ConfigureMemory command

The ConfigureMemory command configures the internal/external memory device using a
pre-programmed configuration block. The parameters passed in the command are the
memory ID, and then the memory address from which the configuration data can be
loaded from. Options for loading the data can be a scenario where the configuration data
is written to a RAM or flash location and then this command directs the bootloader to use
the data at that location to configure the external memory devices.

Table 238. Parameters for ConfigureMemory command

Byte # ‘Command
0-3 Memory ID
4-7 Configuration block address

Response: The target (Bootloader) returns a GenericResponse packet with a status code
either set to kStatus_Success upon successful execution of the command or set to an
appropriate error code.

Host Target

ConfigureMemory, memorylD=0x9, configBlockAddr=0x2000
[5a a4 0c 00 39 97 11 00 00 02 09 00 00 00 00 20 00 00

T

ACK:

¢ 5aal

Process Command

) D
GenericResponse

¢ ———5a a4 0c 00 cld5a0 000002 00000000 11000000

— ACK:
5a al\>

Fig 35. Protocol sequence for ConfigureMemory command

8.6.13 ReceiveSBFile command

The Receive SB File command (ReceiveSbFile) starts the transfer of an SB file to the
target. The command only specifies the size in bytes of the SB file that is sent in the data
phase. The SB file is processed as it is received by the bootloader. See the Secure boot
related sections for more details about the SB file.

Table 239. Parameters for Recerive SB File command

Byte # Command

0-3 Byte count
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Data Phase: The Receive SB file command has a data phase; the host sends data
packets until the number of bytes of data specified in the byteCount parameter of the
Receive SB File command are received by the target.

Response: The target returns a GenericResponse packet with a status code set to the
kStatus_Success upon successful execution of the command or set to an appropriate
error code.

8.6.14 KeyProvision command (for version 1B only)

The KeyProvision command is a pack of several security related commands, to install
pre-shared keys, generate random keys and save them into the Protected Flash Region -
Customer Key Store area.

There are three parameters for KeyProvision command, listed in Table 240. The first
parameter, <Key Operation> is required to specific the KeyProvision command behavior.
The other two parameters, <Key Type> and <Key Size> are required for certain
KeyProvision operations.

Table 240. Parameters for KeyProvision command

Byte # Command

0-3 Key operation

4-7 'Key Type / Memory ID (optional for some Key Operations)
8-11 Key Size (optional for some Key Operations)

Table 241 and Table 242 describes the details of each KeyProvision operation and Key

Type.

Table 241. KeyProvision operation details

Value |Operation Details

0 Enroll Key Provision device enrollment. Generates activation code. For example, PUF key. <Key
Type> and <Key Size> are not used for this operation.

1 SetUserKey Send <Key size> bytes of the <Key Type> key to ROM from host. Incoming data Phase is
required to transfer the key bytes.

SetintrinsicKey | Generate <Key Size> bytes of the key specified by <Key Type> in key store
WriteNonVolatile |Write the key store in RAM to a nonvolatile memory specified by <Memory ID>. <Key Size> is
not used for this operation

4 ReadNonVolatile |Load the key store to RAM from a nonvolatile memory specified by <Memory ID>. <Key Size>
is not used.

5 WriteKeyStore | Send the key store to ROM from host. Incoming data Phase is required to transfer the key
bytes. Data byte size is fixed as key store size. <Key Type> and <Key Size> are not used for
this operation.

6 ReadKeyStore |Read the key store from ROM to host. Outgoing data Phase is required to transfer the key

bytes. Data byte size is fixed as key store size. <Key Type> and <Key Size> are not used for
this operation.
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Table 242. Key Type details

Value Key Type

0x0 Invalid

0x1 ‘ HashCrypt SRK

0x2 OTFAD KEK

0x3 Firmware update key 0
0x4 Firmware update key 1
0x5 Firmware update key 2
0x6 Firmware update key 3
0x7 Firmware update key 0
0x8 Firmware update key 1
0x9 'Firmware update key 2
OxA Firmware update key 3
0xB ‘User key

0xC Reserved

Command: KeyProvision command packet format is shown in Table 243.

Table 243. KeyProvision command packet format (example)

KeyProvision Parameter Value
Framing packet | start byte 0x5A
packet type 0xA4, kFramingPacketType_Command
length 0x10, 0x00
crc16 0x57, 0x32
Command packet |command tag 0x15
flags 0x00 (no data phase, 0x01 for has data phase)
reserved 000
parameter count 0x03
key operation |0x00000002 (see Table 241)
key type / memory ID 0x00000000 (see Table 242)
key size |0x00000100

Data Phase: It is determined by <Key Operation> based on the Incoming or outgoing data
phase of the KeyProvision command.

For an incoming packet, the host sends data packets until the number of data bytes is
specified by <Key Size> or the key store size are received by the target.

For outgoing data phase, the host needs to pull data packets until it receives the entire key
store data bytes. The key store size is sent to the host by KeyProvision response.

Response: The target returns a GenericResponse packet for the key operations without
data phase, such as Enroll. It returns a KeyProvisionResponse packet for the other key
operations, such as WriteKeyStore.

For the GenericResponse, see Section 8.5.7 “Response packet”.

Table 244 describes the KeyProvisionResponse packet.
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KeyProvision Parameter

Value

Framing packet |start byte

O0x5A

packet type 0xA4, kFramingPacketType_Command
length 0x10, 0x00
crc16 >OxXX, OxXX

Command packet |command tag 0x15

flags 0x01 (has data phase)
reserved 0x00

parameter count 0x02

status 0x00000000

key size 10x00000100

8.6.14.1 Get/SetProperty command properties

This section lists the properties of the GetProperty and SetProperty commands.

Table 245. Properties used by Get/SetProperty commands, sorted by values

Property

Writable

Tag Value

Size

Description

CurrentVersion

No

01h

4

Current bootloader
version.

AvailablePeripherals

FlashStartAddress

No

No

02h

03h

The set of peripherals

supported on this chip.

Start address of program ‘
flash.

FlashSizelnBytes

No

04h

Size in bytes of program
flash.

AvailableCommands

Check Status

UM11126

No

No

07h

08h

All information provided in this document is subject to legal disclaimers.

The set of commands
supported by the
bootloader

vReturn the status based

on specified status
identifier

0 - CRC status

32-bit return value for
CRC Check

10401 - Application CRC
check failed

10402 - Application CRC
check is inactive

10403 - Application CRC
check is invalid

1 - Last Error

See the details of last
error in later section
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Table 245. Properties used by Get/SetProperty commands, sorted by values ...continued

Property Writable Tag Value Size Description

MaxPacketSize No 0Bh 4 Maximum supported
packet size for the
currently active
peripheral interface.

ReservedRegions No 0Ch 8*n List of memory regions
reserved by the
bootloader. Returned as
value pairs
(<start-address-of-region
>
<end-address-of-region>
).

If HasDataPhase flag is
not set, then the
Response packet
parameter count
indicates the number of
pairs.

If HasDataPhase flag is
set, then the second
parameter is the number
of bytes in the data
phase.

"n" indicates number of
memory region pairs

SystemDeviceld No 10h 4 'Value of the DEVICD_ID
and DIEID
LifeCycleState No 11h 4 Indicates whether Flash

security is enabled

0x5aa55aab - Device is
in development lifecyle

0xc33cc33c - Device is
in deployment lifecycle
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Table 245. Properties used by Get/SetProperty commands, sorted by values ...continued

Property Writable Tag Value Size Description

UniqueDevice/UUID No 12h 16 Unique device
identification

ExternalMemoryAttributes |No 19h 24 List of attributes

supported by the
specified memory Id
(0x110=SPI NOR
FLASH).

See description for the
return value in the
section
ExternalMemoryAttribute
s Property

IrgNotifierPin Yes 1ch 4 IRQ Notifier Pin setting

bit[7:0] - gpio pin
bit[15:8] - gpio port
bit [30:16] - reserved

bit [31] - enable flag, O -
disable, 1 - enable

8.6.14.1.1 Property definitions

Get/Set property definitions are provided in this section.

CurrentVersion property: The value of this property is a 4-byte structure containing the
current version of the bootloader.

Table 246. CurrentVersion property fields
Bit [31:24] [23:16] [15:8] [7:0]
Field Name ="'K' (0x4B) Maijor version Maijor version Bugfix version

AvailablePeripherals property: The value of this property is a bitfield that lists the
peripherals supported by the bootloader and the hardware on which it is running.

Table 247. Peripheral bits
Bit  [317] [6] [5] [4] [3] @2 m o
Field \ Reserved Reserved Reserved @ USBHID Reserved SPISlave \lzc Slave ‘LPUART \

If the peripheral is available, then the corresponding bit will be set in the property value. All
reserved bits must be set to 0.

AvailableCommands property: This property value is a bitfield with set bits indicating
the commands enabled in the bootloader. Only commands that can be sent from the host
to the target are listed in the bitfield. Response commands such as GenericResponse are
excluded.

The bit number that identifies whether a command is present is the command's tag value
minus 1. 1 is subtracted from the command tag because the lowest command tag value is
0x01. To get the bit mask for a given command, use this expression: mask = 1 << (tag - 1).

UM11126 All information provided in this document is subject to legal disclaimers. © NXP B.V. 2021. All rights reserved.

User manual Rev. 2.4 — 8 October 2021 219 of 1227




NXP Semiconductors U M1 1 1 26

Chapter 8: LPC55S6x/LPC55S2x/LPC552x ISP and IAP

Table 248. Command bits

Bit [Others] [20] [16] [15] [14] [13] [12] [11] [10] [9] | (8] [71 ~[6] '[S] [41 (31 [2] [1] [O]
Command T -
5§ 8 o 3 ¢ 3 z
2 3 3 z ¢ b oo 8 © 3 = T 2 2 F
? 3 & 2 & 3 g ¢ m s £ 2 2 3 8 & B
3 g | § 3 2 J e 7 = x 295 38 £/ 8 a5 =
5 o 1) = o O o < = c 2 = o m
o < |/ 2 @ @ >»|8 v | & o ©®© 3 S5 @ L m
2 (% < Y QO a = o @ = c wn o = 3 0] ) o) O
o) o) o) o o O c | o -~ T wm o |5 9 3 3 xn @
o 5 3 2 o | 3 5 | 2 m 3 93 S g8 a2 2
3 o c 3 o g = T = ] < | <L Qe ) =
R 3 3 @ x S
® = o
@

ExternalMemoryAttributes property: The value returned by this property is a 24-byte
data structure containing available external memory attributes: start address, total size in
KB, page size, sector size, and block size. Below is the breakdown of 24-byte structure.

Table 249. Fields of ExternalMemoryAttributes property

Field offset Field Description

0-3 The value returned is a bitmap showing the supported attributes for the external memory, with the
corresponding bitfield set.

0x00000001 - start address
0x00000002 - total size
0x00000004 - page size
0x00000008 - sector size
0x00000010 - block size

4-7 Start address of external memory.

8-11 Total size of external memory in kilobytes.
12-15 ‘Page size of external memory in bytes.
16 - 19 Sector size of external memory in bytes.
20-23 'Block size of external memory in bytes.

GetLastError property: The following table lists the response words and corresponding
error conditions.

Table 250. Response word and error description

Reponse Error Description

word

0x0b37f300 kLog_Auth_CrcCheck_Fail CRC checksum is wrong.

0x0b35f300 kLog_Auth_ImageEntryCheck_Fail Application entry point is invalid or stack address is invalid.
0x0b38f300 - 'Reserved.

0x0d70f300 kLog_Tzm_DeviceMode_Falil
0x0d71f300 kLog_Tzm_FusesMode_Fail
0x0d72f300 kLog_Tzm_lmageMode_Fail

0x0c00f500 ‘kLog_Jump_FaiI_FataI iFaiIed to jump to application.
0x0602f30<n> Passive boot failed.
0x0702f30<n> |kLog_Recoveryboot_Fail_Reason Recovery boot failed.
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8.7 Bootloader Status Error Codes

This section describes the status error codes that the Bootloader returns to the host.

Table 251. Bootloader status error codes, sorted by value

Error Code Value Description

kStatus_Success 0 Operation succeeded without error.

kStatus_Fail K ‘Operation failed with a generic error.

kStatus_ReadOnly 2 Request value cannot be changed because it is read-only.
kStatus_OutOfRange 3 ‘Requested value is out of range.
kStatus_InvalidArgument 4 The requested command's argument is undefined.
kStatus_Timeout | 5 ‘ A timeout occurred.

kStatus_NoTransferInProgress 6 No send in progress.

kStatus_ FLASH_Success 0 AP is executed successfully.
kStatus_FLASH_InvalidArgument 4 An invalid argument is provided.

kStatus_FlashSizeError 100 'Not used.

kStatus_FlashAlignmentError 101 Address or length does not meet the required alignment.
kStatus_FlashAddressError 102 'Address or length is outside of addressable memory.
kStatus_FlashAccessError 103 The FTFA_FSTAT[ACCERR] bit is set.
kStatus_FlashProtectionViolation 104 The FTFA_FSTAT[FPVIOL] bit is set.
kStatus_FlashCommandFailure 105 The FTFA_FSTAT[MGSTATO] bit is set.
kStatus_FlashUnknownProperty 106 'Unknown Flash property.

kStatus_FlashEraseKeyError 107 The provided key does not match the programmed Flash key.
kStatus_FlashRegionExecuteOnly 108 ‘The area of Flash is protected as execute-only.

kStatus_ FLASH_ExecutelnRamFunctionN 109

Execute-in-RAM function is not available.

otReady

kStatus_FLASH_CommandNotSupported 111 Flash API is not supported.
kStatus_FLASH_ReadOnlyProperty 112 The Flash property is read-only.
kStatus_FLASH_InvalidPropertyValue 113 ‘The Flash property value is out of range.

kStatus_ FLASH_InvalidSpeculationOption 114

The Flash prefetch speculation option is invalid.

kStatus_ FLASH_EccError 116 An error was generated during command execution that may, or
may not be correctable.

kStatus_ FLASH_CompareError 117 Destination and source memory contents do not match.

kStatus_FLASH_RegulationLoss 118 A loss of regulation occurred during read operation.

kStatus_FLASH_InvalidWaitStateCycles 119 ‘The wait state cycle set to R/W mode is invalid.

kStatus_FLASH_OutOfDateCfpaPage 132

CFPA page version is out of date.

kStatus_FLASH_BlanklfrPageData 133 Blank page cannot be read.
kStatus_FLASH_EncryptedRegionsErase |134 Encrypted Flash subregions are not erased at once.
NotDoneAtOnce

kStatus_FLASH_ProgramVerificationNotAll | 135 Program verification is not allowed when the encryption is
owed enabled.

kStatus_ FLASH_HashCheckError 136 Hash check of page data has failed.
kStatus_FLASH_SealedFfrRegion 137 The FFR region is sealed.

kStatus_FLASH_FfrRegionWriteBroken 138 The FFR spec region is not allowed to be written discontinuously.
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Table 251. Bootloader status error codes, sorted by value ...continued

Error Code Value Description

kStatus_ FLASH_NmpaAccessNotAllowed 139 ‘The NMPA region is not allowed to be read/written/erased.

kStatus_ FLASH_CmpaCfgDirectEraseNot | 140 The CMPA Cfg region is not allowed to be erased directly.

Allowed

kStatus_FLASH_FfrBanklsLocked 141 ‘The FFR bank region is locked.

kStatus_FLASH_CfpaScratchPagelnvalid |148 CFPA Scratch Page is invalid.

kStatus_FLASH_CfpaVersionRollbackDisa 149 'CFPA version rollback is not allowed.

llowed

kStatus_UnknownCommand 10000  Command is not recognized.

kStatus_SecurityViolation 10001 Security violation happened when receiving disallowed
commands.

kStatus_AbortDataPhase 110002 ‘Sender requested data phase abort.

kStatus_Ping 10003 Ping command received from the host.

kStatus_CommandUnsupported 10006 ‘Unsupported command received.

kStatusRomLdrSectionOverrun 10100 Reached end of the SSB file processing.

kStatusRomLdrSignature 10101 Incorrect signature or version.

kStatusRomLdrSectionLength 10102 The bootOffset/ new section count is out of range.

kStatusRomLdrUnencryptedOnly 10103 The non-encrypted image is disabled.

kStatusRomLdrEOFReached 10104 The end of the image file has been reached.

kStatusRomLdrChecksum 10105 'Checksum for command tag block is invalid.

kStatusRomLdrCrc32Error 10106 The CRC-32 of the data for a load command is incorrect.

kStatusRomLdrUnknownCommand 10107 An unknown command was detected in the SB file.

kStatusRomLdrldNotFound 10108 No bootable section found in SB file.

kStatusRomLdrDataUnderrun 10109  The SB state machine is waiting for more data.

kStatusRomLdrJumpReturned 10110 The function that was jumped to by the SB file has returned.

kStatusRomLdrCallFailed 10111 ‘The call command in the SB file has failed.

kStatusRomLdrKeyNotFound 10112 A matching key was not found in the SB file’s key dictionary to
unencrypt the section.

kStatusRomLdrSecureOnly 10113 ‘The SB file is unencrypted and security on the target is disabled.

kStatusRomLdrResetReturned 10114 The SB file reset operation has unexpectedly returned.

kStatusRomLdrRollbackBlocked 10115 ‘An image version rollback event has been detected.

kStatusRomLdrInvalidSectionMacCount 10116 Invalid Section MAC count detected in the SB file.

kStatusRomLdrUnexpectedCommand 10117 ‘The command tag in the SB file is unexpected.

kStatusRomLdrBadSBKEK 10118 Bad SBKEK detected.

kStatusMemoryRangelnvalid 110200 The requested address range does not match an entry, or the
length extends past the matching entry's end address.

kStatusMemoryReadFailed 10201 Memory read failed.

kStatusMemoryWriteFailed 10202 Memory write failed.

kStatusMemoryCumulativeWrite 10203 Cumulative write occurred due to write to an unerased Flash
region.

kStatusMemoryNotConfigured 10205 Memory not configured prior to access.

kStatusMemoryAlignmentError 10206 ‘Alignment error occurred during memory access.

kStatusMemoryVerifyFailed 10207 Verification operation failed after programming/erasing Flash.
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Table 251. Bootloader status error codes, sorted by value ...continued

Error Code Value Description
kStatusMemoryWriteProtected 110208 The memory being written to is write protected.
kStatusMemoryAddressError 10209 Invalid or wrong memory address has been specified.
kStatusMemoryBlankCheckFailed 110210 'Check of blank memory status has failed.
kStatusMemoryBlankPageReadDisallowed 10211 Memory is blank and read command is not allowed.
kStatusMemoryProtectedPageReadDisallo 110212 ‘Memory is protected and read command is not allowed.
wed
kStatusMemoryFfrSpecRegionWriteBroken | 10213 The write operation to the FFR region was broken.
kStatusMemoryUnsupportedCommand 10214 The memory command is not supported.
kStatus_UnknownProperty 10300 The requested property value is undefined.
kStatus_ReadOnlyProperty 110301 ‘The requested property value cannot be written.
kStatus_InvalidPropertyValue 10302 The specified property value is invalid.
kStatus_AppCrcCheckPassed 110400 'CRC check is valid and has passed successfully.
kStatus_AppCrcCheckFailed 10401 CRC check is valid but has failed.
kStatus_AppCrcChecklnactive 110402 'CRC check is inactive.
kStatus_AppCrcCheckinvalid 10403 CRC check is invalid because the BCA is invalid, or the CRC
parameters are not set (all OxFF bytes).
kStatus_AppCrcCheckOutOfRange 10404 CRC check is valid, but addresses are out of range.
kStatus_ RomApiExecuteCompleted 0 'ROM successfully completed processing of SB file/boot image.
kStatus_RomApiNeedMoreData 10801 ROM requires more data to continue processing the boot image.
kStatus_ RomApiBufferSizeNotEnough 10802 User buffer is not large enough for Kboot during execution of the
specified operation.
kStatus_RomApilnvalidBuffer 10803 User buffer is not appropriately prepared for the sbloader or
authentication.
kStatus_SerialNorEepromAddressinvalid 120700 ‘The serial nor eeprom address is invalid.
kStatus_SerialNorEepromTransferError 20701 An Error occurred during the serial nor eeprom transfer.
kStatus_SerialNorEepromTypelnvalid 120702 ‘The serial nor eeprom type is invalid.
kStatus_SerialNorEepromSizelnvalid 20703 The serial nor eeprom size is invalid.
kStatus_SerialNorEepromCommandInvalid 20704 ‘The serial nor eeprom command is invalid.

8.8 UART ISP

8.8.1 Introduction

The bootloader integrates an autobaud detection algorithm for the UART peripheral,
thereby providing flexible baud rate choices.

Autobaud feature: If UARTn is used to connect to the bootloader, then the UARTn_RX
pin must be kept high and not left floating during the detection phase in order to comply
with the autobaud detection algorithm. After the bootloader detects the Ping packet (0x5A
0xA6) on UARTn_RX, the bootloader firmware executes the autobaud sequence.
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If the baudrate is successfully detected, then the bootloader sends a Ping packet
response [(0x5A 0xA7), protocol version (4 bytes), protocol version options (2 bytes) and
crc16 (2 bytes)] at the detected baudrate. The bootloader then enters a loop, waiting for
bootloader commands via the UART peripheral.

NOTE: The data bytes of the ping packet must be sent continuously (with no more than 80
ms between bytes) in a fixed UART transmission mode (8-bit data, no parity bit and 1 stop
bit). If the bytes of the ping packet are sent one-by-one with more than 80 ms delay
between them, then the autobaud detection algorithm may calculate an incorrect baud
rate. In this instance, the autobaud detection state machine should be reset.

Supported baud rates: The baud rate is closely related to the MCU core and system
clock frequencies. Typical baud rates supported are 9600, 19200, 38400, 57600, 115200
,230400, 460800 and 1000000.

Packet transfer: After autobaud detection succeeds, bootloader communications can
take place over the UART peripheral. The following flow charts show:

* How the host detects an ACK from the target.
* How the host detects a ping response from the target.
* How the host detects a command response from the target.

. Report an error
Wait for ACK

Yes

Wait for 1 byte from
target

Process NAK 0xA2 received?

Reached
maximum
retries?

Wait for 1 byte from

0x5A received?
target

Report a timeout
error

Fig 36. Host reads an ACK from target via UART
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Fig 37. Host reads a ping response from target via UART
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0xA4 received?

Fig 38. Host reads a command response from target via UART

8.8.2 UART ISP command format

See Section 8.5 “Bootloader packet types” for more details.

8.8.3 UART ISP response format

See Section 8.5 “Bootloader packet types” for more details.

8.8.4 UART ISP data format

See Section 8.5 “Bootloader packet types” for more details.

8.8.5 UART ISP commands

See Section 8.5 “Bootloader packet types” for more details.
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8.9 I2C In-System Programming

8.9.1 Introduction

The bootloader supports loading data into flash via the 12C peripheral, where the 12C
peripheral serves as the 12C slave. A 7-bit slave address is used during the transfer. The
bootloader uses 0x10 as the 12C slave address and supports up to 400 kbit/s as the 12C
baud rate.

The maximum supported 12C baud rate depends on the core clock frequency when the
bootloader is running. The typical baud rate is 400 kbit/s with factory settings.

Because the |12C peripheral serves as an 12C slave device, each transfer should be started
by the host, and each outgoing packet should be fetched by the host.

* An incoming packet is sent by the host with a selected I2C slave address and the
direction bit is set to write.

* An outgoing packet is read by the host with a selected I2C slave address and the
direction bit is set as read.

* 0x00 is sent as the response to host if the target is busy with processing or preparing
data.

The following charts show the communication flow of the host reading the ping and ACK
packets, and the corresponding responses from the target.

